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1 Azure Application Registration Permissions for Collect

The Collect application in Relativity aiR is a tool designed to streamline the data collection process for
eDiscovery. Its primary purpose is to gather data from various sources, such as cloud-based applications
and other data repositories, in a manner that is secure, defensible, and efficient. Collect aims to reduce the
time and effort involved in data collection, ensuring that the data is accurate and complete, while maintaining
chain of custody and compliance with legal and regulatory requirements.

Due to the architecture of the Collect application, Delegated permission cannot be used and are not
supported. The Collect application requires the use of Microsoft Graph APl Azure Application permissions to
facilitate the collection of data that occurs in processes running in the background.

The Collect application requires specific Graph API Application permissions be granted to an Azure
Application Registration to facilitate efficient and comprehensive data collection for e-discovery and
compliance purposes.

Following is an explanation of each Azure application Graph API permission required and why it is needed to
support collections of M365 data:

1. Calendars.Read—this permission allows Relativity to access calendar events. For e-discovery, it's
important to capture calendar data as it can provide crucial context, timelines, and evidence related to
the case or investigation.

2. ChannelMember.Read.All—this permission provides access to the membership information of all
Teams channels. It allows Relativity to see who is part of each channel, which can be important for
understanding who had access to certain communications and information during an investigation.

3. ChannelMessage.Read.All—this permission provides access to all messages in Microsoft Teams
channels. It allows Relativity to capture and review conversations and discussions that take place in
Teams channels, which may contain pertinent information for legal or compliance purposes.

4. Chat.Read.All—this permission enables Relativity to read all chat messages in Microsoft Teams.
This includes private chats between users. Access to these messages is essential for gathering com-
plete communication records and ensuring that no relevant information is overlooked in an invest-
igation.

5. Contacts.Read—this permission allows access to contacts and is necessary to gather information
about communications and relationships between individuals, which can be critical in understanding
the full scope of interactions and connections in an investigation.

6. eDiscovery.Download.Read—this permission allows Relativity to download export packages and
item reports from Microsoft Purview eDiscovery. These exports can contain documents, emails,
Teams messages, and other collected data that are relevant to a legal matter or compliance review.
This permission is required to retrieve exported data from Microsoft Purview for processing and
review.

7. eDiscovery.ReadWrite.All—this permission allows Relativity to read and manage Microsoft Purview
eDiscovery objects, including cases, custodians, holds, searches, review sets, and exports. It enables
Relativity to create and manage e-discovery workflows programmatically, helping organizations auto-
mate the identification, preservation, collection, and review of potentially relevant information for legal
and compliance matters.

8. Files.Read.All—this permission enables Relativity to access all files in OneDrive and SharePoint. It
is essential for collecting documents, spreadsheets, presentations, and other files that might contain
relevant information for a legal matter or compliance review. This permission is also required to sup-
port collection of linked OneDrive and SharePoint files in Outlook emails and Teams chats.
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Full_access_as_app Permission—the Microsoft Graph API does not support accessing Outlook
Online Archives (Archived Mailboxes). We utilize Microsoft's Exchange Web Services (EWS) API to
collect Archived Mailboxes.

Microsoft is deprecating the Exchange Web Services (EWS) API on October 1, 2026. This connector
uses the full_access_as_app permission to access archived mailboxes through EWS. After that date,
this permission is no longer valid and this connector no longer supports archived mailbox collection.
To collect primary, archived, and inactive mailboxes, use the Microsoft 365 - Mailboxes data source
instead.

Group.Read.All—this permission allows Relativity to read all groups in the directory, including their
properties and memberships. It helps in understanding the structure and membership of various
groups within the organization, which can be important for context in e-discovery and compliance
scenarios.

Mail.Read—this permission allows access to emails, which is one of the core components of e-dis-
covery. This permission allows Relativity to read email messages in users' mailboxes to identify, pre-
serve, and analyze communications that are pertinent to the case.

Sites.Read.All—this permission allows Relativity to access all SharePoint sites, including content
and metadata. It ensures that any relevant information stored in SharePoint sites can be collected and
reviewed.

Team.ReadBasic.All—this permission allows Relativity to read basic properties of all Teams. It helps
in identifying and understanding the different Teams within the organization, their purposes, and their
memberships, which can be relevant for investigations and compliance checks.

TeamsTab.Read.All—this permission allows Relativity to read the properties of all tabs in Microsoft
Teams. Tabs can contain important resources, documents, and tools that users interact with. Access
to this information can provide additional context and insights into the work and communications of
users.

User.Read.All—this permission provides access to read the properties and membership of users. It
is useful for identifying and understanding the roles, permissions, and activities of different users
within the organization, which can be relevant for investigations and compliance checks.
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This documentation (“Documentation”) and the software to which it relates (“Software”) belongs to Relativity ODA
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including fines and possible imprisonment.
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