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1 Admin guide overview

The Admin guide will help give you the knowledge to effectively manage Relativity's flexibility and granular security
rights. This can help in providing an intuitive interface for your users. This guide explains the majority of features
available to you in Relativity. For more information about features not discussed int his guide, review our available
information on the RelativityOne documentation site.

1.1 Navigation

Relativity is an application with many screens and functions. This section describes the Review Interface you use to
review documents and some of the standard procedures you'll need to perform as you use the product.

1.1.1 Logging in

Relativity offers several ways to log in and it's possible to have two or more methods available to you. Your system
admin will provide you with all the information you need to log on. Contact your system admin if you have additional
questions.

For procedures to log in, see Logging in to Relativity.

1.1.2 Tab navigation

When you log in to Relativity, you see tabs displayed in the sidebar on the left side of the page. You may also be able
to access tabs using the tab strip, which runs horizontally across the top of the page. The sidebar and tab strip display
the currently available tabs whether you are on the instance or workspace-level. The active tab in the sidebar is
indicated by the tab icon displaying in orange and in the tab strip, the active tab is indicated by an orange line
displaying under the name.

The tabs are arranged based on the order value for each tab.

You can navigate tabs using the following features.

1.1.2.1 Sidebar

The sidebar allows you to place tabs that you commonly use on the left-side of Relativity so that you can access them
at your convenience.
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Tabs are ordered from top to bottom of the sidebar based on the value entered in Order. The lowest order value
displays at the top and the highest value displays at the bottom.

The total number of tabs that display in the sidebar is determined by the resolution of your browser. Tabs that have
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The More icon will display with an orange bar on the right side More to indicate that the active tab is located in the
More menu.

To add a new or pre-existing tab to the sidebar, toggle the Show in Sidebar on and click Save.

Tab Location

Show in Sidebar* @D

lcon * -

Parent -

Tabs can display in the sidebar with their name and icon. Alternatively, to reduce the width of the sidebar and increase
the number of icons that can display, you can click the collapse arrow icon to only display the icon for each tab.
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1.1.3 All tabs menu

Click the E icon at the bottom of the sidebar to display the All tabs menu. Every child tab that a user can view, as
determined by their permissions, will display in the menu in alphabetic order. This menu does not display parent tabs.
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Esc X

Processing Sets
Production Placeholder

Production Sets

Relativity Applications
Repeated Content Filters
Reports

Review Batches

Audit Workspace Settings Scripts
o Layouts Search Indexes
o Batch Sets
Search Indexes
@ Markup Sets
e Choices Search Terms Reports
0 Native Types Search Terms Results
e Dashboards
. Structured Analytics Set
Destination Workspaces o Object Type
Summary Reports
Discovered Files OCR Profiles
Document Errors OCR Sets Tabs
Documents Tacos
o Password Bank
— Domains Transform Sets
- Password Bank
1.1.4 Tab strip

If you select a tab that either has child tabs or is a child tab to a parent tab, the tab strip will display horizontally across
the top of Relativity. If a tab in the tab strip has one or more children tabs, hover your cursor over it to view and select

the desired tab. Depending on the size of your browser, there may be more tabs than can display in the tab strip. You
can hover your cursor over More in the tab strip to view additional tabs in a fly-out menu.
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1.1.4.1 Parent and child tab display

Parent tabs can be displayed in the sidebar or the tab strip. Tabs that have child tabs in the tab strip will display with an
arrow on the right side.

Search Terms Report[v]

To view the child tabs of a parent tab in the sidebar or tab strip, hover your cursor over the parent tab and the child tabs
will display in a fly-out menu.

Kevword Search - Ent
@ Processing Sets
Workspace  processing Data Sources
Admin
Processing Profile
rol
= Processing Filter View
Entities Password Bank !
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=0
Review Reports
Batches — job Errors o
E Document Errors
) Discovered Files o
Proc®3|ng
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When you select a child tab from the sidebar or the tab strip, you are taken to that page. For example, Production
Sets. In addition to an orange bar displaying underneath the parent tab in the sidebar, the child tab and the path to
reach the active tab is highlighted in blue to help you track your location in the sidebar or the tab strip.

Production v Case Admin wv

Y

Production Sets

Production Placeholder

Instead of clicking the drop-down arrow, you can also click the parent tab itself. Clicking the parent tab takes you to the
default child tab, which is identified by the order setting for each child tab.

1.1.5 User options

When you first log in to Relativity, you see the default Home tab. Relativity displays the Workspaces tab as your
default Home tab when you navigate to Home. You can change the default Home tab to be any tab you want.

A system admin is a user with rights to see every item in a Relativity environment.

System admins have access to admin tabs, which allow them to create and edit new clients, matters, users, groups,
and views, among other capabilities. You can grant many admin permissions to groups as needed for the various
roles certain users might have in your organization. A system admin has full rights to view all tabs within the Relativity
environment. You can grant lower level admin groups access to the particular admin tabs necessary to fulfill their

roles.
| e @

tim.lee@relativity.com|

My Settings

Other Relativity Instances L]
Help

Contact Support

About Relativity

Search the Community

What's New

Logout

The Relativity Instances section includes federated instances you have access to. Federated instances links allow
reviewers to easily switch to other Relativity environments. For more information, see Federated instances.

The user drop-down menu options are:
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* My Settings—opens a pop-up where users can change their personal settings. See My settings below for more
information.

e Other Relativity instances—hover your cursor over this option to display a fly-out menu of federated
instances that have been linked to your current one. Click on the desired federated instance to switch to that
linked instance.

e Help—Ilaunches the Relativity documentation website in your internet browser. The documentation site
provides all Relativity user, system admin, and systems documentation in a navigable format.

e Contact Support—opens a new window in your internet browser containing the Technical Support page of the
Relativity website where you can open a support ticket.

e About Relativity—opens a pop-up displaying the Relativity version number, your instance details, and licens-
ing agreement information.

e Search the Community—opens a new window in your internet browser containing the Relativity Community
page where you can find applications for Relativity to download, stay up to date on the latest Relativity events,
and interact with other Relativity users.

 What's New—opens a side panel that gives you the opportunity to learn about new and noteworthy updates
and enhancements directly in RelativityOne.

¢ Logout—Iogs users out of Relativity.

1.1.5.1 Changing the default Home tab

Relativity displays the Workspaces tab as your default Home tab when you navigate to Home. You can change the
default Home tab to be any tab that is available for default and that is not a specific tab within a workspace.

Perform the following steps to change the default Home tab:

1. Navigate to the Tabs tab.

. Click on the tab you want to set as the default Home tab.

2
3. Click the Editicon in the row of the tab you wish to edit.
4. Toggle the Set as Default Tab field on.

5

. Click Save.

Note: If a user is not a member of a group with permission to view the tab set as the default Home tab, Relativity
redirects to the lowest ordered tab the user's permissions allow.

1.1.5.2 My settings

Clicking My Settings from within the user drop-down menu opens a settings mode pop-up, which displays your user
information. Click Edit to change your settings.

User Information

First Hama:[ myfirstiame ltem List Page Lennl!l:l 100

Last Name: | (yiastname | Detsult Selected File 1we:| Viewsr v
Email Mdress:[ tesi@relativity com Dedauli Saved Search Ovmer:l Fubsic v
Skip Default Preference:  poemal « Mative Viewsr Cache Ahead: |«
Detault Filter \r.;.n.m,._-[ Vishie v User-Group Email Notifications Al Emails
No Emais
& Only Failed Operations
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e First name—your first name.

e Last name—your last name.

Note: Your first and last name appear as your username throughout Relativity.

¢ Email address—your email address and login.

o Skip Default Preference—when reviewing documents, skip prevents a reviewer seeing documents that are
already coded, depending on the selected view. Choose one of the following options:

¢ Normal—this setting disables the skip feature.
» Skip—this setting turns on the skip feature.
o Default Filter Visibility—determines whether or not the filters for columns in views display by default.
« Hidden—hides filters by default.
 Visible—displays filters by default.

» Item list page length—a numeric field indicating the default list length for all lists in Relativity. It can be set
from 1-200.

» Default Selected File Type—the default viewer mode used when first loading the Viewer. Viewer, Native,
Image, Long Text, or Production. If the mode selected is not available, the Viewer will instead use the first avail-
able option. See Viewer on page 648 for details.

o Default Saved Search Owner—determines whether saved searches are public or private by default. If set to
Public, the search is public and all users with rights to it can see it. If set to Logged in User, the search is private
and only the logged in user is able to see it.

Note: Depending on your permissions, you may not have rights to edit the Default Saved Search Owner
field.

» Native Viewer Cache Ahead—if checked, this field pre-loads the next native document in your review queue
when the active document is loaded.

e User-Group Email Notifications—user's preference for email notifications when adding or deleting Users or
Groups.

+ All Emails—receive all email notifications.
* No Emails—receive no email notifications.

e Only Failed Operations—receive email notifications on failed operations only.

Note: Depending on your permissions, you may not have rights to edit the User-Group Email Notifications
field.

After changing your settings as needed, click Save.

1.1.5.3 Dashboards

When you've created a page configuration you'd like to preserve, you can create a customized dashboard. You can
save multiple dashboards to quickly change the page configuration. The item list and any widgets on the dashboard
will update automatically in response to filtering or searching. Dashboards only report on data within the workspace
you are in.
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Note: For a list of dashboards that provide an effective starting point for administrators to help review teams
visualize their data set, see Common commonly-used dashboards in the Admin Guide.
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The page initially appears with the folder browser on the top left, the search panel on the bottom left and the item list to
the right. Within this new framework, you have multiple options for customizing your display.

You can resize, move, or collapse any panel on the page, including any widgets you create.

» Toresize any panel, hover over the line separating the item list from the panel until you see the mouse pointer
change to horizontal arrows, then click and drag.

e To move, hover over the top of the panel until you see the Multi-Direction Cursor icon. Then, click and drag the
panel to the new location.

» To collapse the search panel or browser pane, click the Collapse icon. Once collapsed, click the Show
Browser Panel icon to restore the browser pane or the Show Search Panel icon to restore the search panel.

Additionally, you can drag and drop panels to rearrange on the page. Click any panel and drag it to a new location. The

other panels will automatically move to accommodate the panel you're dropping.

Dashboards and widgets can be copied over to newly created workspaces if they are part of a template. Dashboards
only report on data within the workspace you are in if data is loaded in the workspace.

Note: You must have the correct workspace permissions to add, edit, or save a dashboard and to save pivot
widgets to your dashboard.
You can also export individual Pivot widgets to Excel or to PNG format from each widget's context menu. See
Exporting a Pivot widget in the Admin Guide for more information.
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Note: To enable the Add Widgets button and Pivot functionality for an Relativity Dynamic Object (RDO), you must
select Enabled for the Pivot property in the Object Type Information section for the object.

Creating a dashboard
To create a dashboard:

1. Click the Dashboards drop-down menu in the top right corner of the screen.

Note: You can only access the drop-down if Pivot is Enabled for the given object type.

2. Click New Dashboard to save the current page configuration as a new dashboard.

3. Enter a name and an order number for the dashboard.

Note: The dashboard with the lowest order number will appear by default when you log in to Relativity.

Adding widgets to a dashboard
You can add the following widgets to customize your dashboard:

e Pivot charts and tables—you can use Pivot to summarize data in tables or charts to visually analyze trends in
your data.

e Cluster visualizations—on the Documents tab, you can use Relativity Cluster Visualization to render your
cluster data as an interactive visual map by adding a Cluster Visualization widget. This offers you a quick over-
view of your document cluster sets and quickly drill into each cluster set to view sub-clusters and conceptually-
related clusters of documents. Please note that there may be only one cluster visualization widget per dash-
board.

« Communication Analysis—after running the name normalization operation within structured analytics, you
can use this widget to visualize communication frequencies, patterns, and networks between the entities linked
to the documents in the view.

Note: When you reach the maximum number of widgets allowed on a dashboard, the Add Widget button will be
grayed out and a tooltip displays when you hover over it that lets you know the reason you cannot add any additional
widgets to your dashboard. This is controlled by the MaxNumberDashboardWidgets instance setting.

Saving changes to a dashboard
You can also make changes on the fly and save a dashboard with the changes. If a dashboard has not been saved, an
orange notification displays in the Dashboard drop-down menu until it is saved.

1. Click the Dashboards drop-down menu in the top right corner of the screen to display the list of dashboards
available on the current tab.

2. Click Save to save the changes to the existing dashboard. Click Save As to save the page configuration as a
new dashboard, and then enter a Name and Order number.

Note: If a dashboard is part of a locked application, the option to save the dashboard is unavailable.

Deleting a dashboard
To delete a dashboard from the current tab you are in, click the Delete icon to the right of the dashboard you want to
delete in the Dashboards drop-down menu.

Click Delete in the Delete Dashboard Confirmation pop-up window to delete the dashboard.
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Note: If a dashboard is part of a locked application, the option to delete the dashboard is unavailable.

Renaming a dashboard
To rename a dashboard:

1. Click on the Edit icon next to the name of the dashboard in the Dashboard drop-down menu.

2. Enter a Name and an Order number for the dashboard. The order number controls the order in which the dash-
board displays in the list.

3. Click Save to save your changes.

Note: If a dashboard is part of a locked application, the option to edit the dashboard is unavailable.

1.1.5.4 Using the search panel
While working in the Document list in the new Ul framework, you can use the search panel to filter your data.

1.1.6 Resetting your password

There are two ways you can reset your password if your system admin has given you the appropriate permissions.
You can use the Reset Password option inside Relativity or the Forgot your password? link on the Relativity login
screen.

Note: If your password has expired, the Reset Password dialog appears automatically when you log in to Relativity.
Your system admin determines when your password expires and the number of previous passwords that you
cannot reuse.

1.1.6.1 Resetting your password inside Relativity
If you're already logged in to Relativity, you can reset your password by clicking Reset Password in the Home drop-
down menu. This directs you to a Reset Password pop-up dialog.

Enter your old password, then enter and retype your new password. Click Save.

Reset Password

Please set a new password. Relativity requires that each password contain at least:
- 8 characters (maximum 50)

- 1 lower case letter

- 1 upper case letter

- 1 number

- 1 non-alpha-numeric-character

Old Password:
New Password:

Retype Password:

You can use your new password next time you log in to Relativity.

1.1.6.2 Resetting your password outside Relativity

If you cannot log in to Relativity because you've forgotten your password, perform the following steps to reset your
password.
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1. Click Forgot your password? on the login screen.

2. Enter your email address in the pop-up dialog.
Relativity sends an email to the address you provide. You should receive this message within a few minutes. If
you do not receive an email, check your spam or junk mail folder.

3. Click the link in the email to reset your password. This link will be active for 15 minutes and expires after that
time. If the link has expired, or if you click the link more than once, you'll have to generate a new password reset
request.

4. The link directs you to a page where you can create a new password.

5. Enter a new password and retype it, then click Submit. After your password successfully resets, you'll get a
message prompting you to log in with your new password. An email will be sent to the address you entered, noti-
fying you that your password reset was successful.

1.1.7 Favorites

The Favorites menu contains all your bookmarks (Favorites) and the last 10 pages in your browsing history (Recents).
The Favorites menu can be accessed by clicking the Favorites icon in the upper-right part of the page.

Q CTRL* ﬁf v

Documents (Folders) - Salt vs. Pepper
Tab (All Tabs) - Salt vs. Pepper
Production Placeholder (All Production Placeholders) - Salt vs. P...
Batch (All Batches) - Salt vs. Pepper

I
Processing Set (All Processing Sets) - Salt vs. Pepper
Processing Set - Salt vs. Pepper
Entity (Entities &#8211; Processing View) - Salt vs. Pepper

Entity - Salt vs. Pepper

Il T £ LNETR TSN ]

Use Favorites to quickly navigate the Relativity application. If you visit a particular page on a regular basis, minimize
the number of clicks it takes to get there by adding the page as a favorite.

To mark a page as a favorite, click the star to the right of the breadcrumbs at the top of the page. The star turns yellow
and Relativity adds the page to the Favorites section. Relativity doesn't limit the number of pages you can mark as a
favorite.
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Relativity records pages in the Recents section on each page load. That means that pop-up windows aren't recorded
as Recents.

Note: If you're a system admin, you can turn off this feature by editing the RecentHistoryEnabled and
FavoritesEnabled instance setting values. You can also change the number of Recents the Favorites menu displays
by editing the RecentHistoryNumberOfltemsDisplays instance setting value.

1.1.8 Quick nav

Quick nav can be used to quickly search for and navigate to any workspace or tab in Relativity. To access quick nav,
click the Quick nav search box in the upper right corner of Relativity, or use the keyboard shortcut Ctri+/.

Note: Verify that the quick nav Ctrl+/ keyboard shortcut works on custom pages. Contact Customer Support with
any problems.

Open quick nav, and type the name of any tab or workspace.

Any tab or workspace that contains the character string within the name appears in the list of results. Results appear
after you type more than one character, and they refine with each character you type. The results link you directly to
the tab or workspace in Relativity.

Note: In Relativity terms, the search works the same as a leading and trailing wildcard search.

You can click on any result or use the up and down arrow keys to move through the results. Press Enter to navigate to
the selected item.

Your search remains until the page is refreshed or you navigate to a new tab. The Esc key also clears your search
from quick nav. If no text is entered in the quick nav search field, the Esc key closes quick nav. You can also click
anywhere outside the quick nav window to close it.

Quick nav displays three types of results in the following order:
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» Workspace tabs—lists all workspace tabs that fit the search criteria and are available with your permission set-
tings.

Note: This item only appears when you are in a workspace.

¢ Admin Tabs—lists all admin tabs that fit the search criteria and are available with your permission settings.

» Workspaces—Ilists all workspaces that fit the search criteria and are available with your permission settings.
Click the workspace to go to the default tab for that workspace.

Quick nav results only reflect items available with your permission settings.

The following list highlights more features of quick nav functionality.

e Type the word "home" in quick nav to navigate to your default Home tab.
e Quick nav is enabled or disabled with the QuickNavEnabled instance setting.

e Quick nav is available to look up workspaces and admin tabs from Home for groups assigned the Use Quick
Nav admin permission, and it is available to look up tabs in a workspace for groups assigned the Use Quick
Nav workspace permission.

e The maximum number of returned quick nav search results is limited to any number between 2-50, but the
defaultis 20.

¢ The maximum number of searchable characters is 50.

1.2 Logging into RelativityOne

RelativityOne offers several ways to log in and it is possible to have two or more methods available to you. As a
RelativityOne user, your RelativityOne admin provides you with all the information you need to log in.

Note: For help with single sign-on error messages, please see the SSO Troubleshooting console on page 106.

1.2.1 Logging in to RelativityOne with a password
1. Enter your Username.
2. Click Continue.
3. Enter your password.
4

. Click Login.

Note: The Forgot your password? link only displays if the admin enables Allow Password Recovery via Email
setting, for more information see the Authentication Guide.

1.2.2 Password
This method uses only a username and a password. Your RelativityOne admin provides you with the following:
e Login email address.

e Password request email.

Prior to logging in, if you have not already, create your password. See Creating or resetting a password on page 45.

Tologin:
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1. Navigate to the RelativityOne site.

2. Log in with your password. See Logging in to RelativityOne with a password on the previous page

1.2.3 Two-factor authentication

The two-factor authentication method requires a passcode in addition to the username and password. The system
emails you the passcode during login and is different each time. Your RelativityOne admin provides you with the
following:

e Login email address.
e Password request email.

Prior to logging in, if you have not already, create your password. See Creating or resetting a password on page 45.

Prior to logging in, if you have not already, download the required two-factor authentication app. When using the
authenticator app for the first time, Relativity will need to connect your profile to the app.

To connect your authentication app,
1. Enter your username.

2. Enter your password.

3. On the Two-Step Verification Required step, click Continue.

fHRelativity

Two-Step Verification Required

Your admin has made Twe-facior Authentication
a requiremaent,

On the following screen, you will be required 1o setup a
two-factor method before you can access Relativity One.

4. Open your authenticator app on your device.

5. Inyour app, tap the button to add a new account.
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6. Hold phone up and scan the QR code provided by Relativity.

HRelativityone

Download an authenticator app
Arry authenticator apps will work, for our recommended apps, ciick hare
n the app, chck the Add button and scan the OR Code below

(=] 7k =]
'
Can't scan QR Code?

If you are unable to scan the QR code, click the Can't scan QR code? link below the QR code. Once clicked, a
code will appear. Enter the code into your authenticator app on your phone. Once entered into the authenticator
app, you can continue to the next step.

7. Click Next.

8. Re-enter your email and password.

9. Enter the authentication code in the app.
10. Click Next.
11. Click Done.

To log in with an authenticator app method:

1. Navigate to the RelativityOne site.
2. Log in with your password.
3. Follow the instructions on the app or enter the authentication code from the authentication app.

4. Click Next.

To log in with the Relativity email method:

1. Navigate to the RelativityOne site.

2. Log in with your password. An Authenticate Login dialog appears. The system immediately emails you a
passcode, and the passcode will be different each time.

3. Enterthat value in Passcode.
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Server

Username

A

4. Click Login.

1.2.4 OpeniID Connect

This method requires you to have an OpenlD Connect account. Your RelativityOne provides you with the following:

* OpenlD Connect account username from the identify provider's side.
e Relativity OpenlD Connect button name on the login page.

Tologin:

1. Navigate to the RelativityOne site.
. Click the Relativity OpenlID Connect button name.

2
3. Enter your username.
4. Click Logon.

5

. Authenticate with your OpenlD provider.

1.2.5 SAML 2.0

This method requires you to have an account with SAML 2.0 authentication provider set up by your RelativityOne
admin. Your admin provides you with a Relativity account with a SAML 2.0 login method.

Tologin:

1. Loginto the SAML 2.0 provider system.

2. Navigate to the RelativityOne instance using a shortcut in the SAML 2.0 provider interface or a bookmark in
your browser. You are automatically logged in.

1.2.6 Creating or resetting a password

Use this procedure if you are logging in to RelativityOne for the first time or if you are resetting your password. Your
system admin must send you a password reset email. If you forget your password, you can click the Forgot your
password link on the logon screen if it is available, or contact your RelativityOne admin. In either case, the system
sends you a new password email.

Note: If you are a system admin, the Password Reset Email will not be sent to you. For more information, see the
Authentication Guide.
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1. Within the password request email, click Reset Password or enter the full URL into your browser.

We recerved a request to reset the password associated with this email address. Click
the link below to reset vour password. This link will expire after 15 minutes.

EF.eset Password

We recommend opening this link in Internet Explorer.
You can also copv and paste the following text mto vour address bar:

https:/mll 4 testing corp/Belativitv/Identitv/BEesetPassword Mtoken=74a572da-60e1-
4058-2{fe-20b36965c0£9

If vou did not request this change, contact vour svstem administrator.

Please do not reply to this email

2. Enter a password following the restrictions listed on the screen. You must remember this password to log in.
The link within the email is valid for 15 minutes, and you can only use the most recent email. Although, once the
password is set, you do not have to log in immediately.

Note: The following non-alpha-numeric characters are not allowed: \, ", <, >, £ in passwords.

Reset Password

Enter the email address for your Relativity
account and click Reset My Password.

Username

A |

Return to Login

|
|
L

3. Click Submit.
4. Click Return to RelativityOne.
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2 Relativity applications

Relativity applications extend core functionality by providing specialized features or workflows. When you install
Relativity, your environment is automatically updated with several applications that are called "system secured."

In addition, you may have workflow requirements or other business needs that require custom applications designed
specifically for your organization. Business analysts or third-party developers can implement these applications using
Relativity Dynamic Objects (RDOs), the Application Deployment System (ADS), and custom code. For more
information about integrations built by Relativity or our Community, see the App Hub.

2.1 System secured applications

Relativity comes with several key out-of-box features called system secured applications, which you can find in the
Application Library or at the workspace level.

In contrast to custom applications, you can't modify or edit system secured applications.
2.1.1 Applications installed in the Application Library
The Application Library tab includes these system secured applications:

e Analytics

e Analytics Core

Note: The Analytics Core application must be present in all workspaces, and may not be uninstalled.

e Case Dynamics

e ECA and InvestigationECA and Investigation
 Integration Points

e Processing (requires licensing)

e Production

» Relativity Event Handler Express

» Relativity Legal Hold

e Review Center

e Set Extracted Text Size
2.1.2 Applications installed in workspaces
In a workspace, the Relativity Applications tab includes system secured applications:

¢ Imaging on page 190
e OCRon page 369

e Lists on page 276

e Search terms reports on page 551
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2.2 Relativity custom applications

Custom applications extend the existing Relativity functionality by providing new solutions for case management,
review processes, specific workflows, or other business needs for your organization. For example, you might want to
develop an application to manage tasks and projects or to facilitate a large-scale review of structured data.

You can implement custom applications using the following features in Relativity:

* RDOs - You can develop Relativity dynamic objects that represent real world business entities that your organ-
ization uses, such as custodians, contacts, or companies. In addition, you can create custom workflows that
use your objects by designing views, layouts, tabs, and other Relativity objects. You don’t need any pro-
gramming experience just the appropriate security permissions to build these objects. For example, the sample
application Media Tracker illustrates how to use RDOs, views, and layouts to track content received from
vendors, clients, and opposing counsel. See Building Media Tracker with RDOs on the Relativity Docu-
mentation Site.

e ADS - You can use the ADS to package the RDOs, layouts, views, fields, and other Relativity components that
you want included in your custom application. The ADS provides you with a framework available through the
Relativity Ul for packing the components that you create, as well as custom code developed to add advanced
functionality to your applications. By using the ADS, you can export your applications for installation across
workspaces and on other Relativity instances. You don’t need any programming experience to package your
applications with the ADS, but you must have the required security permissions. For more information about
the ADS, see the Relativity Developers Site.

e Custom code - You can add advanced functionality to your custom applications by developing custom code for
event handlers, agents, and custom pages. After building files or assemblies with your custom code, you can
easily upload them to Relativity for inclusion in your applications. For more information about event handlers,
agents, and custom pages, see the RelativityOne Developers site.

2.3 Administering Relativity applications

You can perform various admin tasks with custom applications that use the Application Deployment System (ADS).
These administrative tasks include installing applications in your Relativity environment, exporting applications for
installation on other Relativity environments or for further customization, and removing them from workspaces or your
environment.

You can manage custom applications developed with ADS through the Relativity Ul by performing these and other
tasks:

 Install applications - Add custom applications to your Relativity environment by installing them in the Applic-
ation Library or on individual workspaces. In addition, you can push an application installed on a workspace to
the Application Library.

o Export applications - Export applications from one workspace for deployment in another workspace. You can
also install exported applications in the Application Library on another Relativity instance. In addition, you can
export applications for further customization.

« Uninstall or delete applications - Remove applications that you no longer need from a workspace. You can
choose to delete just the application or uninstall the applications and its related components.

e Upgrade applications - Add new or updated features to an existing custom application.
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2.4 Global applications

Global applications are applications installed on the admin level of a Relativity instance. Their schema versions are
not validated, they don't support RDOs, object-type or workspace-based event handlers.

2.4.1 Viewing global applications

Administrators of production environments can view global applications in the Application Library. They cannot install

them into workspaces. Complete the following steps to view which applications are applied to the environment
globally:

1. Navigate to the Application Library tab.

2. Inthe Views tab in a workspace, click the 7 icon next to All Library Applications.

Relativity Applications & Scripts > Application Library 1%

Audit Migration Reports Audit Workspace Settings Relativity Script Library Resource Files Application Library

Q Upload Application Fe All Library Applications -

@ New View

# Name All Library Applications ﬁﬁl 5 Global Application
Filter Filter (All) v | (Al

3. On theright side of the newly opened View window, select Is Global Application under Unselected.

View
Information Other Fields*  Conditions Sort
Object Type Libeary Application Unselected Selected
Order * 1 View Order -
e ArtilactiD MHame
Hame Al Library Apphcalions Created By ﬂ Version
Created On L vLastMadified On
Bl

Flle Marme

15 Global Apphcation
Eeywords :TI
Last Modified By

Motwes

4. Move the Is Global Application in your view to the right box, Selected. You can move fields between boxes
by:
e Double-clicking the field name.

e Using the arrows between the boxes.
5. Click Save.

6. Thels Global Application column is added to the Application Library.
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Relativity Applications & Scripts > Application Library ¢
Audit Migration Reports Audit Workspace Settings Relativity Script Library Resource Files Application Library
Q Upload Application Ee All Library Applications -
&
# Name Version Last Modified On Is Global Application
Filter Filter (All) v (All)
1 | Billing 1.1.3.3 04/05/2021 2:58 PM EDT Yes
2 Relativity Liquid Forms 6.31.0.3 04/05/2021 2:58 PMEDT  Yes
3 Navigation 1.9.0.2 02/24/202112:11 PMEST  Yes
4 | Relativity.ObjectManager 12.2.0.0 04/05/2021 2:58 PM EDT Yes
5 Review 1.1.0.7 04/05/2021 2:58 PM EDT Yes
6 Relativity.Services 19.7.0.1 04/05/2021 2:58 PM EDT Yes
7 Relativity. Telemetry 3003.0.1.3 04/05/2021 2:58 PM EDT Yes
8 ~|  Relativity Internal 0.1.36.2 04/05/2021 2:58 PMEDT  Yes
9 Layout Builder 11.3.4.1 04/05/2021 2:58 PM EDT Yes

2.5 Exporting applications

You can export applications that you want to install in other workspaces or instances of Relativity. Additionally, you
may want to export an application for upgrading in your development environment. You can export applications as

RAP files.

2.5.1 Downloading application .rap files

In the Application Library, click on an application to open the details window. You can download the Application File by

clicking the link.

kCura Admin  Application Library ©¢

Authentication Provider Type Resource Files Resource Pools Servers

[ Back H Edit Permissions H View Audit

Workspace Upgrade Queue Choices Agents Errors Instance Details

Application Information ~ Application Artifacts ~ Record History

Q_ Search (CTRL+/)

Application Library

Instance Settj

fHRelativityone

Name Repository Workspace User-Friendly URL
Application File  Repository_Workspace.rap Developer
Version 1.20.36.1 Is Global Application Mo
Schema Version 1.20.36.1 Status  Installed
Release Notes
Workspaces Installed I Upgrade Installed Workspaces BEY = T -30f3 10 = | per page
Workspace Schema Version Status Message Case Artifact ID Installed By Installed On
Processing Fest 2... 1.20.36.1 Installed 1374171  Service Account, Re... 10/3/2024,1:01 PM
PH Test 1.20.36.1 Installed 1300384 Service Account, Re... 10/3/2024, 1:07 PM
RelativityOne ECA ..  1.20.36.1 Installed 1019801 Service Account, Re... 10/3/2024,1:16 PM
Admin Guide 50



2.5.2 Avoiding errors during application export

You can't export an application until you manually resolve all errors listed through the Show Errors link on the
application console.

To help you reduce or avoid these errors before you're ready to export the application, consider the following actions:

Object .

. Notes for preparing the . .
you're aoplication for export Error you'll avoid
adding PP P

Object type | Make sure the Dynamic field | Object Type <Name of Object Type> is not exportable because it is not
on all object types you add | dynamic.
to the application is set to
Yes.

Add all object types to the The <Name of Object Type> object type is associated with the <Name
application before adding of Event Handler> event handler. Please add the object type to your
event handlers. application in order to proceed.

Add the objects to the applic-| The <Name of Object> object associated with Document field <Name of
ation before adding the Field> is required in order to proceed. Please add this object to your
fields. application.

Add all layouts to the applic- | The <Name of Object> object that owns the <Name of Layout> layout
ation before adding the must be added to your application in order to proceed.

object types.

Tab Make sure none of the tabs | The <Name of Tab> tab is a parent tab. Parent tabs cannot be included
you I_mk_to from your in an application. If your application contains any non-parent tabs they
application are parent tabs. | \yij| e placed under an auto-generated tab named after the application

on install. Please remove this tab from your application to proceed.
Add all object types to your | The <Name of Tab> tab is associated with the <Name of Object Type>
application before adding object type. Please add this object type to your application in order to
tabs separately. proceed.

View Add the views to the applic- | The <Name of View> view includes the following field(s): Field X, Field
ation before adding the lay- | Y, etc. Please add the field(s) to your application in order to proceed.
outs and fields.

Add the views to the applic- | The <Name of View> view is referenced in the <Name of Layout> lay-
ation before adding the lay- | out. Please add this view to your application in order to proceed.

outs and fields.

Add all views to the applic- | The <object type> associated with the <view name> is required in order
ation before adding the to proceed. Please add this object to your application.

object types, with the excep-

tion of any non-dynamic

object types.

Layout Add the layouts to the applic-| The <Name of Layout> layout includes the following field(s): Field X,
ation before adding the Field Y, etc. Please add the field(s) to your application in order to pro-
fields. ceed.

Add the views to the applic- | The <Name of Layout> layout includes popup pickers using the fol-
ation before adding the lay- |lowing view(s): View X, View Y, etc. Please add the view(s) to your
outs and fields. application in order to proceed.
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Object

Notes for preparing the

you're . Error you'll avoid
o application for export

Field Make sure all views, includ- | The field <Name of Field> is a relational field. The view, Family Docu-
ing relational views, are ments, associated with this relational field must be added to your applic-
added to the application ation in order to proceed.
before you add the fields.

Make sure all unsupported | Relativity applications don't support the Batch::Assigned To field.
fields are removed from the | Remove Batch::Assigned To field from your application to proceed.
application.

Add all fields to your applic- | The Handler associated with the choice <Name of Choice> is required
ation before adding the in order to proceed. Please add this field to your application.

choices with which they are

associated.

Remove all syste_m fields The Document field <Name of Field> is a System field. You must

from the application. remove this field from the application in order to proceed.

Add all fields to the applic- | The <object type> associated with the <field name> is required in order
ation before adding object | to proceed. Please add this object to your application.

types, with the exception of

any non-dynamic object

types.

Dashboard |Make sure all the fields The <Name of Dashboard> dashboard associated with the <Name of
found in the dashboards you | Object Type> object type includes the following field(s): Field X, Field Y,
include in the application are | etc. Please add the field(s) to your application in order to proceed.
added to the application.

Agent Make sure the correct <Name of Agent> agent is not assigned to the correct application
agents are attached with the | domain.
application.

Rule Add all object types to your | The <Name of Rule> Object Rule is associated with the <Name of
application before adding Object Type > Object Type. Please add the Object Type to your applic-
object rules separately. ation in order to proceed.

Saved Add all choices to the applic- | The <Name of Saved Search> saved search is associated with the

Search ation before adding the <Name of Choice> choice. Please add this choice to your application in
saved searches. order to proceed.

Add all fields to the applic- | The <Name of Saved Search> saved search includes the following field
ation before adding the (s) inits conditions: Field X, Field Y, etc. Please add these field(s) to
saved searches that contain | your application in order to proceed.

them.

Event Hand- | Make sure all event handlers | Event Handler <Name of Event Handler> is not assigned to the correct

ler that you intend to add to the |application domain.
application are correctly con-
figured.

Mass Oper- | Add all object types to the The <Name of Mass Operation> mass operation is associated with the

ation application before adding <Name of Object Type> object type. Please add the Object Type to your

the mass operations with

application in order to proceed.
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adding

Notes for preparing the

application for export SiCILILATE

which they are associated.

System Arti- | Remove all system artifacts | You have included one or more System Artifacts in the application. You
fact

from the application. must remove these artifacts to proceed: Artifact X, Artifact Y, etc.

2.5.3 Application state settings on export

When you export an application, Relativity automatically updates the following state settings on the application:

e Locking - Relativity automatically locks any unlocked applications on export. See Locking and unlocking applic-

ations.

applicationlsDirty flag - Relativity automatically resets the applicationlsDirty to false on any unlocked applic-
ations with the applicationlsDirty flag set to true. The value of false indicates that application is in a clean, uned-
ited state. This flag determined the type of upgrade required for an application installed in a workspace.

Application version - Relativity increments the revision number of the application version with each export if
the application is unlocked, the application schema has been modified, or if Developer Mode is enabled.

Additionally, Relativity automatically increments the version of any application that contains saved searches, which
have been modified. For more information, see Modifying saved searches in a locked application on the Relativity
RelativityOne Documentation site.

2.5.4 Exporting an application

During export, Relativity automatically assigns a version number to any application that doesn't already have a
version.

Note: If you are writing custom code, you can also use the Export API to export an application programmatically.
For more information, see Export (.NET) on the RelativityOne Developers site.

Use the following procedure to export an application:

1.
2.
3.

In the target workspace, select the Relativity Applications tab.
Click the name of the application that you want to export.

Click Export Application in the Application Console.

If your application contains external resources, click Export on the Confirm Application Export dialog. Relativity
only displays this dialog for applications with external resources, such as custom pages. It exports those applic-
ations as a RAP files.

Note: If you export an application with a Single or Multiple Choice field without choices, you receive a mes-
sage asking if you want to continue with the export. Click OK on this message dialog.

Click Save or Save As to download the file to your selected location.
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6. Click Refresh Page in the Application Console. You can find the RAP file for your application in the folder that
you selected. Upload this file to the workspace or Relativity instance where you want to deploy the application.

2.6 Locking and unlocking applications

In Relativity, you can edit applications by unlocking them. You can also lock applications to prevent any modifications
to them. On the Relativity Application tab, use the Lock Application and Unlock Application buttons to perform
these operations. You need the appropriate system admin permissions to lock or unlock an application. For more
information, see Workspace security.

You can't lock or unlock system secured applications that are shipped with Relativity. The Relativity Application tab
doesn't display these options for system secured applications. See System secured applications.

2.6.1 Locking an application

You can't edit a locked application or any of its components except for saved searches, layout, views and default tab.
On the details view of the application, you can't add new components to an application, delete them, or unlink them.
On the details view of a specific component, you can't edit any of its fields without receiving an error message.

For example, you attempt to modify a locked application that contains a custom Entities object. Because the
application is locked, you can't remove this object from the application through its details view. You also can't add or
remove a field from the Entities object through its details view. For information about saved searches, see
Customizing locked applications below. For information about layouts, views, and default tab, see Customizing locked

applications below.

If you attempt to edit any of the following components in a locked application, you receive an error message:

» Choice

* Field

e Layout

e Object Type

e Relativity Script
e Tab

* View

e Dashboard

Note: Relativity automatically locks an unlocked application on export. See Exporting applications.

Use the following procedure to lock an application:

1. Navigate to the workspace containing the application that you want to lock.
2. Click the Relativity Applications tab.

3. Click the name of the application that you want to lock.

4

. Click Lock Application in the Application Console.

2.6.2 Customizing locked applications
You can make the following customizations to locked applications without unlocking the application:
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e Youcan setatab in a locked application as the default tab for the workspace.

* You can use the Copy mass operation to copy views and layouts in a locked application.

Workspace Details Search Indexes Object Type Fields Field Categories More
Q New Relativity Application e AIR. « [nl Add Widget T No. -
— [H 1 33 of 23 100 ~| per page =
# MName Schema Version Locked Is Dirty
Filter Filter All L] (A1) L]
8 " Edit 0.0.0.1 Yes Mo -
9 o | CoPY — Yes No
| Delete
10 o Replace 11.3.83.36 Yes No
11 o' | ExporttoFile 12.002 Yes Mo
| Tally/Sum/Average | 3
Checked (3) - Edit ~ Total Items: 33

e The copied views and layout are identical to the original and can be customized.

*  When you open views and layouts in a locked application, Relativity displays a user-friendly alert:
Workspace Details Search Indexes Object Type Fields Field Categories Choices Layouts Views Tabs

Public - “ Save and New SaveandBack || Cancel |

u Error: You can't edit an artifact that is part of a locked application.

Layout Information \

Object Type -

Hame*  Analylics Category Layout
Orders O View Order

Owverwrite Protection

Relativity Applications  Analytics Core |

Select Clear

If you later upgrade the application, Relativity preserves any changes made to the customized layouts, views, and
default tab.

2.6.3 Modifying saved searches in a locked application
You can perform the following tasks to modify saved searches included in locked applications:

* Move a saved search to a different folder in the saved searches browser. For more information, see Saved
search on the Relativity RelativityOne Documentation site.

e Change the index type for a saved search.

If you later upgrade the application, Relativity preserves any changes made to the saved searches. It also increments
the version when you export an application with modified saved searches.
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2.6.4 Unlocking an application

When an application is unlocked, you can add components to it, delete them, or unlink them. You can also edit the
fields on any the components in an unlocked application. For example, you want to modify an unlocked application
with a custom view. You can add or remove columns from the view when you unlock the application. Consequently,
you only want to unlock an application when you purposely want to update it.

The RelativityApplication object has the applicationlsDirty property. This property is set to true when you unlock an
application. The current state of an unlocked application is unknown because users may inadvertently modify it. The
applicationlsDirty property also determines the type of upgrade installation required for an application in a
workspace.

Use the following procedure to unlock an application:

1.

Navigate to the workspace containing the application that you want to unlock.

. Click the Relativity Applications tab.
. Click the name of the application that you want to unlock.

2
3
4.
5

Click Unlock Application in the Application Console.

. Click OK on the confirmation message. You can now edit the application by adding or removing components. In

addition, you can update individual components by adding, removing, or making other changes to their fields.

2.7 Installing applications

Relativity provides you with several different options for installing applications. You can:

Install an application that exists as an external file to the Application Library. The application becomes available
for installation to all workspaces. This is useful for when you need to install an individual application .xml file or
.rap file to multiple workspaces that Relativity support provided to you. For more information, see Installing an
application from an external file to the Application Library on the next page.

Push an application that exists in a single workspace to the Application Library, so the application is available
for installation to other workspaces. This is useful for when you install an individual application .xml file or .rap
file to a single workspace, and then decide to install the application to other workspaces. For more information,
see Pushing an application from a workspace to the Application Library on the next page.

Push an application from the Application Library to one or more workspaces. For more information, see Pushing
an application from the Application Library to a workspace on the next page.

Install an application from the Application Library to a workspace. This is the standard route of adding an applic-
ation after you install or upgrade to a new version of Relativity and have access to the most up-to-date Applic-
ation Library. For more information, see Installing applications from the Application Library on page 58.

Install an application that does not exist in the Application Library to a workspace as an external file. This is use-
ful for when you need to install an individual application .xml file or .rap file that was not included in a Relativity
upgrade or installation to a single workspace. For more information, see Installing an application from an
external file to a workspace on page 58.

2.71 Installing applications to the Application Library

You can add applications across multiple workspaces by installing them to the Application Library. You can do this by
installing applications as external files or pushing them from a single workspace.
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2.7.1.1 Installing an application from an external file to the Application Library

If you're a RelativityOne customer, and you wish to install an application from an external file to the Application Library,
contact Support before doing so, as your application may require agent configuration or other infrastructure
components.

2.7.1.2 Pushing an application from a workspace to the Application Library

When you want to add any application in a workspace to the Application Library, you can use Push To Library
available on the detail view of an application. You can then install the application to workspaces throughout your
Relativity environment. In Relativity, confirm that you have the appropriate system admin permissions to install an
application. For more information, see Workspace security on page 573.

Note: You override any existing applications with the same GUID when you push an application from a workspace
to the library.

N

Navigate to a workspace where the application you want to add to the Application Library is installed.
Click the Relativity Applications tab.

Click the name of the application to display its detail view.

A w0 DN

Click Push To Library in the Relativity Application console.

2.7.2 Pushing an application from the Application Library to a workspace
To install an application from the Application Library to one or more workspaces, perform the following steps:

See an animated GIF of the installation steps
1. Navigate to the Application Library.

2. Open the application you wish to install on at least one workspace.

3. Inthe Workspaces Installed list, select Install to All Workspaces or select the workspaces you want to
install the application to through the following steps:

a. Click Select.

b. Inthe column on the left, select the workspaces you want to install the application to.

c. Use the single arrow between the columns to move the selected workspaces over to the column on the
right.

d. Click Apply.

4. Verify that the workspaces show up in the associated list view below with an initial status of Pending install-
ation and then a status of Installed.

Once installation is complete, navigate to any of the workspaces you selected, select the Relativity Applications tab,
and verify that the application was installed.

2.7.3 Installing applications to workspaces
You can install applications to workspaces from the Application Library tab or by importing an external application file.

Note: When you install an application, all components are public regardless of the permissions that you assign to
them in your application. The ADS framework ignores any permissions or security assigned to a component added
to an application during deployment in a workspace.
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2.7.3.1 Installing applications from the Application Library

If you added the application to the Application Library, you can install it to the current workspace without importing an
external file to Relativity. In Relativity, confirm that you have the appropriate system admin permissions to install an
application. For more information, see Workspace security on page 573.

Use the following procedure to install an application from the Application Library:

1.

10.

1.

Navigate to a workspace where you want to install the application.

2. Click the Workspace Admin tab and the Relativity Applications tab.
3.
4

Click New Relativity Application to display an application form.

. Click the Select from Application Library radio button in the Application Type section.

Note: Global applications are not listed in the Select from Application Library option when attempting to
add an application to a workspace.

CIickn in the Choose from Application Library field.

Select the application that you want to add to your workspace on the Select Library Application dialog. This dia-
log displays only applications added to the Application Library.

Click Ok to display the application in the Choose from Application Library field. The application form also dis-
plays the following fields:

e Version—displays the version of the application that you are installing.
» User-friendly URL—displays a user-friendly version of the application's URL. This field may be blank.
o Application Artifacts—displays object types and other application components.

(Optional) Click Clear to remove the application from the form.

Map fields if necessary to prevent installation errors. If your application does not contain any fields cor-
responding to those currently in the workspace, the following message displays. Otherwise, the Map Fields sec-
tion displays a mapping grid. For more information, see Mapping fields on page 60.

Map Fields

There are no fields available for mapping.

Click Import to save your mappings and import the application.
Relativity installs the application into the workspace.

Review the import status of the application. Verify that the install was successful or resolve errors. See Viewing
import status on page 62 and Troubleshooting application installation errors on page 62.

2.7.3.2 Installing an application from an external file to a workspace

You can install an application to the current workspace by importing an external file if the application has not been
added to the Application Library tab. Relativity automatically stores shared components the application uses in the
Application Library and overwrites any lower versions. Shared components may include event handlers, scripts,
custom pages, mass operations, or agents. In Relativity, confirm that you have the appropriate system admin
permissions to install an application. For more information, see Workspace security.

Note: You can also use the Application Install API to import an application programmatically. For more information,
see Application Install (.NET) on the RelativityOne Developers site.
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Use the following procedure to install an application from an external file:

-_—

A w0 DN

10.

Navigate to a workspace.
Click the Relativity Applications tab.
Click New Relativity Application to display an application form.

Click Import from File in the Application Type section.
Clickn

Note: Relativity Applications use .rap files. If you upload the wrong file type, the following error message
appears: The uploaded file is not a valid Relativity Application file.

in the File field to browse for the application file.

If the application includes a custom page of a restricted file type, you receive an error message and cannot
install the application. See Best practices for custom pages on the RelativityOne Developers site.

Click Open to upload the file to Relativity. The application form displays the following fields:
e Application Name—displays the name of the application.

« Version—displays the version of the application you're installing.

» File Name—displays the name of the application file. To remove the file from the form, click Clear in this
field.

Expand the tree to view the artifacts associated with your application in the Application Artifacts section. This
hierarchy tree includes Object Types, External Tabs, Scripts, Custom Pages, Agent Types, as well as Pre and
Post Install Event Handlers contained in your application.

Map fields if necessary to prevent installation errors. If your application does not contain any fields cor-
responding to those currently in the workspace, the following message displays. Otherwise, the Map Fields sec-
tion displays a mapping grid. For more information, see Mapping fields on the next page.

Map Fields

There are no fields available for mapping.

Click Import to save your mappings and import the application. Relativity installs the application into the work-
space.

Review the import status of the application. Verify that the install was successful or resolve errors. See Viewing
import status on page 62 and Troubleshooting application installation errors on page 62.

2.7.3.3 Installing applications containing saved searches

Relativity applications may contain saved searches that use keyword, dtSearch, and Analytics indexes. When you
install the application, Relativity creates the folder structure used to organize the searches in the saved search
browser of the workspace. It adds the saved search to the correct folder by matching the globally unique identifier
(GUID). If it does not find a match, Relativity continues to traverse the folder structure to the root before creating the
required folder. Otherwise, it adds any new or updated saved searches to the existing folder with the matching GUID,
even if the user has moved the folder to a new location in the saved search browser. For more information, see
Customizing locked applications on page 54.
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Note: While Relativity 9 and above assigns a GUID to any saved search added to an application, older versions of
Relativity do not use GUIDs to identify saved searches. You can build an application using a saved search in a
template workspace created before upgrading to Relativity 9 or above. However, deploying your application in a
workspace created with this template results in duplicate copies of the saved search. Since Relativity identifies
saved searches by GUID, it does not recognize that the legacy search in the workspace is the same as the search in
the application, so it creates a new one with the matching GUID.

In general, you install these applications following the same steps used for other applications, but you may want to
complete the verification steps before you install them in a workspace. If the workspace does not contain a dtSearch
or an Analytics index with the same name as the one included in the application, Relativity creates it using the system
defaults. The post-installation steps require you to build the index after Relativity completes this process. For
information about building applications with saved searches, see the Creating an application in Relativity on the
Relativity RelativityOne Developers site.

Note: When you install an application, all saved searches are public regardless of the permissions that you
assigned to them in your application or folder structure. The ADS framework ignores any permissions or security
assigned to a saved search added to an application during deployment in a workspace.

Before you begin

You may want to complete the following verification steps before you install an application containing saved searches
using dtSearch and Analytics indexes to avoid possible errors:

» Saved searches using dtSearches—confirm that a file share for this index type exists in your environment.
The Relativity installer requires you to create this file share during the installation of the primary SQL Server.

e Saved searches using Analytics indexes—confirm that an Analytics server is installed in your Relativity
environment.

Installation steps

To install the application, follow the instructions in Installing applications from the Application Library on page 58 or
Installing an application from an external file to a workspace on page 58.

Post-installation steps

If your workspace already contains a dtSearch or Analytics index, Relativity automatically maps it to the saved search
using the index name and type. Itignores any spaces or case differences in the index name.

If your workspace does not contain an index with a matching name or type, Relativity creates a shell for a dtSearch or
Analytics index. You need to complete one of the following steps to build the index:

» dtSearch index—navigate to the Search Indexes tab in Relativity, and click the Edit link for your dtSearch
index. Select settings for the Order, Searchable set, Index share, or other fields as necessary, and save your
changes. Next, build the index by using Build Index: Full option on the index details page. For more inform-
ation, see dtSearch on the Relativity RelativityOne Documentation site.

e Analytics index—navigate to the Search Indexes tab in Relativity, and click the Edit link for your Analytics
index. Select settings for Analytics profile, Analytics server, Data source, Training data source, and fields
as necessary. Next, build the index. For more information, see Analytic Indexes on the Relativity
RelativityOneDocumentation site.

2.7.3.4 Mapping fields

When you import an application, you can optionally map the fields that are similar to those in an application currently
installed on the workspace. You can use mapping to avoid having multiple copies of a field that stores similar
information in your workspace.

For example, you might import a new application that contains a long text field on a Document object called Email Cc,
but your workspace already contains another application with a similar field on the Document object called Email Cc
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Addresses. Instead of two fields storing similar information, you might want all applications to use the same field for
this metadata. By mapping these fields, you can avoid renaming the new field and using two different fields to store
this metadata in your workspace.

Use these guidelines when mapping an application to workspace fields:

Fixed length text fields—you can map application fields of this type only to workspace fields of equal or lesser
length. Workspace fixed text fields that have a length longer than the application fields are not displayed in the
Workspace Fields column of the mapping interface.

Renaming fields—you can rename a field after you map it without impacting future application upgrades.

Renaming fields and exporting—if you rename a field in an application installed on Workspace A, and then
export the application, this field is still renamed when you import the application to Workspace B. This practice
does not apply to Document System Fields.

Target workspace fields renamed—when you map an application field to a workspace field, the application
renames the workspace field to match the application field. The application now owns the field.

Handling of removed components—if you remove a component from an application installed in Workspace
A, and the export the application, this component is still part of the application when you import it to Workspace
B. In other words, the component that you removed from Workspace A imports to Workspace B. Application
components include choices, fields, object rules, and others.

Use the following procedure to map application fields to workspace fields:

1.
2.

3.

Complete the steps for installing an application described in the previous sections.

Locate the Map Fields section on the application form. The Map Fields section displays the mapping interface if
the application contains fields corresponding to those in the workspace.

Map Fields
Select Object | | ocation v
Application Fields Workspace Fields
N N N Details N

Name

Complete these steps to map the available application fields of your choice through the Field Mapping interface:

» Highlight a field in the Application Fields box, and then click the arrow to move it to the center box. The
Workspace Fields box displays the fields in the target workspace that may match the application field.
The Workspace Fields box does not display any fields when no matches exist.

» Highlight a field in the Workspace Fields box, and then click the left arrow to move it to the center box.

Note: You can also double-click a field name to move it to a mapping box. To remove a field from the
mapping box, use the left arrow for the application fields, and right arrow for the workspace fields.
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Map Fields

Select Object | | gcation v

Application Fields Workspace Fields

a Details ~  Details - Name -

2.7.3.5 Viewing import status

After you install an application through the Relativity Application tab, you can view the status page, which appears
immediately after this process completes. The Import Status section indicates whether your installation was
successful.

The Artifact Name section displays a list of all the artifacts in your application, which includes its Artifact Type, Artifact
ID, and installation status. For artifacts installed without errors, the Status column displays the message Updated
successfully.

View Application Details

Import Status

Your application imported successfully. For more information, view the status details below or export the details to a .CSV file. To use the Binder Manager and Binder Worker
agent type(s) contained in this application, you must create agent instances using the Agents tab.

Export Status Details

Successful Operations

User Profile Object Type 1037791 Added successfully.
User Profile Tab 1037792 Added successfully.
Name Field 1037788 Added successfully.
Field Settings Object Type 1037801 Added successfully.
Field Settings Tab 1037802 Added successfully.

For unsuccessful installations, the Import Status section indicates that your application installation failed as illustrated
in the following message. The message lists the number of errors encountered during the installation. In addition, the
Status column describes each error that occurred during a failed installation. For more information, see
Troubleshooting application installation errors.

Import Status

Your application failed to import. There are 2 errors that need your attention. Please resolve all errors and try your import again.

Export Error File

To export the Status section report to a .csv file, you can click the Export Status Details. You can also view status
information for the installation of an application from the Application Library tab. Click on an application to display a
detail view, and then click its Installed link to display the status page.

2.8 Troubleshooting application installation errors

You can use this page to identify the causes of common application installation errors.

Admin Guide



2.8.1 Installation error list

Use the following table to identify common causes of errors that may occur when you attempt to install an application.
You can resolve some of these errors manually through the target workspace or you may be able to resolve them as
you install the application.

Error sources Possible resolutions
Application contains duplicate Object Type or field names « Rename the item in the target
workspace

¢ Rename the item in the application

¢ Remove the item from the applic-
ation

¢ Remove the item from the target
workspace

¢ Map fields before installing

Application file contains a relational field that uses a friendly name that a « Change the friendly name of the
relational field in the target workspace already uses relational field in the target work-
space

¢ Change the friendly name of the
relational field in the application

¢ Map fields before installing

Application contains an Object Type that already exists in the target work- « Unlock the application in the target
space inside a locked application workspace

¢ Remove the object type from the

application

Application has a malformed file « Re-export the application and try
again

Application contains an external resource of a restricted file type « Remove the external resource

from the application and re-install

2.8.2 Resolving installation errors
You can resolve conflicts through the Import Status page without having to modify the application or its artifacts in the
current workspace. This page displays errors by type, such as locking errors, name conflicts, or other errors.

You can view the Artifact Name, Artifact Type, and Artifact ID of the component associated with an error, as well as the
error status. In the artifact status section, you may have the option to resolve an error before retrying the installation.
Error resolution options vary according to error type.

After you finish resolving errors, click Retry Import. Relativity disables this button until you resolve all the errors.

2.8.2.1 Locking conflicts
To resolve a locking conflict, select the Unlock checkbox, and then click Retry Import.

You can use this operation to temporarily unlock the application while you resolve a locking conflict during installation.
After you successfully import the application, Relativity locks the application again so that you can't inadvertently
modify it. See Locking and unlocking applications.
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2.8.2.2 Name conflicts
You can rename the conflicting artifact so that you can import the components of your application.

Use the following procedure to resolve these errors:

1. Select an option in the Resolve Errors drop-down menu. Available options include Rename and Map Field.

2. Perform one of the following tasks:
e Rename - Enter a new name in this field to resolve the Name Conflict error. When you've entered a valid
name, a green check mark appears next to the new name field.

e Map Field - When you select this option, Relativity automatically maps the field that you're importing to
the conflicting field in the target workspace.

2.8.2.3 Other errors

For other errors, the Resolve Errors column may display a message that you can only resolve the error manually in the
workspace. You must resolve the issue in the target workspace before proceeding with the application import.

2.8.3 Pre and Post Install event handler errors

Your applications may contain custom code for Pre and Post Install event handlers that run during installation. These
event handlers configure your Relativity environment so that it can support your applications. If an error occurs while
the event handlers are running, the application fails to install. The third-party developer who created your application
may provide custom error messages to help you resolve these types of installation failures.

2.8.3.1 Failure of Pre Install event handler

When a Pre Install event handler fails, you may receive an error message that indicates the status of the event
handler.

In this case, follow the instructions provided in the message. After you resolve the error, reimport the application.

2.8.3.2 Failure of Post Install event handler

Post Install event handlers execute after the Application Deployment System (ADS) has updated all of the
components in the application. When a Post Install event handler fails, an error message appears on the details view
of the application.

2.8.4 Checking the error statuses
When a Pre or Post Install event handler fails from the Application Library, you can check the status of that error.

Use this procedure to check the error statuses:

1. From Home, click the Application Library tab.
2. Click on the name of your application.

3. Inthe Workspaces Installed section, locate the workspace containing the application with errors, and then click
the Errors link to display a pop-up containing an import status message.
You can review the error message returned by the failed event handler during the last installation attempt.

2.9 Uninstalling and deleting applications

You can control the applications that workspaces contain by exporting, uninstalling, and deleting them. When you
export an application, you have a file that you can use to import it into other workspaces. You can also uninstall or
delete applications that you no longer want in a workspace.
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2.9.1 Uninstalling applications

When you uninstall an application, Relativity deletes all child objects and associative objects, unless other
applications or dependencies prevent their removal. Relativity also deletes any saved searches your application
includes, but retains the associated indexes in the workspace because they are not part of the application. You need
system admin permissions to lock or unlock an application. For more information, see Workspace security.

For example, you might need to uninstall an application that you accidentally deployed to a template case. If you want
to remove only the application instance or if you created an application that you haven't added to the library, consider
deleting it instead of uninstalling it. See Deleting applications on page 72.

Note: Applications installed via the Application Library can only be removed by System Administrators.

2.9.1.1 Uninstalling an application
Use the following steps to uninstall an application.

To ensure optimum performance of Relativity, uninstall applications only during off-hours when users aren't actively
reviewing documents in any workspaces.

1. Select the Relativity Applications tab in the workspace that contains the application you want to uninstall.

2. Click the application name to display the details view.

3. Click Unlock Application, if necessary. You can't uninstall a locked application.

4. Click Uninstall Application to display the Component Summary page. This page lists object types fields, event
handlers, custom pages, and other components of your application.

5. (Optional) Click Hio expand the list of components. The hierarchy tree shows the parent-child relationships for
component types in your application.

6. (Optional) Clear the check box for any components that you don't want to uninstall.

7. Click Validate Components to Uninstall to view the Application Uninstall Alerts and Modification Alerts for
Non-Application Components reports. See Uninstall and modification alerts below.

8. Click Uninstall Application. When the confirmation message appears, click Yes to complete uninstalling the
application. You can manually uninstall custom pages if your application includes these components. See
Manually uninstalling custom pages on the next page.

2.9.1.2 Uninstall and modification alerts

The process of uninstalling an application deletes the same components that you would delete manually through the
Relativity Ul. When you delete components manually, Relativity provides you with the option to view a dependencies
report. You can also view reports that provide information about object dependencies, and modifications to existing
objects, during the uninstallation process:

e Application Uninstall Alerts - lists dependencies that may prevent the removal of an application component.
For example, Relativity doesn't remove an object type referenced by a locked application or the parent object of
a child that you want to retain in the workspace.

e Modification Alerts for Non-Application Components - lists components that aren't part of the application
but must be modified to uninstall the application. Other objects may reference components deleted during the
uninstall process. For example, Relativity may delete an object type referenced by an unlocked application.

To view these reports, click Validate Components to Uninstall on the Component Summary page. See Uninstalling
an application above.
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2.9.1.3 Viewing application uninstall errors

Relativity displays the view for the Relativity Applications tab after you click Uninstall Application on the Component
Summary page. When an application fails to uninstall properly, Relativity locks the application and generates a list of
errors that occurred during the uninstall process. The application also continues to appear in the list view of the
Relativity Applications tab.

To view uninstall errors, click the application name in the list view to display the details page, and then click Show
Errors.

2.9.1.4 Auditing the uninstall process

When you uninstall an application, Relativity audits deleted and updated components. You can view this audit
information from the History tab in a workspace by selecting the All History view and filtering on a specific action. In
addition, you can view changes to specific objects by clicking View Audit on their details page.

If you want to disable auditing for update or delete actions during the uninstall process, set the
AuditApplicationUninstallEnabled AuditApplicationUninstallenabled instance setting to False.

2.9.1.5 Manually uninstalling custom pages

To uninstall custom pages developed for an application, manually delete them from the 1IS where the application
resides. You can only uninstall custom pages associated with applications that you push to the application library or
install on a workspace.

To complete this task, you need permissions to the following machines:

* Web server (11S) where you deploy the application.

e SQL Server where the EDDS resides.

Note: You should only uninstall custom pages when you don't want any workspace in your Relativity environment to
use the application associated with them.

Determining the application GUID

You need to know the GUID for the application to uninstall its custom pages deployed on the IIS. To determine the
GUID, open Microsoft SQL Server Management Studio. Run this query on the ApplicationServer table in the EDDS.
Replace YourApplicationName with the name of your application.
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select Name, [GUID] from EDDS.eddsdbo.LibraryApplication
where Name = 'YourApplicationName'
Uninstalling custom pages from the IIS

1. Open the IIS Manager on the web server where you deployed the application with custom pages that you want
to uninstall.

2. Expand the Default Web Site > Relativity > CustomPages folders. The CustomPages folder should contain
the application GUID associated with the custom pages that you want to uninstall.
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3. Right-click on your application GUID, and then click Explore in the menu. Windows Explorer opens and dis-
plays a folder with the same name as your GUID. Minimize this window for later use in step 9.

' Relativityone Admin Guide 67



n C:' Program Files", " Relativity' EDDS\ CustomPages’, 1 3edel 51-52d9-42bf-a2 5.
‘%ﬂ .~ Relativity + E005 - CustomPages - 13e4e151-5205-42bf-a252-2677e0460379 »
Organize *  Include inlibrary = Sharewith +  Mew folder
~ . Mame = | Drate modiied
I Favorites
B Desktop | Account 7262013 2:43 PM
i§ Dowrloads . bin 7/26/2013 Z:46 PM
2l Recent Places . Scripts 7/26/2013 2:48 PM
i Mainine | Styles 7/26/2013 2:48 FM
ALS
- | =] about, aspx 7J26/2013 1:41 PM
| . Reguiredapplicabions .j pefaul .
I Cus ges B ault, aspx TI26/2013 1:41 PM
|1 PrecompiledApp config Flagfz013 1:41 PM
=5 Libraries =] ste.master 71262013 1:41 PM
|7 web, config 7/26/2013 2:48 PM

4. Highlight the Default Web Site, and then click View Applications.
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Right-click on your application GUID, and then click Remove on the menu. Click Yes on the Confirm Remove

dialog.
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6. Click Application Pools located under the server name in the Connections pane.
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8. Right-click on the application pool with your GUID, and then click Remove on the menu. Click Yes on the Con-
firm Remove dialog.
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9. Maximize the Windows Explorer window that you opened in step 3. In the left pane, click the Custom Pages
parent folder for your GUID subfolder.
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10. Right-click on your GUID folder, and then click Delete. Click Yes on the Delete Folder dialog.
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Right-click on the CustomPages folder in the Connections pane of the IIS Manager, and then click Refresh.
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The tree no longer displays your GUID subfolder under the CustomPages folder.
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12. Open Microsoft SQL Server Management Studio. To ignore the custom pages that you want uninstalled, run
the following update statement on the ApplicationServer table in the EDDS. Replace YourApplicationGUID
with the GUID assigned to your application.

update edds.eddsdbo.ApplicationServer
set State = 3

where AppGuid = 'YourApplicationGUID'
This statement sets the state of the custom pages to 3, which indicates that the custom pages should be
ignored.

13. Repeat these steps 1-12 on each server in your environment where you deployed the application.

Updating the state on custom pages

If you need to deploy the uninstalled custom pages, you can update their state to make them active. Run the following
update statement on the ApplicationServer table in the EDDS. Replace YourApplicationGUID with the GUID
assigned to your application.

update edds.eddsdbo.ApplicationServer
set State = 0
where AppGuid = 'YourApplicationGUID'

This statement sets the state of the custom pages to 0, which redeploys them.

2.9.2 Deleting applications

When you delete an application instance, Relativity deletes child objects and unlinks associative objects, but it doesn't
delete the associative objects from the workspace. To delete these objects, uninstall the application. Deleting an
application instead of uninstalling it can be useful when building and testing an application that hasn't been added to
the application library.

For complete details on uninstalling applications, see Uninstalling applications on page 65.

Use these steps to delete an application:

1. Select the Relativity Applications tab in the workspace containing the application that you want to delete.

2. Unlock the application if necessary. You can't delete a locked application. See Locking and unlocking applic-
ations on page 54.

3. Click the application name to display the details view.
4. Click Delete.

5. (Optional) Click Dependencies in the pop-up window to view a report containing the following information:
e Child objects to be deleted with the application

» Associative objects to be unlinked from the application

6. Click Delete. Relativity deletes the application and its children and unlinks any associative objects.

2.10 Upgrading applications

You can upgrade an existing application by using the Upgrade Application option available on its detail view.

2.10.1 Upgrading an application

Before you upgrade an application, review the following information:
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« Some Relativity applications are pre-populated with instances of object types used to store settings, which you

can modify to control application functionality. Upgrading the application resets these instances, so any modi-
fications made to them are lost. As a best practice, create new instances of these object types in your applic-
ation instead of modifying the default settings. For example, you might create a new profile with your custom
settings in the Imaging application.

Note: You can avoid resetting instances of object types by developing applications that use Post Install event
handlers set to run only once. Using these event handlers, you can create instances of objects and set default
values on them during the initial application installation, but not on subsequent upgrades. See Post Install
event handlers on the RelativityOne Developers site.

Relativity preserves modifications made to saved searches included in locked applications. For more inform-
ation, see Modifying saved searches in a locked application on the Relativity RelativityOne Documentation site.

Confirm that any existing application jobs have completed before upgrading out-of-the-box Relativity applic-
ations, such as OCR, search terms report, transform set, orimaging. You may interrupt the current job if you
upgrade the application while it is running.

2.10.1.1 Upgrading an application in a workspace
Use the following procedure to upgrade an application:

1.

B

Confirm that you have the appropriate system admin permissions to install an application in Relativity. For more
information, see Workspace security.

Select the Relativity Applications tab in the target workspace.
Click the name of the application that you want to upgrade.

Click Upgrade Application in the Relativity Application console. If you don't see this button, then you don't
have the appropriate system admin permissions.

5. Select Import from file in the Application Type field.
6.
7
8

Click Browse to select a application file.

. Click Open on the browse dialog.

. Click Upload to initiate upgrade script.

2.10.1.2 Upgrading an application through the Application Library

1.

Confirm that you have the appropriate system admin permissions to install an application in Relativity. For more
information, see Instance Security.

Select the Application Llbrary tab.
Click the name of the application that you want to upgrade.

In the Workspaces Installed associated object, select the workspaces in which you want to upgrade the applic-
ation and click Upgrade Installed Workspaces. If you don't see this button, then you don't have the appro-
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priate system admin permissions.

Workspaces Installed ml Install to All Workspaces H Upgrade Installed Workspaces l Cancel Installs

| Workspace Schema Version Status Message Case Artifa Installed By Installed On
Documentation Filter Filter = v | Filter Filter (Al
| Documentation 11.3.999.99 Installed 2342954 Service Account, Re...

5. Click Continue on the confirmation modal to proceed with upgrading the application in all the workspaces it's
installed in.

Upgrade Application in Workspaces

The application will be upgraded to the latest version in all the workspaces it's
currently installed in. Are you sure you want to continue?

6. Select Import from file in the Application Type field.

Relativity will upgrade the selected application, and the new version will be visible in the applications listin the
workspaces it's installed in.

2.10.1.3 Application resource file purge

Beginning in July 2017, the application upgrade process purges assembly resource files (DLLs) no longer associated
to the newer application version:

e Physically deletes all DLL resource files that were part of the original application version.

¢ Removes event handler associations on objects types such as Document or Entities.

* Remaps object references in the workspace database to reference the new DLL.

» Eliminates workspace references to resources that no longer exist.

« If an agent of a removed type is currently running, it will complete its work and then self-destruct.

The following application components are not deleted by the upgrade process:

Object types (fields, views, layouts, etc.)
e Scripts
e Saved searches

e Dashboards

2.10.2 Troubleshooting application upgrades

You can use the following information to identify and resolve issues that may occur when upgrading your applications.

2.10.2.1 Applications from older versions not available after upgrading to Relativity 7.0

If you have Relativity 6.8 or below installed on a workspace, and you upgraded the server to Relativity 7.0, your
application is no longer available. It continues to exist in the database, but the Relativity Applications tab no longer
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includes it. You can't export or upgrade the application.

2.10.2.2 Including object rules when upgrading from Relativity 6.10

If you have an application created in Relativity 6.10 installed on a workspace, and then you upgrade the server to
Relativity 7.0 or above, you must manually add any Object Rules that you want included in the application after
completing the upgrade.

2.10.2.3 Making older applications compatible with Relativity 7.0 or above

If you have applications from Relativity 6.8, 6.9, or 6.10 that were both exported through the ADS, you can make them
compatible with Relativity 7.0 or above by running the Upgrade Legacy Applications script. This script is available in
the Relativity Script Library.

2.10.2.4 Exporting choices attached to single or multiple choice fields

When you update an existing application with a single or multiple choice field, you can make the choices attached to
these fields available for export by setting the Auto Add Choices field property to Yes. If you have a single or multiple
choice field that was added to an application prior to upgrading to Relativity 7.2 or above, that field still has all the
choices added to the application by default.

2.10.2.5 Custom pages not working properly when multiple application versions exist on the same server

If you have an application with custom pages in Workspace A, and import a new version of the same application to
Workspace B on the same server, then the custom pages may not function as expected since they are outdated.
However, they continue to display as components of the application.

2.10.2.6 Applications can't be downgraded

You can'timport an application with an earlier version number into the Relativity applications library. However, an
application with an earlier version number can exist in a workspace even though the application in the environment's
library has a higher version number.
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3 Authentication

RelativityOne uses several industry-standard technologies, enabling versatile authentication options. It supports local
(such as password related) or external (such as external identification providers) authentication methods. You can
add and enable each type individually, as well as assigning at least one, and in some instances multiple methods, for
each user.

3.1 Permissions

Note: As of February 2025, the new Feature Permissions redefines Relativity's security management by shifting the
focus from Object Types and Tab Visibility to feature-based permissions. This new method is simply another option;
any feature-specific permissions information already in this topic is still applicable. This new interface enables
administrators to manage permissions at the feature level, offering a more intuitive experience. By viewing granular
permissions associated with each feature, administrators can ensure comprehensive control, ultimately reducing
complexity and minimizing errors. For details see Instance-level permissions and Workspace-level permissions.

3.2 Authentication overview

Review the following sections to learn more about the authentication methods, the object model, and the permissions
model supported by Relativity:

3.2.1 Authentication methods
RelativityOne supports the following authentication mechanisms.
e Password—a method that includes a user name, the user's email address, and a password.

e OpenlD Connect—a protocol for an external identity provider, authenticating against an external identity pro-
vider using the OpenID Connect protocol. OpenID Connect is a modern authentication protocol can be used to
connect to providers such as Azure Active Directory. See OpenlID Connect for more information.

 SAML 2.0—a method that authenticates against an external identity provider using the SAML 2.0 protocol.
SAML 2.0 is an older authentication protocol that is still in widespread use. See SAML 2.0 for more information.

Notes:
¢ When implementing single sign-on (SSO) across Relativity instances, the following scenarios are supported:
e |dentity Provider-initiated SSO using SAML 2.0

e |D provider and service provider-initiated SSO with OpenlID Connect

e Tolog in using PIV/smartcard, configure RelativityOne with an OpenlD Connect or SAML provider that sup-
ports PIV/smartcard logins. PIV/smartcards are not directly supported in RelativityOne.

In addition to the above protocols, Relativity has the following additional authentication features:

e Two-factor Authentication—when logging in with the Password method, you can require the user to pass an
additional two-factor check based on an email or message sent to the user's phone, through a mobile email
gateway.

¢ Mode—always required or require only for non-trusted IPs

e Method—Authenticator App or email. For more information, see the authenticator app's documentation.
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Method® ®) Authenticator App

Email

e Trusted IP Range—Ilimit access to the Relativity application based on the user's source IP address.

3.2.2 Authentication object model

Relativity provides several tabs or object types that are used to configure authentication. By combining these object
types, the system admin is able to control the Relativity login page and authentication options for the users in the
environment.

Authentication Provider- Authentication Providers allow you to configure the specific settings for a login protocol.
For example, you can add the Password Provider to your environment to set minimum and maximum password
length, password history settings, and more. Some protocols have multiple configuration options, while others have
very few. Every instance of Relativity has Default Password. You can't have additional (non-default) providers of those
types.

You can add OpenlD Connect and SAML 2.0 external identity providers. Unlike the previous five protocols, you can
have as many of these Providers as you wish in an environment.

Login Method - Users can have one or more Login method objects that binds that user to a particular Authentication
Provider. For example, if you have a Password Authentication Provider in the environment, the Password Login
Method contains the specific password for a given user. If you have Azure Active Directory configured as a Provider,
each user's AAD subject identifier would be stored in an associated Login method.

User. The User object still holds the TrustedIPs setting. By setting a TrustedIP for a user, that user will only be able to
authenticate with Relativity from that IP range. All other authentication-related fields have been moved from the User
object to the Provider and Method objects.

3.2.3 Authentication object permissions
These default object permissions are recommended for managing user authentication:

» System admins only—full permissions, including view, update, delete, secure, add

¢ Authentication Provider Type
e Authentication Provider

e Login Method

e OAuth2 Clients

* Anyone with the ability to view a user—view

e Authentication Provider Type
e Authentication Provider
e Login Method

¢ Anyone with the ability to edit a user—update, delete, add

e Login Method
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3.3 Configuring Relativity authentication

System admins must assign users at least one authentication method in order for users to log in. To create and to
assign methods, follow these steps.

3.3.1 Creating authentication providers

Authentication providers are instances of authentication provider types. You create only the instances of the provider
types you need. For example, if you plan to support only password methods, you only have to create an authentication
provider for passwords, and not for any other provider types.

Note: Adding a new authentication provider of the same type overwrites the existing ones of the same type.

You may only have one instance of each provider type. The exceptions are for OpenlID Provider and SAML 2.0
provided types. You can have multiple instances of those if they have different names.

To create an Authentication Provider:

1. Select the Authentication Provider tab.

2. Click the New Authentication Provider button.

3. Enter a Name. This is the friendly name of the provider instance.
4

. Optionally select the Enabled status. By default, each authentication provider is enabled. If not enabled, then
users can't log in with that method.

5. Select a Provider Type from among the authentication provider types. You can select OpenlD Connect or
SAML2.
The Authentication Provider Settings section appears.

6. Setthe Authentication Provider Settings, if any. See Authentication provider settings below for the specific
method.

7. Click Save.

Note: For help with error messages, please see the SSO Troubleshooting console on page 106.

3.3.2 Assigning a login method to individual users

You assign an authentication method to each user for them to log in with. Each user must have at least one
authentication method in order for them to log in but you may assign multiple methods. See Managing user
authentication methods on the next page.

3.3.3 Enabling RelativityOne Connect

Enable RelativityOne Connect to connect two or more of your Relativity instances. Use a single identity to securely
connect multiple instances and let users navigate between them securely with cross-authentication using a single
sign-on provider (SSO). For more information, see RelativityOne connect on page 102.

3.4 Authentication provider settings

Authentication providers may have associated settings that you can configure and applies to all instances of that
authentication provider.
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Each provider instance has at least one setting: Enabled. If set to Yes, this authentication provider is available. If No,
you can't use this method to log in with. To enable an instance both this setting and the Enabled for the Authentication
Provider must be set to Yes. If either one is set to No, that method isn't available for the user.

Authentication providers that require additional settings:

» Default Password provider - additional settings for the Default Password provider include:
e Minimum Password Length — sets the minimum number of characters for a password.
¢ Maximum Password Length — sets the maximum number of characters for a password.

e Maximum Password Attempts Before Reset Required — sets the maximum number of consecutive
unsuccessful login attempts before being locked out. You must send the user a password reset request
before they can attempt to log in again.

e Maximum Password Age (in days) -sets the maximum number of days a password remains valid. The
user will be prompted for a new password on a logon at the expiration date. If set to zero, the password
does not expire.

* Users Can Change Password Default — enables the user to change their password.

e Allow Password Recovery via Email — enables the user to use email to recover a forgotten password.
Yes displays the Forgot Password link on the user's login screen.

» Password Recovery Request Limit — sets the maximum number of password resets before Relativity
locks out the user. You must send the user a password reset request before they can attempt to log in
again. This value resets to zero on each successful log in.

¢ Maximum Password History — sets the maximum number of previous passwords that users can't use
for a new password. The default value of zero enables any previous password.

« Additional Work Factor — increases the number of encryption hashes. Relativity already provides sev-
eral builtin hash levels represented by the default zero value. Changing this value to 1, 2, or 3 adds addi-
tional encryption protection but may significantly increase login time.

Note: The following non-alpha-numeric characters are not allowed: \, ", <, >, £ in passwords.

e OpenlD Connect with Microsoft Azure AD - see OpenID Connect on page 91 authentication provider flows.

e SAML 2.0 provider - see SAML 2.0 provider on page 84.

3.5 Managing user authentication methods

As a system admin, you must assign at least one authentication method to each user in order for them to log in. A user
can have multiple login methods but only one Password.

3.5.1 Invitation workflow

A significant security improvement to the Relativity authentication process is that the system admin no longer knows
or can set user passwords. The invitation workflow, called that because you invite users to log in to Relativity, is the
new mechanism for them to set and to manage their own passwords. Now, a system admin (when creating a new
user), or a user (if they forget their password) initiates an email sent to them at their specified address, and they create
or reset their password directly within Relativity.

Note: For help with single sign-on error messages, please see the SSO Troubleshooting console on page 106.

The invitation workflow applies to the following methods:
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¢ Password below

e Two-factor authentication on the next page

e Password Outside Trusted IP on the next page

3.5.1.1 Password

The password option requires the user to enter only a password for authentication. It does not require an additional
check or two-factor criterion.

To assign and to configure this option for a user:

1.
2.
3.

After creating a new user, edit their profile (Users tab, and click their full name).
In the Login Method (User) section, click New.

In the Login Method Information pop-up window, select the password provider method from the Provider
drop-down list.
The Default Password Settings section appears.

Disable the Enable Two-factor Authentication toggle. For more information, see Two-factor authentication
on the next page.

Set the Default Password Settings.
e Can Change Password - enable to let user change the password at any point.

¢ Require Change Password on Next Login - enable to have user change given password.

* Maximum Password Age - enable to set number of days a password can work. Set the number of days
in the text box.

» Set Password for User - enable to create a password for the user.
Click Save.

Click Send Invitation Email.

This sends an invitation email to the user at the email address listed in their profile’s User Information section.
By default, the link in the email is valid for one week (10080 minutes).

Note: You can use the InvitationLinkLifetimelnMin instance setting to increase the default invitation link expir-
ation period.

If the email can't be sent because your system email SMTP settings are not configured properly, a warning is
displayed.

You can also use the Invite mass action on the Users tab to send invitation email to multiple users.
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3.5.1.2 Two-factor authentication

The two-factor authentication is a variation of the Password method that requires a passcode in addition to a
password.

To assign and configure this option for a user,

1. Edit their profile (Users tab, and click their full name).
2. Inthe Login Method (User) section, click New.

3. Inthe Login Method Information pop-up window, select the password provider method from the Provider
drop-down list.
The Default Password Settings section appears.

4. Enable the Enable Two-factor Authentication toggle.

5. Select the Mode, "always provide passcode" or "ignore passcode for Trusted IPs."
6. Selectthe Method, use an "authenticator app" or "email" address.

7. Setthe preferred Default Password Settings.

8. Click Save.

For authenticator app, the user will follow the instructions on the app or enter the app's passcode. For email two-factor
authentication, the system emails a passcode to the user during logon, and it's different each time. For more
information on signing in with an authenticator app, see the Admin Guide.

Note: The link in the email is valid for 5 minutes, and only the most recently-sent email can be used. The link
expiration time is not configurable.

3.5.1.3 Password Outside Trusted IP

The Outside Trusted IP is a variation of the Password method that requires a passcode only if the user logs in outside
of a specified IP range. If the log on is inside the trusted range, then only a password is required.

Note: Password reset emails are not generated for users logging in via 2FA from an untrusted IP address. To
initiate a password reset in these cases, an administrator must send a reset link from a trusted IP address.

To assign and to configure this option for a user:

1. After creating a new user, edit their profile (Users tab, and click their full name).
2. Inthe Login Method (User) section, click New.

3. Inthe Login Method Information section, select the password provider method from the Provider drop-down
list. The Login Method Settings section appears. You can assign only one instance from among Password
and RSA methods.

4. Select Require only for non Trusted IPs in the Two-factor Authentication section.

5. Enter the user’s email address you want to send the password to in the Email Address field. This address can
be different from the email in the user’s profile.

6. Click Save and then Back.
7. Click Send User Invitation Email.

3.5.1.4 To define a Trusted IP range:

You define an IP address or addresses as valid locations from which users can log in from in a combination of two
settings.
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The second setting specifies a valid IP address or addresses for each user. This can be an individual address, a range
of addresses, or combination of either. The specified range is called the Trusted IPs. Users outside of this range or
ranges won't be able to login except by using Password authentication with the Two Factor Mode set to Outside
Trusted IPs.

To set the user Trusted IP range:
1. Select the Users tab.
2. Click the user's name.
3. Click Edit.
4

. Enter the IP range in the Trusted IPs field. If you have multiple trusted IPs, enter each IP range on a new line.

Trusted IPs 1

11141
2332
P

Place sach IP address on & sepaale fne

5. Click Save.
By default, no value is empty, which indicates any IP address is valid.

In case of setting the user's Trusted IP range, you can specify an individual address, a range of addresses, or a
combination of either, separate each one with a carriage return.

Addresses use the "### #HH #iH #H#H" format. The following wildcards are available for both settings:

Description Example
Asterisk (*) Matches zero or more char- | 192.168.31.*. You can't use this notation with the match
(Asterisk wildcard) acters. range of digits wildcard.
Hash (#) Matches any single digit 0-9. | 192.168.31.##. You can't use this notation with the match
(Hash wildcard) range of digits wildcard.
[start-end] Matches a range of digits. 192.168.31. [0-255]. You can't use this notation with the
- asterisk and/or hash wildcards.

(Match range of digits
wildcard)
16-bit mask A 16-bit number that masks | 192.168.0.0/16 is the same as 192.168.0.0/255.255.0.0.

an IP address. Network address range is 192.168.0.0-192.168.255.255.
24-bit mask A 24-bit number that masks | 192.168.31.0/24 is the same as 192.168.31.0/255.255.255.0.

an IP address. Network address range is 192.168.31.0 - 192.168.31.255.
25-bit mask A 25-bit number that masks | 192.168.31.0/25 is the same as

an IP address. 192.168.31.0/255.255.255.128.

Network address range is 192.168.31.0 - 192.168.31.127.

3.5.1.5 Password reset

Sometimes it may be necessary to reset a user's password. In Relativity, passwords are reset by sending the user an
email with a reset link.

Toreset a user's password:
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¢ Click Send Password Reset Email.

The link within the email is valid for 15 minutes, and only the most recently sent email can be used.

Note: You can use the PasswordResetEmailExpirationInMinutes instance setting to increase the default
reset link expiration period.

3.5.2 Manually setting passwords

By default, system admins can't set or see user passwords. Instead, system admins can send a password reset email,
and users create and manage their own passwords. However, there are some situations, such as for testing or project
development, that may require system admins to explicitly and manually set passwords.

To set this option in your Relativity instance, add the AdminsCanSetPasswordsinstance setting to the
Relativity.Authentication section and set it to True. You must manually enter this setting and value because it is not
present from the default Relativity installation.

To set a password, use the following procedure.

1. After creating a new user, open their profile (Click the Users tab, and then click their full name).
2. Inthe Login Method (User) section, click New.

3. Inthe Login Method Information section, select the password provider method from the Provider drop-down
list.

The Login Method Settings section appears.You can assign only one instance from among Password and
RSA methods.

4. Select Set Password to True.
The password requirements appear.

5. Enter the password in the Password field.
6. Re-enter the password in the Retype Password field.
7. Click Save and then Back.

The password information doesn't appear except when you're editing it. If a current password exists, it doesn't appear
either. Each new password overwrites the existing password.

3.5.3 OpenID Connect

1. After creating a new user, edit their profile (Users tab, and click their full name).
2. Inthe Login Method (User) section, click New.

3. Inthe Login Method Information section, select the OpenlD Connect provider method from the Provider
drop-down list. The Login Method Settings section appears.
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4. Enter the subject identifier for the authentication provider as the OpenID Connect Subject.

5. Click Save and then Back.

3.5.4 SAML 2.0

1. After creating a new user, edit their profile (Users tab, and click their full name).

N

In the Login Method (User) section, click New.

3. Inthe Login Method Information section, select the SAML 2.0 provider method from the Provider drop-down
list. The Login Method Settings section appears.

4. Enter the subject identifier for the authentication provider as the SAML2 Subject. For example, if you select
Email as the application username in Okta, you must enter the Relativity user's email here.

5. Click Save and then Back.

3.6 SAML 2.0 provider

SAML is an open-standard format for exchanging authentication and authorization data between an identity provider
(IdP) and a service provider (SP).

Note: As a service provider, Relativity supports SAML IdP-initiated single sign-on (SSO). However, it does not
support SP-initiated SSO.

Relativity uses SAML assertions (tokens) to verify the users mapped to the identity provider. SAML assertions contain
information on the identity of the individual who has logged in. Assertions also contain the identity provider issuing the
assertion, known in Relativity as the Issuer URL. Each Assertion is typically prepared for a specific receiver, known as
the Audience. Assertions protect this information by cryptography signing it. An Assertion is only valid if it is from a
known Issuer URL to the expected Audience and correctly signed.

Note: This documentation contains references to third-party software, or technologies. While efforts are made to
keep third-party references updated, the images, documentation, or guidance in this topic may not accurately rep-
resent the current behavior or user interfaces of the third-party software. For more considerations regarding third-
party software, such as copyright and ownership, see Terms of Use.

3.6.1 Considerations

» SAML assertions must be cryptographically signed for Relativity to verify their authenticity. Make sure your
SAML IdP is configured accordingly.

¢ You can use Relativity with any SAML 2.0-compliant IdP, such as Centrify, Okta, Microsoft Active Directory
Federation Service (ADFS), or OneLogin.

e RelativityOne only supports the RSA-SHA256 assertion signing algorithm.

« After saving the Authentication provider for the first time, the system generates the Redirect URL. Placeholder
values may need to be added to the third-party Authentication setup before obtaining this value.

3.6.2 Configuring a SAML 2.0 authentication provider
To add a SAML 2.0 authentication provider, complete the fields below.

Authentication Provider Information
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 Name—enter a user-friendly name for the authentication provider.

e Provider Type—select SAML2.

e Enabled—the provider is enabled by default, but you can disable it.

» Site URL—set the URL that users enter in the browser to access an instance of Relativity.

Authentication Provider Settings

* Audience—the unique identifier of the service provider (SP). We recommend using the same value as your

Site URL.

e Issuer URL—the unique identifier of the identity provider (IdP).

« Certificate—an x509 certificate provider by the identity provider.

e Subject Claim Type (Optional)—The attribute in the SAML subject used to validate the login. We recommend

to leave this blank.

3.6.3 Configuring specific SAML providers

The following sections provides the guidelines for integrating Relativity with Okta and ADFS.

3.6.3.1 Configuring Okta as a SAML 2.0 identity provider

This is an example of configuring Okta.

Initial configuration:

1. Inthe Okta admin console, navigate to Applications and search for Relativity.

$% okta

Dashboard v

Directory ~

Customizations ~

Applications ~
Applications

Security ~

Workflow ~

Reports v

Settings ~

Q
Applications
Relativity| x
STATUS '\‘ Adobe Adobe Enterprise - Relativity.com
ACTIVE 1318
AuthO Relativity Org SAML

INACTIVE 932 @ Client ID: OoalOkbuzobyS618s0x8
GitHub GitHub RelativityDev
GitHub  GitHub Relativityone
Go gle Google Login - Relativity

kCura RelativityOne

[m[m]
0o
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#Example:2

. Navigate to the General tab and specify these SAML settings:

kCura RelativityOne

View Logs Monitor Imports

General Sign On Import Assignments

Relativity'one

e Forthe single sign-on URL, for enter your Relativity Instance URL. This is the URL that is used for public
access to go to your web servers.

e For Recipient URL, put in a unique identifier, such as the URL for your instance. Note this value for later.

Note: Audience URI is case-sensitive. Specifying /relativity instead of /Relativity can break your
authentication.

e Forthe Name ID Format you would like to use for logging in, select Email.

e For Assertion Signature, select Signed.
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SAML Settings

GENERAL

Single Sign On URL

Recipient URL

Destination URL

Audience Restriction

Default Relay State

Name ID Format

Response

Assertion Signature

https://kcura.relativity.one/Relativity/Identity/9EOESD8775
305589207F5BDO1MAZDOEBDG46198B

https://kcura.relativity.one/Relativity/Identity/9EOESD8775
305589207F5BD0O1MAZDOEBDG46198B

https://kcura.relativity.one/Relativity/ldentity/9EOE5D8775
305589207F5BD011A2DIEBDE461988B

https://kcura.relativity.one/Relativity

EmailAddress

Signed

Signed

3. You have now partially configured you application in Okta to set up logging in to Relativity. You must now con-
figure the SAML provider in Relativity. These Okta values can be found under the Sign on tab.

e The Audience URI (SP Entity ID, from the previous step).

e The Identity Provider Issuer (In Okta, click View Setup Instructions on the Sign On tab).

e The X.509 Certificate (also in Setup Instructions).
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o. Identity Provider Issuer:

http://www.ckta.com/exkOmdrel juvRE1K4GxT

9. X.509 Certificate:

————— BEGIN CERTIFICATE—————

MIIDmjCCAoKgAwIBAgIGAUsz ftTaMABGCSgGSIb3DQEBBQUAMICNMOswCQYDVQQGEWJVUZzETMBEG
ATUECAWKQZF saWZvemSpYTEWMBQGALUEBwwNUZFUIEZyYWS jaXN jbzENMASGATUECgWETZ2E@YTEY
MBIGATIUECwwLUINPUHJvdmlkZXIxDjAMBgNVBAMMBWE jdX JhMRwwGgY.JKoZ IhveNAQKBF gl pbmZ v
QG9rdGEUY2StMBAXDTE1MDEYOTAyM jJEWNVoXDT(Q1 MDEyOTAyM j IwNVowgY@xCzAJBgNVBAYTAIVT
MRMwEQYDVQOQIDApDYWxpZmOybml hMRYwFAYDVOQHDAL TYW4gRnJhbmNpc2NvMQBwCwYDVOQKDARP
a3RhMROWEQYDVQOLDAETU@20cm92aWR 1 c JEOMAWGAT UEAwWWF a2N1cmExHDAaBgkghk 1 GOwWEBCQEW
DWluZm9Ab2teYS5 jb20wggE iMABGCSqGSIb3DQEBAQUAAL TBDwAWggEKACIBAQCNQIB1zh/mkH/h
m+r RE5sThBGDB JWRTChTOQ jueNT4cl wGF TNhrImuAzTO3uI3TYsUGTyUgNONUEL jsWCzMAWNop16
aTgBGknu2 jhte@YCroz98ZalrvBEttZEADETTr+EEe]l z 1 xG2ZHXS6xpMRni pak4pSkUg jiuVSeT/ £
0Bsq8cMe5AB+dek1Cozh3NbgQDxs@kwEF Isgdhi TYbuvwknvRZeF2Z0hE £21K johSWhL 46wWsv\VDG
mtk TB41s530GTHy 3nsaT@Zmz99ZX4a01q9aBKTnkSzkPTstamr iwlBnKHEZwOf /zwMLE14EX19L 8Cx
TBBSocA120L /AZ9bb1z Tt IWtAgMBAAEWD]Y JKoZ I hveNAQEF BQADggEBAKHAUS jCe2w /U+ulmh jG
s0Gxc2+3x60L01WT091 bOwz5nWh1a0mAd j /8xtZTNXnbhHNDhhnX1Df+8/2 fPLAcaQeQCsen0781
QRJSoaaFHhxH/m3/La2aQsPtB+08Q40tS5Cark9AGgYA/ /h/plcb1PfUmsBoNakQe /zgdF zV0znHB
Ro/PWcRfdoyE@xaByR4RVMELVQ114KgbwinSoBrVOLO1GxTTTSOWf5e ja8qn8vqBxN3xQEQXAYa1
fwhDAPHEX+3 fX7DT4CnrHDASVOgM1Vpd63GATUbonT1 1KQWEFEtNxmtVUd w4 J+wxHSPEOFCCwd31
ngQIeNdD jsWzbVmP fTe=

————— END CERTIFICATE—————-

{ Download certificate

Note: Single Sign On using SAML will not work until you configure the app to trust Okta as an IdP.

Next, set up the SAML 2.0 authentication provider in Relativity:

1.

2
3.
4

Log in to Relativity with system admin credentials.
Open the Authentication Provider tab.
Click New Authentication Provider. The Authentication Provider Information form opens.

Enter a name for your provider.
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5. Select SAML2 from the Provider Type drop-down menu.

Authentication Provider Information

Name* | OktaProvider

Provider Type* | SaMLZ -
enebied* @D

Site URL* | https:mycompany.com/Re

Authentication Provider Settings

Audience® | https:/mycompany.com/Re
Issuer URL® | hitps:/fwww.okta.com/exkf

Certificate® | -——BEGIM CERTIFICATE-— —
MIICpeCCARACCODUFXDDb SMD
ANEgkghkiGewlBAQsFADCEIZE
LI AkGATUEBRMC
WWMxEzARBgMVEAgMCENABGI
mb3JuaWExEjAOBgNVEACMCY
BhbGEgOWrlbzEQMALG
ATUECgwHUZF1eGIuZ zEPMADG
ATUECwwGUZFsaW InMROwEg
YOVOOQDDAL Y EByaXph
LmNvETEmMCQECSqGSIe300E
JARYXZWSnaW3ZX JpbmdAY2
Fereml6Y53jb20wHhcN
MTgwNTE1MTgxMTEwWhoHM]
g N TEyM TgeMTEwWC BlzELM
AkGATUEBRMCVVMEzAR
BgNVBAgMCENhbGImb3JusWE
xEjAQBgNVBACMCVEREGEgOW
x0bzEQMALGAT UECgWH
U2FtbGluZzEPMADGA TUECWWE
U2FsaW3nMROwEGYDVQODDAL
jf¥ByaXphLmNvbTEmM
MCQGCSqGS5Ib3DAEJARY KIWS
naW3IZXJpbmdAY 2FwemlaY53]
b2 0wgZBwDOY Kozl
nveNAQEBEOADGYIAMIG A0E | -

Subject Claim Type

Enter the site URL. This is the URL users enter into the browser to access this instances of Relativity.
Enter the Audience URI (SP Entity ID) from Okta in the Audience field.
Enter the Identity Provider Issuer from Okta in the Issuer URL with.

Enter the X.509 certificate from in Okta in the Certificate field.

© © ©® N =

(Optional) If you are using a specific user identifier claim that is not the default claim, enter it as the Subject
Claim Type.

11. Click Save.
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12. Note the Redirect URL on your new authentication provider.

Redirect URL  hitps://mycompany/ Relativity/ldentity/
QEQESDATYI3053589207F3B0011A2D9

EEDG46198B

IS
You have now set up your Relativity instance to list for SAML 2.0 assertions at a given endpoint on your server (the
Redirect URL).

Next, finish setting up the SAML IdP in Okta:

1. Loginto Okta and navigate to the application you created earlier.

2. Update the single sign-on URL to be the Redirect URL given to us by Relativity on the authentication provider
you have created.

e SAML Setings

Single sign on URL @ hitps:/fmycompany. com/Relativity/identity/SEOESDETT 530558592

+f| Use this for Recipient URL and Desunation URL

You have now configured Okta to send SAML 2.0 assertions to your Relativity instance, and Relativity is set up to
verify the SAML assertions.

Note: You must also assign Okta users to the SAML application, and then map the users to SAML login method in
Relativity. When configuring the login method, you must specify the user's email in the SAML2 Subiject field (if you
select Email as the application username in Okta). For more information, see Managing user authentication
methods on page 79.

3.6.3.2 Configuring ADFS as a SAML 2.0 identity provider
You can also configure ADFS as a SAML 2.0 authentication provider for Relativity.

Note these terminology difference between Relativity and ADFS:

ADFS
Audience Relying Party Identifier(s) | https://[company name].relativity.one/Relativity
Redirect URL End-Point URL https://[company name].relativity.one/Relativity/Identity/<random
string>
Issuer URL Services Trust End-Point | http://<adfs-service>/adfs/services/trust
(SAML)
SAML Subject | Claim Type Name ID, E-Mail Address, UPN (Leave blank in Relativity SAML Pro-
Name vider configuration)
n/a Claim Rules Incoming, Transformation, Outgoing Claim Rules (see below)

When setting up claim rules, you must send Name ID as default claim type for Relativity. Use these guidelines:
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1. Add Send LDAP Attributes As Claims: Select Email Addresses or User-Principal-Name to E-Mail Address from
the AD store.

2. Add Pass Thru Claim for E-Mail Address or a Transforming claim.

3. Add Transforming Claim (from E-Mail Address to Name ID).

3.7 OpenlD Connect

OpenlID Connect is an identity layer on top of the OAuth 2.0 protocol. You can verify the identity of the end user based
on the authentication performed by an authorization server, as well as to obtain basic profile information about the end
user. You can use any provider that supports the OpenlD Connect protocol.

Note: FedRAMP requirements for RelativityOne Gov instances mandate the customer's Authority URL must
undergo a review by the Relativity Security team. Following a successful review, the URL will be added to the
Relativity firewall allow list prior to setting up single sign-on authentication. The following Authority URLs are already
approved and do not require review: okta.com, login.microsoft.com, login.microsoftonline.com,
login.microsoftonline.us, and login.windows.net.

Note: This documentation contains references to third-party software, or technologies. While efforts are made to
keep third-party references updated, the images, documentation, or guidance in this topic may not accurately rep-
resent the current behavior or user interfaces of the third-party software. For more considerations regarding third-
party software, such as copyright and ownership, see Terms of Use.

3.7.1 Configuring an OpenID Connect authentication provider
To add OpenlID Connect on top of your OAuth2 configuration, enter the required information in the fields listed below.

Authentication Provider Information

» Name—enter a user-friendly name for the authentication provider.

e Provider Type—select OpenID Connect.

e Enabled—the provider is enabled by default. However, you can disable it.

« Site URL—set the URL that users enter in the browser to access an instance of Relativity.

Authentication Provider Settings

e OAuth2 Flow—select either Implicit or Code.

e Client ID—enter your application's ID.

» Display on Login Screen—determines if the OpenlD Connect button displays on the login page.

e Login Screen Button Text—determines the text that appears on the button displayed on the login page.

¢ Authority URL—enter the URL that hosts the OpenlD configuration well-known endpoint.
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e Scopes—the default value for this field is openid. The openid checkbox must be selected because it's a
required setting. However, you can also select the email or profile option. The identity provider responds with
the claims associated with the scopes that you request. In other words, the scopes translate into claims that you
can use.

¢ Redirect URL—After saving the new Authentication Provider RDO (Relativity Dynamic Object), it will be shown
in the settings.
¢ Example—<https://company.relativity.one/Relativity/Identity D7158859-3355-46FB-96D1-
78B1B0466AB1>

e Subject Claim Type—the default value for this field is sub. Enter one of the following values based on the
scopes that you set:

 If you selected only OpenlD in the Scopes field, this field must be set to sub.
« If you selected OpenlD and email in the Scopes field, set this field to email.

« If you selected OpenlID and profile in the Scopes field, set this field to a property available from the iden-
tity provider. These properties differ for each provider.
The identity provider sends an identity token to you, which contains the claims for your selected scopes. When
you request only the openid scope, then sub is used as the claim type. It often represents a unique identifier for
the user within your system. If you are using Azure AD, then see Microsoft identity platform ID tokens for a full
list of token identifiers.

* Resource — what is being accessed by your OIDC provider

Note: This value should remain unchanged unless instructed otherwise by your IT department.

¢ Response Type—specifies how your provider responds to the authentication request. In this case, the
response includes a code.

Note: This value should remain unchanged unless instructed otherwise by your IT department.

e Trusted IPs— specifies a list of trusted IP addresses for a user. Authentication fails if a user attempts to log in
to Relativity from an unauthorized OP address. This list of IPs is evaluated in conjunction with the individual
user's trusted IP list.

e Alternative Issuer(s) - set this field to the issuer in your OpenID configuration if it does not match your authority
URL. Refer to your IT department for guidance on if this field needs to be set

3.7.2 OpenlD Connect authentication provider flows

There are two authentication provider flows used with Relativity: code flow and implicit flow. Below are two images
showing a detailed OpenlD Connect authentication flow for both.

3.7.3 Just-in-time provisioning

Just-in-time provisioning lets an admin control access Relativity environments through an external ID provider, such
as Okta. Instead of creating groups in Relativity, they can be created in Okta or similar provider. When created in
another provider and mapped in Relativity, the required login objects are automatically created in Relativity.

JIT provisioning takes user claims from the access token provided by the external ID provider and uses the claims to
setup a User for login to Relativity.

JIT User Provisioning automatically creates the objects necessary for login, and the Required Claims feature restricts
users from using JIT User Provisioning. For example, this feature can be used to restrict access to a tenant to users
within a geographic region.
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When a user logs in, Relativity checks to see if the client exists, then checks if the user exists. If both exist, Relativity
then checks to see if the user group exists. If all these items exist, the user can log into Relativity. Personal group and
Group claim mapping assignments are checked on every login. Users are assigned/removed to groups on every login,
based on the Group Claim Mappings. For more information, see Group claim mapping below .

Note: OpenlD Connect only, not supported for SAML.

To set up just-in-time provisioning on the authentication provider page, complete the fields below.

e Implement—Whether JIT Provisioning is enabled or disabled.
e Client—This sets the Relativity Client a user is assigned to when provisioned.

¢ Username Claim Type—the Claim Type used to set a user’s username. This should be mapped the claim con-
taining the email address.

e First Name Claim Type—the Claim Type used to set a user’s first name.
» Last Name Claim Type—the Claim Type used to set a user’s last name.
e Personal Group—toggle used to set if a Personal Group should be created for a user.
e Personal Group Claim Type—the Claim Type used to set the personal group’s name.

e Group Claim Type—the Claim Type used with Group Claim Mappings when determining group assignments
for a user.

e Default Trusted IPs—a list of IP address values that are automatically set to the user’s Trusted|Ps setting.

3.7.3.1 Group claim mapping

This section will add the users to the specified group on login. The groups need to be existing in Relativity. A token can
include two or more group mappings. Group assignments from Group Claim Mappings are performed on every login.

User Claims are provided by a client’s identity provider. Relativity does not control the claims assigned to a user.
Relativity only checks that the claims are present when provisioning a user. The claims are passed to Relativity in the
access token from the client’s identity provider during the login process.

Note: Group mapping claim values must be present in the token. Just-in-time user provisioning cannot query
external endpoints (such as AzureAD's graph API) to determine group membership.

Any matching claims are then compared to the Group Claim Mappings. Claim values that match the Group Claim
Mappings determine which group to assign a user as a member. If the user claims do not match any Group Claim
Mappings, then the user is removed from that group.

Groups that users are added to outside of group claim mappings need to be administered manually.

3.7.3.2 Required claim

Required Claims is an optional setting that System Admins can configure on their authentication providers. Required
claims is used to control what users gain access to a tenant. JIT user provisioning automatically creates the objects
necessary for login, and the Required claims feature restricts users from using JIT user provisioning. For example, this
feature can be used to restrict access to a tenant to users within a geographic region.

This setting is used with JIT-enabled authentication providers. Admins can set a list of claims that Relativity will check
for when provisioning a user. A user must have at least one required claim to be a provisioned user. System Admins
can set multiple claims as Required Claims, and a user must have at least one to pass the check.

The Required Claims check only works on the initial login. It will deny a user from being provisioned. If a user already
exists in the system, then Required Claims does not affect login.
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3.7.3.3 Personal claim group

The Personal Group feature allows for controlling permissions at the user level within Relativity. Normally,
permissions in Relativity are set on the Group object. By creating a group for every user in Relativity (a user’s personal
group), you can effectively set permissions for individual users. This is an optional feature.

3.7.4 Okta OpenID Connect

Okta can be set up as an OpenlD Connect authentication provider to log users into a different Relativity instance.

Note: This documentation contains references to third-party software, or technologies. While efforts are made to
keep third-party references updated, the images, documentation, or guidance in this topic may not accurately rep-
resent the current behavior or user interfaces of the third-party software. For more considerations regarding third-
party software, such as copyright and ownership, see Terms of Use.

3.7.4.1 Pre-requisites

To configure Okta as an OpenlD Connect provider for Relativity, you, or your Okta admin, will need to set up the
Relativity app in Okta. To complete this part of the configuration, follow the steps in the Okta documentation.
During the process, select Web as the platform and OpenlD Connect as the sign-on method. After completing
the steps provided by Okta and customizing the steps for Relativity, you will navigate back to Relativity.

The Okta ‘Initiate login URI’ setting may need an HRD parameter. For more information, see Creating or editing
a federated instance.

3.7.4.2 Configuring Okta OpenID Connect
In Relativity, navigate to the Authentication Provider tab. On the Authentication Provider, fill in the fields as follows:

Authentication provider information

Name—enter a user-friendly name for the authentication provider.
Provider Type—select OpenID Connect.
Enabled—the provider is enabled by default. However, you can disable it.

Site URL—set the URL that users enter in the browser to access an instance of Relativity.
e Example—https://company.relativity.one/Relativity

Authentication provider settings

OAuth2 Flow—select Code.

Client ID—enter the Client ID from your Okta parameters Client ID.

Client Secret—enter the Client Secret from your Okta parameters client secret.

Display on login screen—determines if the OpenID Connect button displays on the login page.

Login Screen Button Text—determines the text that appears on the button displayed on the login page.

Authority URL—[the Okta domain parameter] (i.e. http://customer.okta.com). The Authority URL can be
retrieved from the Sign On tab in Okta. If you go to the OpenID Connect ID Token section and in the Issuer area.

Scopes—the default value for this field is openid. The openid checkbox must be selected because it's a
required setting. However, you can also select the email or profile option.

The identity provider responds with the claims associated with the scopes that you request. In other words, the
scopes translate into claims that you can use.
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e Subject Claim Type—the default value for this field is sub. Enter one of the following values based on the
scopes that you set:

 If you selected only OpenlD in the Scopes field, this field must be set to sub.
 If you selected OpenlD and email in the Scopes field, set this field to email.

 If you selected OpenlD and profile in the Scopes field, set this field to a property available from the iden-
tity provider. These properties differ for each provider.
The identity provider sends an identity token to you, which contains the claims for your selected scopes. When
you request only the openid scope, then sub is used as the claim type. It often represents a unique identifier for
the user within your system

Configure Okta

Once you configure the authentication provider, you'll need to assign it as a login method to your users. To complete
the configuration in Relativity, navigate to the User and Group Management > Users tab. For complete steps on
configuring an OpenID Connect login method, see OpenlD Connect on page 83.

3.7.5 Relativity OpenID Connect

Relativity can be set up as an OpenlID Connect authentication provider to log users into a different Relativity instance.
For example you can set up a Relativity Server environment (primary instance) to act as authentication provider for a
RelativityOne cloud instance (secondary instance).

3.7.5.1 Pre-requisites
Before you begin you must have the following items completed.

e Ensure that the primary instance is set up to use HTTPS.
» Verify that the secondary instance can resolve the host address of the primary instance.

e Confirm that the authenticated users are defined in both systems.

3.7.5.2 Configuring Relativity OpenID Connect
To configure an OpenlD Connect provider for Relativity:

1. Navigate to the primary instance and set up an OAuth2 client. You must specify Implicit as the OAuth2 Flow.
Note that initially you don't have the redirect URL value (you get it when you set up the Authentication Provider
on the secondary instance), so specify any placeholder URL instead. For more information, see OAuth2 clients
on page 99.After you save the OAuth2 client, note the generated value of the Client Id. This is required to set up
the authentication provider in the secondary instance.

OAuth2 Client Information

Mame RelativityLocal
Enabled Mo

Flow Grant Type  Implicit

Redirect URLs  https://google.com/

Access Token Lifetime 60 minutes

Iz System Mo

I Client Id bb?fb?]EéElaCEeS"]le&ﬁ?a?biI
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2. Navigate to the secondary instance and configure a new OpenID Connect authentication provider using the Cli-
ent Id value from the previous step. Note that the OAuth2 Flow values must also be Implicit, and the Authority
URL must point to the Relativity Identity service of the primary instance. An example of a Redirect URL is
https://mycompany.relativity.one/Relativity/Identity.

3. After you save the provider, note the generated value of the Redirect URL. It is required to complete the OAuth2
client setup in the primary instance.

4. Setup the user(s) to use the Authentication Provider as the Login Method, specifying the user's email (Relativ-
ity user ID) as the OpenlID Connect Subject field value. For more information, see Managing user authen-
tication methods.

5. Navigate back to the primary instance and update the OAuth2 provider with the Redirect URL.

OAuthZ Client Information

MName  Relztivitylocel
Ensbled Mo

Flow Grant Type  Implicit

I Redirect URLs  https:/freg-a.rl .comy/Relativity I

Access Token Lifetime 60 minutes

Is System Mo

Client Id  bb7fb73360=0828731e68789b3

6. Inthe primary instance, set up a federated instance pointing to the secondary Relativity instance. Note the use
of the Home Realm Discovery (HRD) URL parameter to provide a single sign-on experience. The Home Realm
discovery URL is generated when the Authentication Provider is created and can be found in the Authentication
Provider Information section of the Authentication Provider page. For more information, see Federated
instances on page 107.

7. Navigate back to the secondary instance and set up a federated instance pointing to the primary Relativity
instance. Don't set up the HRD redirect for that federated instance.

8. Log out of the secondary instance.

9. Use the federated instance link to log in to the secondary instance from the primary instance.

0
3 ] 35 @)

Farent s AP| Explorer More
My Settings
h 1 3
Shopper Other Relativity Instances
PracHopper Help

T Co o -
Test Security Contact Support
About Relativity

Search the Commumity

Logout

10. Use the federated instance link in the secondary instance to return to primary instance.
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You have now configured a Relativity environment to serve as an authentication provider for another Relativity
instance.

3.7.6 Microsoft Entra ID - OpenID Connect
Microsoft Entra ID can be set up as an OpenlID Connect authentication provider to log users into a different Relativity
instance. You need to complete some steps within Microsoft Entra ID and Relativity to user Entra ID OpenlD Connect.

Note: We support B2C (business-to-customer) SSO integration through the OIDC and SAML2 protocols.
Customers whose provider supports either of these protocols can integrate with RelativityOne. The following steps
focus on registering an Azure application and credentials for Entra ID. If you're setting up Relativity with EntralD
External ID (formerly known as AzureAD B2C), please refer to Microsoft's documentation.

Note: This documentation contains references to third-party software, or technologies. While efforts are made to
keep third-party references updated, the images, documentation, or guidance in this topic may not accurately rep-
resent the current behavior or user interfaces of the third-party software. For more considerations regarding third-
party software, such as copyright and ownership, see Terms of Use.

3.7.6.1 Registering an Azure application and credentials
Before you begin configuring Entra ID in Relativity, you will need to add Relativity as an application within Entra ID.

1. Loginto Azure Portal.

Navigate to App registrationsfor Microsoft Entra ID (formerly known as Azure Active Directory).

Click New registration.

Enter an application name in the Name field.

Accept the default setting, Accounts in this organizational directory only, as the supported account type.

Click Register.

N o o kw0 D

Copy the Application (client) ID that was generated and past it to a safe location, as it will be used in a later
step.

©

Click the Endpoints button.

9. Copy the OAuth 2.0 authorization endpoint (v2) URL that was generated and past it to a safe location, as it
will be used in a later step.

10. Trim the oauth2/v2.0/authorize from the URL. For example:

https://login.microsoftonline.com/8a3fa%923-3223
th2/authorize
https://login.microsoftonline.com/8a3fa923-3223-4978-9d

3.7.6.2 Configuring Entra ID OpenID Connect

Review the following list of settings that display on the Authentication Provider form. You can configure or update
these settings based on your authentication needs.

Authentication provider information

» Name—enter a user-friendly name for the authentication provider.
e Provider Type—select OpenID Connect.
» Enabled—the provider is enabled by default. However, you can disable it.

» Site URL—set the URL that users enter in the browser to access an instance of Relativity.
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Authentication provider settings

OAuth2 Flow—select either Implicit or Code.

Client ID—enter the Entra ID's Application ID.

Display on Login Screen—determines if the OpenlD Connect button displays on the login page.

Login Screen Button Text—determines the text that appears on the button displayed on the login page.

Authority URL—enter the Authority from the trimmed OAUTH 2.0 AUTHORIZATIONENDPOINT from step 9 in
Configuring your external identity provider.

Scopes—the default value for this field is openid. The openid checkbox must be selected because it's a
required setting. However, you can also select the email or profile option. The identity provider responds with
the claims associated with the scopes that you request. In other words, the scopes translate into claims that you
can use.

Subject Claim Type—the default value for this field is sub. Enter one of the following values based on the
scopes that you set:

Notes: In Microsoft Entra ID, email is an optional claim and is not included in the OpenlID token by default.
Consider using upn instead. Consult with your Entra ID administrator to determine which claim type is best
suited for your organization. For more information, see the Microsoft documentation on optional claims.

 If you selected only OpenlD in the Scopes field, this field must be set to sub.
« If you selected OpenlD and email in the Scopes field, set this field to upn.

 Ifyou selected OpenlD and profile in the Scopes field, set this field to a property available from the iden-
tity provider. These properties differ for each provider.
The identity provider sends an identity token to you, which contains the claims for your selected scopes. When
you request only the openid scope, then sub is used as the claim type. It often represents a unique identifier for
the user within your system. If you are using Entra ID, then see Microsoft identity platform ID tokens for a full list
of token identifiers.

Completing your external identity provider set up

1.

2
3
4.
5

Log in to Azure Portal.

. Navigate to the application you created earlier.

. Click Authentication.

Add your Redirect URL from the Relativity Authentication Provider. Keep the Type field set to Web.

. Complete the scenario that matches the value you selected for OAuth2 Flow.

e Scenario: you selected Implicit for OAuth2 Flow.
1. Check the ID Tokens box.

2. Click Save.

e Scenario: you selected Code for OAuth2 Flow.
1. Click Certificates & Secrets.

2. Click New client secret.
3. Click Add.

4. Copy the client secret value.
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5. Navigate back to the Authentication Provider in Relativity.
6. Click Edit.

7. Paste the value for Client Secret with the value from step 4.
8

. Click Save.

Adding users to the application in Azure
1. Click Azure Active Directory.
Click Enterprise Applications.
Click into the application that you created for Relativity authentication.
Click Users and groups.
Click Add user.

Select your users.

N o o B~ w0 DN

Click Assign.

3.8 OAuth2 clients

The OAuth 2.0 authorization framework enables a third-party application to obtain access to an HTTP service. OAuth2
clients allow you to configure external services and applications to authenticate against Relativity in a secure manner.
For example, a client application can present the user with the Relativity login page to get an access token to call
Relativity APlIs. The application can then call the APIs to perform tasks for customizing e-discovery workflows and
automation. For background information on OAuth2, see OAuth2 Specification.

Note: This documentation contains references to third-party software, or technologies. While efforts are made to
keep third-party references updated, the images, documentation, or guidance in this topic may not accurately rep-
resent the current behavior or user interfaces of the third-party software. For more considerations regarding third-
party software, such as copyright and ownership, see Terms of Use.

OAuth2 clients can be used in conjunction with Relativity authentication providers and federated instances in different
enterprise integration scenarios, including:

 Relativity as an authentication portal for another instance of Relativity
» Relativity as an authentication portal for another website

« Authenticating to Relativity's APIs from a standalone application without needing a Relativity user's username
and password

« Embedding the Relativity login form in a native desktop application
« Embedding the Relativity login form in a mobile application

To set up an OAuth2 client in Relativity, you must correctly determine the grant type required for your application. The
OAuth2 client setup information also includes a client ID, a redirect URI, and a client secret key. These details will be
used to validate your application and authorize the API calls. Occasionally it may be necessary to reset the client
secret for security purposes.

3.8.1 Creating or editing an OAuth2 client

To create OAuth2 clients or edit information for an existing OAuth2 client:
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. Open the OAuth2 Client tab.

. Click New OAuth2 Client to create a new OAuth2 client, or click Edit next to the OAuth2 client you want to edit.
The OAuth2 Client Information form appears.

. Complete the fields on the form. Fields in orange are required.
e Name—the descriptive name of the OAuth2 client. The name must be unique.

* Enabled—yes/no value indicating whether the client will be given access to Relativity.

e Flow Grant Type—the mechanism for acquiring an authentication token also known as OAuth2 grant
type. Relativity supports the following grant types:

» Client Credential—for applications such as background processes that may need to get an
access token for their own account, outside the context of any specific user. This grant type
requires a client secret.

e Code—for apps running on a web server. The grant type is used to obtain both access tokens and
refresh tokens and is optimized for server-side applications. The client must be capable of inter-
acting with the resource owner’s user-agent (typically a web browser) and capable of receiving
incoming requests (via redirection) from the authorization server. This grant type requires a client
secret.

Note: You can't change the flow value when editing an OAuth2 client.

» Implicit—for lightweight browser-based or mobile applications typically implemented using a
scripting language such as JavaScript. The implicit grant type is used to obtain access tokens (it
does not support the issuance of refresh tokens) and is optimized for public clients known to oper-
ate a particular redirection URI. The client receives the access token as the result of the author-
ization request. This grant type does not require a client secret.

» Resource Owner—suitable in cases where the resource owner has a trust relationship with the cli-
ent, such as the device operating system or a highly privileged application. The authorization
server should take special care when enabling this grant type and only allow it when other flows
are not viable. This grant type can be used for clients capable of obtaining the resource owner’s
credentials (username and password, typically using a command line prompt). Itis also used to
migrate existing clients using direct authentication schemes such as HTTP Basic or Digest authen-
tication to OAuth by converting the stored credentials to an access token. This grant type requires
a client secret.

* Redirect URLs—the URLs that the user can be redirected back to after the request is authorized. Spe-
cify values only if Implicit or Code are selected in the Flow field. The URLs must include the http or https
protocol prefix.

e Context User—Relativity user context for OAuth2 client authorization. This enables an administrator to
restrict the access privileges on an OAuth2 client based on the user's permissions as well as audit. Con-
text User is required if Client Credentials is selected as the OAuth2 flow, and can't be specified for other
flows.

e Access Token Lifetime—the duration (in minutes) for which access tokens issued to the clients are
valid. The recommended value varies depending on the specified OAuth2 flow:

e Client Credentials and Code Flow must have a short lifetime. It is recommended that the value
match the Identity Server default of 1 hour (60). For more information, see Identity Server doc-
umentation (https://identityserver.github.io/Documentation/docsv2/configuration/clients.html).

* Resource Owner access token must also have a lifetime of 1 hour because a client secret and a
refresh token are available.
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 Implicit flow tokens must match Relativity’s token lifetime of 10 hours (600), after which the user
must log in again.

* Allow Refresh Tokens - Enabling refresh tokens will require updates to the application. You must test
any changes in a sandbox instance before deploying to production.

Note: To obtain a refresh token, it is necessary to use an Authorization Code with a Proof Key for
Code Exchange (PKCE) flow.

* Trusted IPs - An optional feature for the OAuth2 client object. Enter each IP address on a new line, and
use CIDR notation to specify a range of IP addresses. The system checks trusted IPs whenever a token
is requested using the OAuth2 client's ID and secret. If the request comes from an IP address outside the
specified range, the system returns a 400 error with the message "invalid_client. IP address not
allowed."

Note: Changes to Trusted IPs take up to 5 minutes to apply.

4. Click Save. The form displays the new OAuth2 client with these generated field values:
e Enabled—yes/no value indicating whether the client will be given access to Relativity.

* Flow Grant Type—the mechanism for acquiring an authentication token also known as OAuth2 grant
type.
Redirect URLs—the URLs that the user can be redirected back to after the request is authorized.

* Access Token Lifetime—the duration (in minutes) for which access tokens issued to the clients are
valid.

» IsSystem— specifies whether the OAuth2 client is part of an internal Relativity application.

OAuthZ Client Information

Mamea

enzbled D)

Flow Grant Type -

Access Token Lifetime

Enler vaiue in rminufes

e Client ID — the unique identifier for the Client autogenerated by Relativity.

« Client Secret — the unique secret used by the client. Also auto generated by Relativity if you select Client
Credential, Resource Owner, or Code as the value of the Flow field.

You have set up Relativity for access by an OAuth2 client application.

3.8.2 Resetting a client secret

You can reset an OAuth2 client secret for the following Flow values (grant types):
e Client Credential
» Resource Owner

e Code
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To reset an OAuth2 client secret:

1.

From the OAuth2 client tab, locate and open the OAuth2 client you wish to delete.

2. Click Reset Secret in the OAuth2 Client console.

OAUTHZ2 CLIENT

3. From the confirmation dialog, click Ok. The OAuth2 client secret is reset.

3.8.3 Deleting an OAuth2 client
To delete an OAuth2 client:

1.
2.
3.

From the OAuth2 client tab, locate and open the OAuth2 client you wish to delete.
Click Delete.

From the confirmation dialog, click Ok. The OAuth2 client is removed.

Note: System clients can't be deleted.

Viewing an OAuth2 client audit history

Use the OAuth2 client audit history to view all actions taken on a record. Use this information to view what the values
were prior to a change.

To view an OAuth2 client's audit history:

1.
2.
3.

From the OAuth2 client tab, locate and click the OAuth2 client for which you wish to view its history.
Click View Audit. A dialog appears, listing all actions taken on that OAuth2 client.

(Optional) Using the Export to File drop-down list at the bottom of the dialog, click Go to export the following
audit history details in a .CSV file:

e User Name
e Action
e Timestamp

Close the dialog when finished viewing the audit.

3.9 RelativityOne connect

Use a single login to access all your RelativityOne workspaces and instances with Connect. Securely connect multiple
instances and let users navigate between them securely with cross-authentication using OpenlD Connect as the
single sign-on provider (SSO). With Connect you can log in to Relativity once and access workspaces across multiple
instances that are connected as federated instances.

Once the connection between the instances is created, the Relativity users can sign in and navigate between
workspaces in the different instances.
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Caution: RelativityOne Connect allows you to leverage another instance as a trusted identity provider for your
environment. This functionality allows users within the connected instance to authenticate directly into yours. This
eliminates the need for a single user to have multiple credentials within RelativityOne. However, you must exercise
caution when assigning the Connect login method. Granting this access effectively cedes control over user
authentication to the external instance for users with the Connect login method. This means the connected instance
verifies user identities and grants access to your environment. Therefore, it's critical to reserve the Connect login
method exclusively for users whose identities you trust and whose access needs can be effectively managed by the
external instance. Assigning Connect to your internal users could compromise your security posture, as
unauthorized individuals from the connected instance could potentially gain access to your environment.

Note: RelativityOne Connect cannot be used to connect two instances owned by the same customer (or their global
entity). In order to connect two instances owned by the same customer, please see Linking additional Relativity
instances

3.9.1 Enabling RelativityOne Connect

To enable Connect and connect two or more Relativity instances, each party's RelativityOne primary contact must
complete a RelativityOne Connect Request form. This applies unless the two instances are owned by the same
customer (or their global entity).

To begin using RelativityOne Connect, the primary RelativityOne contact at your organization needs to navigate to the
Community site.

As your organization’s primary RelativityOne contact, navigate to the Community site. In the Community site, navigate
to RelativityOne Connect Request Form.

1. Inthe top navigation menu, click Support.

2. Onthe Support page, click the Submit or resume button under RelativityOne Requests.

Note: If you don't see the RelativityOne Requests section, you are not the RelativityOne Primary Contact.
Please make sure you are logged in as the primary contact to move forward in requesting a form.

3. Inthe RelativityOne Request page, click the Choose Request Type drop-down menu.
4. Select RelativityOne Connect.
5. Click Next.

This opens the RelativityOne Connect Request Form.
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Mame:

In the request form, confirm that the name and the email address match your information. Then continue filling out the
form by entering the instance name of your RelativityOne tenant and the instance name of the RelativityOne instance
that you want to connect to by completing the following fields:

¢ Instance Name of your RelativityOne tenant—the name of your organization's instance.

e Instance Name of the RelativityOne tenant you want to connect to—the name of the instance name that
you want organization's instance to connect to.

Once entered, click Next. Confirm the request was submitted and click Finish.

RelativityOne Connect Request Submitted

Thank you for submitting your request for RelativityOne Connect. Your request has been submitted as a licket #
02466799, You can manage this and other support lickets from your personalized home page or from the suppor

ROGE.

Once submitted, Relativity can confirm the RelativityOne primary contacts email addresses and instance names.
Once confirmed, a new authentication provider option is available when updating a user's login method.

Note: To connect to more than one RelativityOne instance, you will need to submit multiple requests.

Once the request has been submitted, Relativity can confirm the RelativityOne primary contacts email addresses and
instance names. Once confirmed, a new authentication provider option is available when updating a user's login
method.

3.9.1.1 Finding instance names

Find the instance names in the User options drop-down menu. Copy the instance name from your instance and
retrieve the other instance name.
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3.9.2 Connecting users to different instances

To connect users to multiple instances with their one set of login credentials, navigate to the Admin-level Users tab.
Find the user that needs to be connected and select the user.

Once the user is selected and their user information page is available, add a new Login Method.

1. Inthe Login Method section, click New.

Click the Provider drop-down menu.

2
3. Select the instance name of the connected environment.
4

Enter the OpenlID Connect Subject.

Note: The OpenlD Connect subject is the user email address in the other instance.

5. Click Save.

Lagin Method (User)

User

Login Method Enabled

Lee, Tim

'

Provider*

OpenlD Connect Subject®

An already existing user also needs the default password provider login method removed.

Each instance has that instance’s group and security permissions. If the users already exist from previous
engagements, no action is needed.

fHRelativityone
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3.9.3 Navigating between instances

As a user, the links to the connected instances appear in the User drop-down menu. The available instance names are
available in the Other Relativity Instances drop-down option. Hover over the Other Relativity Instances and click the
name of any instance.

Note: By default, the connected instances in the Other Relativity Instances drop-down option are visible to all
users. If you want to limit who can see the instances in the drop-down option, apply item-level security to the
connected instance in the Federated Instances tab. For more information on individual item security, see Relativity
object security.

Once clicked, you need to confirm your credentials with your SSO provider. Once confirmed, you can navigate within
the newly opened instance.

3.9.4 Billing information

To avoid double billing, we look at the domain for the user's email. So if a user with the same email address exists in
multiple instances, they will not be billed multiple times.

3.9.4.1 User type information

The User Type, is something that can be used to tag a user as someone coming from another instance. It is only for
organizational uses, and doesn't affect billing.

As a user, you can use it to categorize users that we create. If you'd like a user to work with RelativityOne Connect,
they need to work on the two instances that are connected. It's important to make sure that the user exists in both
instances, so you can use the user type to distinguish that this user was created, so you can log in.

3.10 SSO Troubleshooting console

The SSO Troubleshooting console eliminates the need for third-party tools when gathering essential information for
troubleshooting error messages. It offers administrators actionable error messages to help them address
configuration issues.

3.10.1 Considerations
e This console should not be utilized for auditing purposes.

* You must have the Edit permission on the Authentication Provider object to view the console.>

e The error log will only show the 10 most recent error messages.
3.10.2 Viewing the SSO Troubleshooting console
To view and manage the errors in the console:

1. Navigate and select your authentication provider
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2. Click on the Errors Log button.

3. Review the errors and make the necessary updates to resolve the issue.

4. Once the errors have been resolved, clear the error log.

See this related pages:

3.11 Federated instances

Federated instances provide a way for reviewers to easily switch to other Relativity environments. In Relativity, links to
federated instances appear in the User drop-down.

A
Q STRLe | 7 o

tim.|ee@relativity. com
Ined i WWiciget == Document L = ’
by Settings
C 3
96 hopper Other Relativity Instances
PrachiHopper Help
Test Security Contact Support

About Relativity
— - i o [ 10060 -~
i o SH =+ Bearch the Community

Logout

You can use federated instances in combination with OAuth2 clients and authentication providers to enable single
sign-on for multiple environments in your Relativity ecosystem.

Note: Customers utilizing the same third-party OIDC provider (e.g., Okta, EntralD) in both instances can use the
Authentication provider's HRD hint to streamline the connection process, eliminating the need for manual linking.

3.11.1 Creating or editing a federated instance
To create a federated instance or edit information for an existing federated instance:

1. Open the Federated Instances tab.

2. Click New Federated Instance to create a new federated instance, or click Edit next to the federated instance
you want to edit. The Federated Instance Information form appears.

3. Complete the following fields:

* Name — the name of the federated instance. Enter a name that makes the instance easy for users to
recognize, like RelativityOne Reviewer.
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Note: You can't change the name of an existing federated instance.

* Instance URL - the URL address of the instance you want to create a link to. To obtain this URL, nav-
igate to the Relativity instance you want to appear in the drop-down menu. Copy and paste the URL from
that instance into this field.

You can also choose to add the Home Realm Discovery (HRD) parameter to mimic single sign-on exper-
ience inside your Relativity cluster. HRD is a redirect URL to a configured authentication provider for the
federated instance. It is supported for Openld Connect.

Locate the Home Realm Query Hint (HRD parameter value) within the provider-specific details section
of the Authentication Provider tab.

Relativity Authentication  Authentication Provider 1%

Authentication Provider OAuth2 Client Federated Instance

ml Delete H Back H Edit Permissions

Authentication Provider Information

Name RelOne US
Provider Type  OpenlID Connect

Enabled Yes

[Home Realm Query Hint __ RelOne%20US]|

Site URL  https://relativity-
ca.relativity.one/Relativity

To establish a link to a specific instance, return to that instance and input the Home Realm Query Hint
(HRD parameter value) within the designated Instance URL field.

ey

https://mycompany.com/Relativity?HRD=<Provider Name>

Note: The authentication provider must be set up correctly for single sign-on to work. If the authen-
tication by the provider fails, the user will be presented with the login screen of the Federated Instance.

4. Click Save.
The federated instance will appear in the User drop-down menu.

You can restrict access to the federated instances you create using the padlock icon and assigning the appropriate
groups access to the instance. If you restrict access to a federated instance, it doesn't appear in the User drop-down
menu.
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3.11.2 Deleting a federated instance

To delete a federated instance:
1. Navigate to the Federated Instance tab.
2. Locate and open the federated instance you wish to delete.
3. Click Delete.

4. From the confirmation dialog, click Ok.

The federated instance is removed.

Viewing a federated instance audit history

Use the federated instance audit history to view all actions taken on a record. Use this information to view what the
values were prior to a change.

To view a federated instance's audit history:

1. Navigate to the Federated Instance tab.

2. Locate and click the federated instance for which you wish to view its history.

3. Click View Audit. A dialog appears, listing all actions taken on that federated instance.
4

. (Optional) Using the Export to File drop-down list at the bottom of the dialog, click Go to export the following
audit history details in a .CSV file:

e User Name
* Action
e Timestamp

5. Close the dialog when finished viewing the audit.
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4 Batches

You can create batches in Relativity by splitting a static set of documents into multiple document sets based on criteria
set by a system admin. With the appropriate permissions, users can then check out these batches and assign
themselves documents.

Batching can bring structure to managing a large-scale document review with multiple reviewers. You can generate
batches automatically or manually. Automatic document assignment reduces the chances of accidental redundancy in
the review process.

Note: You may want to consider using Review Center as a streamlined alternative. For more information, see the
Review Center guide.

4.1 Batch fields in Relativity

The fields in Relativity that store batch-related values are:

e Batch Set—the batch set to which the batch belongs.
e Batch—the name of the batch.

e Batch Status—the status of the batch. A batch may be:
e Blank—the batch is not checked out.

e In progress—the batch is checked out.

e Completed—the batch is checked in as completed.
e Batch Unit—the optional grouping condition on the batch.
» Assigned To—the reviewer to whom the batch is checked out.
* Reviewed—specifies whether the batch is reviewed.

e Batch Size—the number of records in the batch.

4.2 Creating and editing batch sets

Documents are pre-converted for viewing upon the checkout of a batch set based on the
NumberOfDocumentsToAutoPreconvert instance setting. This setting is set to 1000 by default and can be adjusted to
suit your needs.

Note: If the value is set to 0, pre-conversion will be disabled.

To create or edit a batch set, perform the following steps:

1. Navigate to the Batch Sets tab.

2. Click New Batch Set to create a new batch set, or click Edit next to the batch you want to edit.

Note: If you select a value in the Family Field, then the batch set will include family documents from that
related group that are also included in the data source.

The Batch Set Information form appears with required fields in orange.
Complete the fields to create or edit the batch set. See Fields on the next page.

3. Click Save.
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l Save and New l l Save and Back l [ Cancel I

Batch Set Information
Batch Unit Field -

Name *

Maximum Batch Size * Family Field -

Batch Prefix * Reviewed Field -

Batch Data Source * -

Auto Batching

Auto Batch *

Minimum Batch Size

Auto Create Rate (minutes)

Other

Keywords

Notes

4.2.1 Batch Sets for Reviewers

Once you have created the batches, navigate to the Batch Sets tab using the quick search, CTRL + /, function. Here
you will see a reviewer's view of the newly created batches.

> Q New Batch Set Batch Sets b

7 % | 1 “30f3 |25  w|perpace W =

# Name Batch Prefix Maximum Batch Size Batch Data Source Created By l Created On
Filter Filter = v || Fiiter (Al v | | Filter (Al v
1 & Wolfe Batches DTB 15 All Documents Lanter, Jeff 24/02/2020, 11:11 CST
2 f Zipper Batches ZIP 10 All Documents Lanter, Jeff 09/02/2021, 11:09 CST
3 v Thompson Review  TH 20 Saved Search 1 Lanter, Jeff 2711062022, 1217 CDT
Batch Sets

4.2.2 Fields

The following fields display on the New Batch Set information form:

« Name—the name of the batch set.

Note: If you are performing a multi-stage review with multiple batch sets per phase, be sure to include the
phase name in the batch set name. This helps you search for information within a specific phase.

¢ Maximum Batch Size—the maximum number of documents in one batch.

Note: Your batch may contain fewer documents than this value if there are no more documents to batch or no
more documents with the current Batch Unit value.

» Batch Prefix—sets the prefix for the batch numbering.
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« Batch Data Source—the saved search containing documents that you want to batch. If the saved search ref-
erences a dtSearch or an Analytics index, that index must be active. The sort order of the data source carries
over to the batch.

e Batch Unit Field—an optional grouping mechanism, enabling you to group similar documents in the same
batch. Documents with different values in a batch unit field are not included in the same batch unless the Family
Field would override this.

Note: A common batch unit field is custodian. However, you can use any single choice, multi-choice, single
object or non-relational and non-system fixed length text field.

Note: If you select a Batch Unit Field option and a Family Field option, batches will assign documents up to
the Maximum Batch Size for the Batch Unit Field using only parent documents. Once the parent documents
have been included, the family documents are then added to the batch. For example, if you have a Max Batch
Size 0of 100, and choose Record Type for the Batch Unit field, up to 100 documents with unique family iden-
tifiers are added to the batch first, and then the respective family documents are added afterward. This can
cause larger batches than using the Family Field alone.

When using multiple choice fields for the Batch Unit Field, the choice values must be the same in order for them
to be grouped in a batch. If the combination of choices is unique enough for the choice values, Relativity
batches the documents into separate batch groups.

e Family Field—you can select your workspace group identifier. Documents in a family group are not split across
batches, even if their batch unit field differs.

Note: When you select a value for Family Field, the resulting number of documents within each batch may be
larger than the value for the Maximum Batch Size field. For example, if you set the maximum batch size to
100, the first 100 documents that the batch source returns puts into the first batch. After this is done, any fam-
ily members to the documents in the first batch are then included in that batch. This may result in the batch
being larger than 100. Depending on the size of your family groupings, the size of your batches may vary sig-
nificantly.

* Reviewed Field—an optional field that you can select from any yes/no, single-choice, or multi-choice field from
the drop-down menu. Based on your selection, a tally is kept of how many documents in the batch have been
reviewed. The batch set monitors the field you specify as the Reviewed field. It also increments a count for each
document in the batch that has been coded with a value for that field.

e Auto Batch—enables the system to automatically generate batches.
» Disabled—the default, which enables standard manual batch processing.

e Enabled—automatically generates batches according to the settings below.

e Minimum Batch Size—only available if Auto Batch is enabled. This is the smallest possible number of doc-
uments in a batch.

e Auto Create Rate—only available if Auto Batch is enabled. This represents how often, in minutes, the system
attempts to create batches.
Newly created batches appear on the Review Batches tab. Any users with access to the Review Batches tab
will be able to see any batches that they have permissions for.

Note: With auto batching enabled, the Relativity service account runs the saved search specified as your
batch data source. The Relativity Service account is a system admin account.

Admin Guide



4.2.3 Batch Set console

Once you save your batch set, the Batch Set console displays the following options:

» Create Batches—creates the batches based on the entered settings. Created batches display on the bottom
half of the batch set details page.

« Purge Batches—deletes any batches associated with the entire batch set.

« View Batch Summary Report—displays the Batch Summary report. This field is only enabled after you have
created batches.

« Refresh Page—refreshes the page.

[ Delete H Back H Edit Permissions H View Audit

Batch Set Information BATCH SET

Manage Batches
Name Weyland Reviewer Batch Set Batch Unit Field

Maximum Batch Size 50 Family Field _

Report
View Batch Summary Report

Batch Prefix WB Reviewed Field
Batch Data Source  All Documents
Refresh Page

Auto Batching

Auto Batch No
Minimum Batch Size

Auto Create Rate (minutes)

Auto Batching Status

Status
Documents to be Batched
Last Successful Run

Last Error Reported

Other

Note: Previously created batches do not update to include new properties. For example, if you create batches with
a batch size of 500 and then need to lower the size, you should purge the existing batches. You can then make any
changes and recreate the batches. You will lose any existing data in the original batch set when you purge those
batches.

4.2.4 Auto Batching Status

This section displays on a batch after it has been created to help you track the status of auto batching. The following
options display:

o Status—displays the current status of the batch: Pending, Processing, Error or Finished

¢ Documents to be Batched—displays the remaining documents that do not meet the minimum batch size. You
must manually create a batch for these remaining documents.

o Last Successful Run—the date and time stamp of the last successful batch run.

e Last Error Reported—the date and time stamp of the last error that occurred.

4.3 Deleting an individual batch

To delete an individual batch using the Delete mass operation, do the following:
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1. Navigate to the Review Batches tab.
2. Select the individual batch you would like to delete from the list.

3. Select Delete from the mass operations drop-down menu in the bottom-left.
A pop-up window displays.

4. Click Delete in the pop-up.
The selected batch is removed.

4.4 Deleting a batch set

Use the following procedure to delete a batch set.

1. Navigate to the Batch Set tab.
2. Select the checkbox next to the batch you want to delete.

3. Select Delete in the mass operations drop-down menu, and click Go.
A confirmation message appears.

4. Click OK.

For more information, see Mass delete on page 326.

4.5 Searching for documents not in existing batch sets

In some cases, you may need to search for all documents not included in a batch set. To properly search for
documents not included in a batch set, use the following search criteria:

e Field: Batch
e Operator: not these conditions

e Value:
¢ Field: Batch::Batch Set

e Operator: any of these

e Value: select all existing batch sets

Documents included in the batch sets you select for the Batch::Batch Set field value are excluded from your search
results.

Note: If you want to run a search that excludes only certain batch sets select these conditions as the first operator.
Select none of these as the second operator. Documents belonging to more than one batch set may return in your
search results. Using this combination of search operators returns documents that belong to any batch set you don't
specify in the Batch::Batch Set value.

4.6 Assigning batches and checking batches in and out

Any batches you or another user create for your account appear in the Review Batches tab. You can control which
batches reviewers see by:

e Applying views to the batches tab, creating any list of batches you’d like to see. You can restrict these views.
e Securing batch sets, where you can then assign permissions to all batches in a batch set.

e Securing individual batches.
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You can also restrict the Batches tab so only workspace managers and system admins can see it. In this model, a
system admin or a user with Assign Batch permissions would need to check out batches to reviewers as needed.

Note: Reviewers can assign batches to other reviewers with the Assign Batches permission. Reviewers without this
permission can only check out batches for themselves. By default, reviewers don't have this permission.

4.6.1 Assign a batch or check a batch out

To check out batches, perform the following steps:

1. Click the Review Batches tab.

2. Click Edit next to the batch you want to check out.
Depending on permissions, you might see a drop-down menu where you can select other users to assign
batches to. If the drop-down menu is not available, you can only check out batches for yourself. You can't check
out batches that another user has checked out.

3. Click Check Outto assign the documents in the batch to the selected reviewers. Once you assign batches, the
Batch::Assigned To field contains the reviewer's name.

Note: System admins can't check out batches using the Me link.

Reviewers can check out batches one at a time but they may assign multiple batches to themselves or others as
needed. A batch may also be checked out for as long as desired. Reviewers need to check in the checked out batch
as Completed or Pending before they can check out another. A batch that has been checked in as completed can still
be checked out again.

4.6.2 Reassign a batch or check a batch in

A batch can be checked in at any time including when you have finished reviewing all of the documents in a batch. To
check a batch in, perform the following steps:

1. Navigate to the Review Batches tab.
2. Click the Edit icon in the row of your desired batch.

3. Select one of the options on the Batch Edit pop-up. Depending on permissions, you might not see the Reassign
To button.

e Check in as pending - you can check in the batch as pending for the assigned user.

e Check in as completed - you can check in the batch as completed for the assigned user.

Note: You can select the Check in as completed option even if not all of the documents have been
reviewed.

e Reassign - you can assign the batch to another user.

4.7 Building views for checked-out documents

4.7.1 Build a checked-out documents view

You can build views for a reviewer to see only their checked-out documents that either have not been reviewed yet or
have already been reviewed. We recommend creating or designating a field for coding documents before completing
these steps.
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Navigate to the Views tab.
Click New View.

Complete the required fields. See Views on page 632 for more information.

Click Conditions.

Click the + Condition button.

On the Add Condition - Select Field modal, select Batch from the list.

Click the arrow next to the Batch button and select Batch::Assigned To from the list.
Click on the operators drop-down menu and select is logged in user.

Click Apply.

Click the arrow next to the Batch button and select Batch::Status from the list.

. Click on the operators drop-down menu and select any of these.

. Select the In Progress option from the list and click the Move selected from left to right icon.

. Click Apply.

. Click the + Condition button.

. On the Add Condition - Select Field modal, select the field you use for coding decisions from the list.

. Select is not set from the operators drop-down menu to create a view of unreviewed documents or select is

set from the operators drop-down menu for a view of reviewed documents.
Click Apply.
Click Save.

Optionally, repeat these steps and choose the alternate option for step 16 to create both an unreviewed and
reviewed view for checked-out documents.
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5 Choices

Choices are the predetermined values that you apply to single and multiple choice list fields. With the necessary
permissions, you can create choices for workspace fields and admin fields.

In a workspace, you use choices in coding fields to allow users to record decisions on a document. For example, a
Responsiveness field might have choices like Responsive, Not Responsive, and Not Sure. You can add and edit
workspace choices directly within Field forms and the Choices tab. Within the Field forms, any saved single or multiple
choice field contains the choice editor, so you can create and manage choices directly within the field. Within, the
Choices tab you may also add single or multiple choices, reorder choices, and create parent and child choices.

From Home, choices are predetermined values applied to pre-workspace objects, such as workspaces, clients, and
matters. These choices function the same as choices within a workspace.

5.1 Accessing the Choice editor

With the Choice Editor, you can add and edit choices from the Fields tab, the Choices tab, and layouts.

5.1.1 Accessing the Choice editor from the Fields tab

To access the Choice editor from the Fields tab:

1. Navigate to the Fields tab.

2. Click on the Name of an existing single or multiple choice field or create and save a new single or multiple
choice field.

3. Locate the Choice editor in the Choices section on the Fields form.

Choices | Add Choice + Add List of Choices Reorder A-Z % |1 20f2 |10+ perpage 2

Choice Name

Filter
Relevant
Not Relevant

-+ Add Choice

All

5.1.2 Accessing the Choice editor from the Choices tab
To access the Choice editor from the Choices tab:

1. Navigate to the Choices tab.
2. Click Edit next to a choice.

3. The Choice editor opens.
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Choice Settings

Object Type  Document

Field Confidential

Name* | Confidential

Order* | 10 View Order [4

Relativity Application
Keyboard Shortcut ~ Alt+8 Clear

Keywords

Notes

5.1.3 Accessing the Choice editor from layouts
To access the Choice editor from layouts:

1. Open adocumentin the Viewer.
2. Click Edit on the layout.

3. Click Manage for the field that you want to add another choice.
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Coding Layout v

‘ Save & Next H Cancel ‘ Review Co.. « &

First Pass Review

Control WEY0000002644
Number
Responsive * Non-Responsive
Responsive
Responsive - Privileged Redacted
Privileged
Needs Further Review

Technical Issue

Manage

The Choice Editor opens.

5.2 Permission considerations for the Choice editor

In order for a group to be able to edit and add choices, you must grant them Edit and Add permissions on the Choice
object.

If the Add Field Choice By Link box is checked, users can view the Choice editor through the Manage link on the
layout, but they still cannot edit and add choices without those permissions.

Field

[¥] Add Field Choice By Link
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First Pass Review

Control WEY0000002644
Number
Responsive * Non-Responsive
Responsive
Responsive - Privileged Redacted
Privileged
Needs Further Review

Technical Issue

Manage

5.3 Adding choices

Using the Choice editor, you can add a single or multiple choices to a field.

5.3.1 Adding a choice from the Fields tab
To add a choice from the Fields tab:

1. Navigate to the Fields tab.

2. Click on the Name of an existing field or create and save a new single or multiple choice field.
3. Locate the Choice editor in the Choices section on the Fields form.
4

. Click Add Choice at the top or bottom of the Choice editor.
Enter the name of the choice you want to add. The new choice is automatically saved.

5. (Optional) Click Details to customize the choice, and then click Save. See Choice detail fields on page 122.

5.3.2 Adding a choice from the Choices tab
To add a single choice from the Choices tab:

1. Navigate to the Choices tab.

2. Click New Choice.

3. Inthe Field section, select an Object.

4

. Inthe Field section, select a Field that you want to associate the new choice with. The Choices section
appears.

o

In the Choices section, click Add Choice.
6. Enter the name of the choice you want to add. The new choice is automatically saved.

7. (Optional) Click Details to customize the choice, and then click Save. See Choice detail fields on page 122.
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5.3.3 Adding a choice from a layout

To add a choice from a layout:

-_—

. Under the field that you want to add a new choice, click Manage. The Manage Choices window opens.
Click Add Choice or Click to add a choice.

(Optional) Click Options to customize the choice, and then click Apply.

Click Apply.

A w0 DN

5.3.4 Adding multiple choices

To add many choices:

Note: You can't create more than 300 choices at one time. If you attempt to create more than 300 choices at one
time, then only the first 300 choices get created.

1. From the Choice editor, click Add List of Choices. The Add List of Choices textbox appears.

2. Enter each choice on a separate line. You can also copy and paste a large list of choices, but ensure each
choice is entered on a separate line.

3. (Optional) To create families of choices, use hyphens at the beginning of each separate line. Each hyphen rep-
resents a level between parent and child choices. If a choice contains a hyphen, but there is no parent relation,
a warning will display.

4. Click Save.

Choice Name

Filter

A

Al
A1.1
A1.2

A2
A2.1
A2.2
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5.4 Editing choices

After you create a choice, you can edit the name and the details of the choice using the Choice editor.

5.4.1 Editing choice names
To edit the name of a choice:

1. Navigate to the Choice editor. See Accessing the Choice editor on page 117.

2. Click on the name of the choice that you want to rename.

3. Enter the new name of the choice. The new name is automatically saved.

5.4.2 Editing choice details

To edit the details of a choice:

1. Navigate to the Choice editor. See Accessing the Choice editor on page 117.

2. Hover over the name of the choice that you want to edit.
3. Click Details.
4
5

. Modify the details of the choice. See Choice detail fields below.

. Click Save.

5.5 Choice detail fields

The Choice Details editor has two tabs: Choice Settings and Advanced Settings.

Choice Setting tab fields include:
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Choice Details

Choice Settings Advanced Settings

Name* | Responsive

Order* | 200 View Order 4

Relativity Application
Keyboard Shortcut  Ctrl+R Clear

e Order - a number that represents the position of the choice in relation to the field's other choices. The lower the
number, the higher the position on the list. Pane order can be any positive or negative integer, but you can't use
decimals.

e Parent choice - sets the parent choice.

* Relativity Applications - associates an existing application in your workspace to the new choice, in order to
link to Relativity Dynamic Objects. See Building Relativity applications.See the Applications section in the
Admin guide.

» Keyboard Shortcut - designates a keyboard shortcut for the document choice you're editing or creating. You
can use the shortcut to code and edit documents in the Viewer. You need to be in edit mode before you can use
keyboard shortcuts for choices. This setting is only available for document fields and consists of the following
checkboxes. You have to use Ctrl and/or Alt or you get an <Invalid Keyboard Shortcut> warning next to the Key
drop-down field:

e Ctrl - sets the Control key as part of the combination used to trigger the keyboard shortcut.
e Alt - sets the Alt key as part of the combination used to trigger the keyboard shortcut.
« Shift - sets the shift key as part of the combination used to trigger the keyboard shortcut.

» Key - sets the key you want to use in combination with the key specified in one or more of the check-
boxes (Ctrl, Alt, and Shift).
A pipe character and the keyboard shortcut appear next to the name of the choice when you create a keyboard
shortcut.

Advanced Settings tab fields include:
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Choice Details

Choice Settings Advanced Settings

Keywords

Notes

» Keywords - keywords associated with the choice.

e Notes - any notes, such as a description, that you want associated with the choice.

5.6 Deleting choices

To delete a choice:

1. Navigate to the Choice editor. See Accessing the Choice editor on page 117.

2. Hover over the name of the choice that you want to delete.
3. Click Delete.

You can also delete multiple choices using the Delete mass operation from the Choices tab.

5.7 Performing mass operations on choices

You can perform mass Copy, Delete, and Export to File on choices from the Choices tab.

11 O Document
Copy
12 0 Doc
Delete
13 O . Doc| Export to File
All 931 - Copy ”~
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Notes:
« If you apply a mass operation on a parent choice, the mass operation is not automatically applied to the child
choice.

* When deleting a parent choice in the Choice editor, Relativity also deletes the children.

e When using mass delete from a list page, you must delete all the children choices of a parent choice first
before you can delete the parent choice.

5.8 Organizing choices

Using the Choice editor, you can reorder choices and create families of choices.

5.8.1 Dragging and dropping choices

To reorder choices, click the choice row you want to move and drag and drop the choice to the desired position. A blue
bar appears in the position where the choice is moved to.

5.8.1.1 Creating choice families

Using the Choice editor, you can create choice families by nesting choices to create a parent choice. When a child
choice is selected in a layout, the parent choice is automatically selected as well. A dotted gray line connects the
parent choice to its children. In the screenshot below, Fossil Fuels is the parent choice of child choices, Petroleum
and Natural Gas.

Choices —+ Add List of Choices Reorder A-Z B 1 -60of 6 10w | perpage (<)) 7

Choice Name

Fifter
Power
Fossil Fuels
Petroleum
Natural Gas
Solar
Wind

~+ Add Choice

All - Copy Changes saved automatically

Note: You can only nest multiple choice field types.

To create a child choice, click the choice row and drag the choice into a preexisting choice. The preexisting choice
becomes the parent choice. A double blue bar appears under the new parent tab where the child tab is moved to.
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Choices Add Choice ~+ Add List of Choices Reorder A-Z Y 1 -50f 5 10~ perpage (LGB s

Choice Name

Filter

Power

Fossil Fuels —— -m"m-%z

Solar

Wind
% [ Petroleum =+ Add Child Choice 8¢ Details ] Delete

<+ Add Choice

All - Copy Changes saved automatically

5.8.2 Alphabetizing choices

You can also alphabetize choices, parent choices, and child choices. To reorder choices in ascending alphabetical
order, starting with A, click the Reorder drop-down menu and select Reorder A-Z. To reorder choices in descending
order, starting with Z, click the drop-down on the reorder button and click Reorder Z-A.

Notes:
* You must have edit permissions for the field to reorder choices. If you don't have edit permissions for the field,
the Reorder A-Z button will not appear in the Choice editor.

* Once you alphabetize the choices you can also rearrange choices within the sort. The alphabetize button will
not automatically re-alphabetize the choices if you move choices individually.

5.8.3 Reordering top level choices

You can reorder top level choices in the Choices List using the Sort top level choices feature. You can use this
method to edit the sort order of choices according to your preferences without manually editing each choice directly.
This only reorders top level choices, not nested choices.

Follow these steps to Sort top level choices:

1. Click Select All Choices. The Choices List opens.

2. Click the Sort Top Level Choices link in the Sort Top Level Choices column for the field whose choices you
want to reorder.

3. Selecta choice in the Order for codes of type window.
4. Use the Move Up or Move Down buttons to order your choices.

5. Click Save.

Note: Itis a suggested practice to order your choices in multiples of 10 so that it is easier to insert more choices in
your intended order in the future. If you enter choices with orders that are not in multiples of 10 and use the Sort top
level choices feature to reorder your choices, then Relativity automatically reorders all previously entered order num-
bers in multiples of 10.
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5.9 Fields in workspaces

Field - the single choice or multiple choice list field in which you want the choice to appear.

Name - the choice value that appears to users. For example, if you want the choice to read "Responsive," name
it "Responsive." Choice names can be up to 200 characters.

Order - a number that represents the position of the choice in relation to the field's other choices. The lower the
number, the higher the position on the list. ltems that share the same value appear in alphanumeric order. Pane
order can be any positive or negative integer, but you can't use decimals.

Note: We recommend setting the tab order by 10's, starting with 10, then 20, 30, etc. Numbering in groups of
10 lets you later insert an item into any position without reordering all items (e.g., 10, 20, 25, 30, 40).

Parent choice - when you create a sub-choice, you can select a parent choice under which the current choice
appears. Be aware that once you set your family of choices and tagged values, editing a parent choice causes
inconsistencies.

Note: If you need to change a parent choice, create a new choice family, mass edit the applicable doc-
uments, and then remove the old choice.

Relativity Applications - associate an existing application in your workspace to the new choice, in order to link
to Relativity Dynamic Objects. See Building Relativity applications.See the Applications section in the Admin
guide.

Keyboard Shortcut - designates a keyboard shortcut for the document choice you're editing or creating. You
can use the shortcut to code and edit documents in the Review Interface. You need to be in edit mode before
you can use keyboard shortcuts for choices. This setting is only available for document fields and consists of
the following checkboxes. You have to use Ctrl and/or Alt or you get an <Invalid Keyboard Shortcut> warning
next to the Key drop-down field:

e Ctrl - sets the Control key as part of the combination used to trigger the keyboard shortcut.
e Alt - sets the Alt key as part of the combination used to trigger the keyboard shortcut.
» Shift - sets the shift key as part of the combination used to trigger the keyboard shortcut.

» Key - sets the key you want to use in combination with the key specified in one or more of the check-
boxes (Ctrl, Alt, and Shift).

5.10 Admin choices

From Home, choices are predetermined values applied to pre-workspace objects, such as workspaces, clients, and
matters. These choices function the same as choices within a workspace.

To create or edit an admin choice:

1.
2. Click the Choices tab.
3.
4
5

Click your name in the upper right corner of Relativity and click Home.

Click New Choice. If you want to edit an existing choice, click the Edit link next to the Choice name.

. Complete the fields on the form. See Admin fields on the next page.

. Click Save.
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5.10.1 Admin fields

» Field - sets the type of admin choice. You can select one of the following options:
e Case status - choices available in the Status field on workspace objects.

« Client status - choices available in the Status field on client objects.

o dtSearch Index Share Location - choices available in the Index share field on dtSearch index objects.
» File location - choices available in the Default file repository field on workspace objects.

« Matter status - choices available in the Status field on matter objects.

e Processing Source Location - choices available in the Select source for files to process field in pro-
cessing set objects.

e User type - choices available in the Type field under user information for user objects.

¢ Name - the choice value that appears to administrators. For example, if you want the choice to read "Internal,"
name it "Internal." Choice names can be up to 200 characters.

e Order - a number that represents the position of the choice in relation to the field's other choices. The lower the
number, the higher the position on the list. ltems that share the same value appear in alphanumeric order. Pane
order can be any positive or negative integer, but you can't use decimals. You can click the View Order button to
access the order of other choices.

Note: We recommend setting the tab order by 10's, starting with 10, then 20, 30, etc. Numbering in groups of 10 lets
you later insert an item into any position without reordering all items (e.g., 10, 20, 25, 30, 40).

You can also add or edit an admin choice on the Choices tab. See Adding choices on page 120.
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6 Clients

Clients are companies or organizations. In Relativity, link clients with associated users, matters, groups, and
workspaces.

6.1 Creating or editing a client

To create a client or edit information for an existing client, perform the following steps:

1. Select the Clients tab and then click New Client to create a new client, or click Edit next to the client whose
information you want to edit. The New Client form appears.

Note: If your Clients tab view list does not contain the Edit field, you can add it.

2. Complete the fields on the form. See Fields below.

3. Click Save. You can optionally enable tenancy on the client.

6.1.1 Fields
The following fields display on the Client Information form. Fields in orange are required.

* Name - the name of the client. The name must be between 1 and 210 characters.

e Client Number - the billing number for the client. This value must be between 1 and 50 characters.

e Status - the current status of the client. The default options are active or inactive, but you can add any status
value. Use the status value to organize and display lists of clients using Relativity views. See Views on

page 632.

6.2 Enabling client domains on a client

Note: You cannot convert an existing client to a client domain.

To request a new client domain, you must submit a RelativityOne request via the Community site by navigating to the
Support tab and then RelativityOne requests (as detailed in the following knowledge article). Please note that the
Client Domain creation process takes 3 business days. If an Utility Server was requested, you will also be contacted
with the following information:

e |P address to the new client domain Utility Server.

e Client domain user credentials to the new Utility Server.

The following things occur automatically after client domains are enabled:

e The system creates a new Everyone - [Client's Name] group and adds that group to the client domain. Only
users whose client field is set to the client domain are included in the client domain everyone group. The system
also removes those users from the default Relativity Everyone group. A system admin can add any users to any
group regardless of client domain status.

Note: The Everyone - [Client's Name] group should not be assigned as the workspace administrator group
for a given workspace that is part of a Client Domain.
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e The system creates a unique copy of all resource pools associated with any workspaces under the client
domain.

Note: Permissions assigned to groups override client domain isolation. If a non-client domain group has per-
missions to see a client domain's workspace or users, then those non-client domain users in the non-client
domain group can still access client domain items. Enabling client domains does not change previously con-
figured item level security settings applied to any objects within the client domain.

e The system creates a client domain admin group that permits its members to perform admin operations within
the client domain.

e The Billing statistics - RelativityOne - case rollup and Billing statistics - users reports include columns called Cli-
ent Domain Name and Client Domain Artifact ID. These columns display client name and artifact ID when you
enable client domains for a client.

Note: After enabling client domains, system administrators needing to make group or permission changes
should be extra cautious and thoroughly investigate the potential impact to client domain separation before
implementing any new group/permission changes.

Admin Guide



7 Dashboards

When you've created a page configuration you'd like to preserve, you can create a customized dashboard. You can
save multiple dashboards to quickly change the page configuration. The item list and any widgets on the dashboard
will update automatically in response to filtering or searching. Dashboards only report on data within the workspace

you are in.

Note: For a list of dashboards that provide an effective starting point for administrators to help review teams
visualize their data set, see Common commonly-used dashboards in the Admin Guide.
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The page initially appears with the folder browser on the top left, the search panel on the bottom left and the item list to
the right. Within this new framework, you have multiple options for customizing your display.

You can resize, move, or collapse any panel on the page, including any widgets you create.
» Toresize any panel, hover over the line separating the item list from the panel until you see the mouse pointer
change to horizontal arrows, then click and drag.

e To move, hover over the top of the panel until you see the Multi-Direction Cursor icon. Then, click and drag the
panel to the new location.

e To collapse the search panel or browser pane, click the Collapse icon. Once collapsed, click the Show
Browser Panel icon to restore the browser pane or the Show Search Panel icon to restore the search panel.

Additionally, you can drag and drop panels to rearrange on the page. Click any panel and drag it to a new location. The
other panels will automatically move to accommodate the panel you're dropping.
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Dashboards and widgets can be copied over to newly created workspaces if they are part of a template. Dashboards
only report on data within the workspace you are in if data is loaded in the workspace.

Note: You must have the correct workspace permissions to add, edit, or save a dashboard and to save pivot
widgets to your dashboard.

You can also export individual Pivot widgets to Excel or to PNG format from each widget's context menu. See
Exporting a Pivot widget in the Admin Guide for more information.

Note: To enable the Add Widgets button and Pivot functionality for an Relativity Dynamic Object (RDO), you must
select Enabled for the Pivot property in the Object Type Information section for the object.

7.0.0.1 Creating a dashboard
To create a dashboard:

1. Click the Dashboards drop-down menu in the top right corner of the screen.

Note: You can only access the drop-down if Pivot is Enabled for the given object type.

2. Click New Dashboard to save the current page configuration as a new dashboard.

3. Enter a name and an order number for the dashboard.

Note: The dashboard with the lowest order number will appear by default when you log in to Relativity.

7.0.0.2 Adding widgets to a dashboard
You can add the following widgets to customize your dashboard:

e Pivot charts and tables—you can use Pivot to summarize data in tables or charts to visually analyze trends in
your data.

e Cluster visualizations—on the Documents tab, you can use Relativity Cluster Visualization to render your
cluster data as an interactive visual map by adding a Cluster Visualization widget. This offers you a quick over-
view of your document cluster sets and quickly drill into each cluster set to view sub-clusters and conceptually-
related clusters of documents. Please note that there may be only one cluster visualization widget per dash-
board.

e Communication Analysis—after running the name normalization operation within structured analytics, you
can use this widget to visualize communication frequencies, patterns, and networks between the entities linked
to the documents in the view.

Note: When you reach the maximum number of widgets allowed on a dashboard, the Add Widget button will be
grayed out and a tooltip displays when you hover over it that lets you know the reason you cannot add any additional
widgets to your dashboard. This is controlled by the MaxNumberDashboardWidgets instance setting.

7.0.0.3 Saving changes to a dashboard

You can also make changes on the fly and save a dashboard with the changes. If a dashboard has not been saved, an
orange notification displays in the Dashboard drop-down menu until it is saved.

1. Click the Dashboards drop-down menu in the top right corner of the screen to display the list of dashboards
available on the current tab.

2. Click Save to save the changes to the existing dashboard. Click Save As to save the page configuration as a
new dashboard, and then enter a Name and Order number.

Note: If a dashboard is part of a locked application, the option to save the dashboard is unavailable.
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7.0.0.4 Deleting a dashboard
To delete a dashboard from the current tab you are in, click the Delete icon to the right of the dashboard you want to
delete in the Dashboards drop-down menu.

Click Delete in the Delete Dashboard Confirmation pop-up window to delete the dashboard.

Note: If a dashboard is part of a locked application, the option to delete the dashboard is unavailable.

7.0.0.5 Renaming a dashboard
To rename a dashboard:

1. Click on the Edit icon next to the name of the dashboard in the Dashboard drop-down menu.

2. Enter a Name and an Order number for the dashboard. The order number controls the order in which the dash-
board displays in the list.

3. Click Save to save your changes.

Note: If a dashboard is part of a locked application, the option to edit the dashboard is unavailable.

7.0.0.6 Filtering a dashboard

You can narrow the content in a dashboard so that only the results of a single field displays by double-clicking on a bar
in a bar chart or a portion of a pie chart. Alternatively, you can narrow the content in a line graph by clicking on a node
or to filter the results in a table, click on a field and then click Accept.

To clear the filters on a dashboard:
1. Ensure the search panel is expanded. [fitis hidden, click on the Show Search Panel icon in the upper-left.
2. Ensure that the Auto-run field in the search panel is enabled.

3. Click Clear All Conditions.

7.0.0.7 Exporting a dashboard

You can export the pivot charts and cluster visualization images on your dashboard to Microsoft Excel. The charts can
then be modified as needed in Excel. Cluster visualization images cannot be modified using Excel, however, since
they are a PNG image of the visualization.

Note: Exporting to Excel functionality does not require Microsoft Excel to be installed (except for viewing of the
exported file).

To export your dashboard to Excel:

1. Onyour current dashboard, click the Export button to the right of the Dashboard drop-down to export your dash-
board with the currently selected export format settings.
Alternatively, click the drop-down arrow to the right to make the following export format setting selections, and
then click the Export button at the bottom of the drop-down menu. By default, all listed items are selected, but
the individual selections that you make persist until you change them.

e Dashboard name - selecting this means the name of the dashboard will be included in the export.

» Export date and time - selecting this means the date and time of the export will be included in the
export.

e Show data worksheets - selecting this means the data for the individual widgets will be included in the
export (and you can then modify this data).

* Relativity logo - selecting this means the Relativity logo will be included in the export.
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e User Name - selecting this means the username that created the export will be included in the export.

¢ View Name - selecting this means the name of the view from which the export was generated will be
included in the export.

e Workspace Name - selecting this means the name of the workspace will be included in the export.
Relativity will automatically generate and download the new Excel workbook locally for you.
2. Click on the new Excel document that was downloaded locally to open it.

Note: If you export a scroll-able table widget, it will not be shown on the Full Dashboard worksheet tab.
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3. You can modify the data on the relevant worksheet for the chart and all the charts including the Full Dashboard
worksheet update to reflect the modified data using Excel's built in chart functionality. Furthermore, the data
table is sortable and filterable—the chart will reflect the data listed in the table. You can refer to user doc-
umentation on how to use charts in Microsoft Excel for more information on modifying these charts for other pur-
poses.

Note: You cannot modify any cluster visualization using Excel, since this is just a PNG image of the visu-
alization.
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Note: You can also export individual Pivot widgets to Excel or to PNG format from each widget's context menu. See
Exporting a Pivot widget in the Admin Guide for more information.

7.1 Commonly-used dashboards

This topic provides recommendations for the fields to group by and pivot on to create some commonly used
dashboards in your case life cycle.

With these dashboards, you and your case team will be better equipped to explore and prioritize your review, identify
patterns and trends across custodians, and develop better review strategies with real-time insight.
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8 Add Widget | | .

- Dashboard

Document List
Qc Dashboard
Custodian Info
Data Load QC

Database Stats

Privilege Review/QC
Review Prioritization
Review Progress/QC
Reviewer Stats
Search Term Review
Data Visualization
Production QC

Review Status

Document Characteristics

Post Production Review

Pre-Production Review

rs

Use the examples described below to generate ideas for dashboards you may want to create in your cases.

Note the following:

e The fields described here may differ in name than what you see in your workspace.

* When adding a widget, you cannot select fields that have not been enabled for pivot on or group by; you must
manually enable those fields in order to select them. If those fields are part of a locked application, you must

unlock it in order to edit them.

» A widget will not render if the included fields do not contain any data. For example, if you attempt to create an

STR-based dashboard without having run STR on key terms, you will see the following:

Unable to render chart

This chart did not return any results. Please verify
that selected fields contain data.
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7.1.1 Communicators

If you've run name normalization and want to create a Communicators dashboard within the Entities tab, group by and
pivot on the following fields:

e Group by Aliases: Domain
e Group by Aliases
» Group by Classification

e Group by Entity To

s
Review Library Active Learning Projects Batch Sets Translate Jobs Entities Redact ~
oo EEEER | veies - [ Add Widget | /A Communicato.. ‘ [
v Aliases::Domain = v Classification =
B enron.com nz Custodian — ... 50
. aol.com 7 ® Communicat 42
B swbellnet 6
4565%
B jeborg 6
54.35%
pgn.com 3
B email.msn.com 3
ect.enron.com 2
. _ - — 4
~ Entity To = ~ Aliases =
YV %kl T
i I —
|1 |-wofzs  [10 | perpage
20 — —
3 [[] aliases Grand Total
2
= .
-:. 10 [J carson, Mike 1
© [J <Tracy.Geaccone@enron.com> 1
RELO000009... RELO0O0O0A... RELO000010.. RELOO00010.. RELOO00010.. RELOO00009.. RELOO0000S.. RELOOOOQ09.. RELOO0OOOS...
[] Badeer, Robert 1
Entity To
@ Grond Tota [} Haedicke, Mark 1
[ Mark.E.Haedi ron.com [Mark. EH com] 1

7.1.2 Data Load QC
To create the Data Load QC dashboard, group by and pivot on the following fields:

e Group by Custodian
e Group by Custodian and pivot on Sort Date (Year)
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- I [ No Related Items - @3 Add Widget /\ Data Load QC - -
earch-All Docs v nter search terms earcl lear
dtsearch - All D Bl | ent ht Qseach @ cCl > @
F
~ Sort Date/Time by Custodian = ~ Custodian =
Zufferl, John | — ° i i
— 2,500
£ BaughmanDon}f — °
=
] 2,000
3 - -
Black, Natasha 2 1500
£
-
H
S 1,000
Bass, Eric 9
0 1,000 2,000 3,000
= 300
Sort Date/Time
W Nov-Ul W UecUl Jan-Uz W ez o
Bass, Eric  Arnold, Joh... Black, Natas... Allen, Paul Baughman, ... Zipper, And... Zufferli, John Germany, C...
B Mar02 B Apr02 @ May-02 Jun-02 < e v
Custodian
B Aug02 Nov-02 B Aug03 8 lu-od
Grand Total
B Nov-0d B Dec4 B s B 05 @ GrandTo
v List MY Gl X I:] -100 of 14,565 per page =
# D Control Number Family Group Custodian Primary Date/Ti... Record Type Unified Title Email From Email To Email CC
[V Filter ] IV Filter ] I?Fifrer ] I (All) v] I (All) v] IV Filter ] I'\.?Fifrer ] I?Fﬁ:er ] I\_f'FMer
1 \:‘ ¢ @ REL0O000000001 RELO000000001 slinger, Ryan 3/13/2018, 8:33 AM Edoc EN446552.MSG e
2 \:‘ ¢ @ RELO000000002 RELO000000002 slinger, Ryan 3/13/2018, 8:33 AM Edoc EN446562.MSG .
3 [] ¢ [ RELO0000000O3 REL0O000000003 Beck, sally 3/13/2018,8:33 AM  Edoc SBECK_0048176.htm
4 \:‘ ¢ [ REL0000000004 RELO000000004 Beck, Sally 3/13/2018, 8:33 AM Edoc SBECK_0048454.htm
-

7.1.3 Database Stats

To create the Database Stats dashboard, group by and pivot on the following fields:

e Group by Native Type
e Group by Extension
e Group by Sort Date

Group by Key Term STR

l All Documents - l l No Related Items - % [#3 Add widget /\, Database Stats E
> b Q dtsearch-AllDocs = | [ | Enter search terms Q search @ Clear >

+ Relativity Native Type

~ STR-Key Case Terms

2907

13.08% \\ W RchTedFor. 9250 _ ' '
3
4 Outlook Email 2,239 £ 5o
T o
W Unknown for.. 1,905 H Trad™ Oil w/2 gas Skilling Fastow
1937 B Microsoft Exc 431 ° STR - Key Case Terms
63.51%
Microsoft W.. 155 @ Grend Total
+ Sort Date/Time = ~ File Extension =
i 0 i 0
3 10000 3 5000
1 1 [
= =
i —_— sy  im_____
© 1980 1990 2000 2010 2020 © MSG TXT XIS DOC HTM PDF EML DAT PPT WAV GIF BIN WPD JPG TNEF VCF WMF DOCX XLT PCX
Sort Date/Time File Extension
®- Grand Total B Grand Total

v List BY %X D—wuona,sas

# D Control Number Family Group Custodian Primary Date/Ti... Record Type Unified Title Email From Email To Email cC Responsiveness Number of Att:
[V Filter ] [7 Filter I [7 Filter I l (all) ~ l l (all) ~ l [v Filter l l? Filter l l? Filter ] lv Filter ] [ (Al vl E]
1 D d @ REL0000000001 REL0000000001 slinger, Ryan 3/13/2018, 8:33 AM Edoc EN446552 MSG 0 s
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7.1.4 Document Characteristics
To create the Document Characteristics dashboard, group by and pivot on the following fields:
e Group by Unprocessable
e Group by Track Changes
e Group by Password Protected
e Group by File Type

e Group by Has Hidden Data - this widget is collapsed in the dashboard example below.

Note: You can collapse your widgets, as seen in Has Hidden Data below. If you save your dashboard with a widget
collapsed, it will remain collapsed.

‘ All Documents - ‘ ‘ No Related [tems - [ Add widget /) Document Ch... - ‘ [
> ) Q dtSearch-AllDocs = | Enter search terms Q search ® Clear >
~ File Type = ~ Password Protected =
2am0n
e ll Rich Text File 9,250 W Encrypied 1
W Outiook Mes.. 2,239
Text- Wester.. 1866
1537% Microsoft Exc 487
A W Microsoft W.. 310
~ Unprocessable = ~ Track Changes =
u No 14,510 Z u
3 1 T
fes 3
e & = Neg 200 400 600 800 1,000
Grand Total
B Grand Total
> Has Hidden Data
v List WY % T |1 ‘—TODOHA,SES ‘mn v‘ per page =
# D Control Number Family Group Custodian Primary Date/Ti... Record Type Unified Title Email From Email To Email cC Responsiveness Number of Att:
|V Filter ‘ |V Filter ‘ |V Filter ‘ | (Al v‘ ‘ (Al v‘ ‘?Fﬁ.‘ter ‘ ‘?Fﬁ.‘ter | ‘?Fiﬂer | ‘?Hﬂer | ‘ (Al v| ‘ = v”? |
1 [] & @ RELO00000000T RELO000000001 slinger, Ryan 3/13/2018,8:33 AM  Edoc EN446552.MSG 0 e~
a
|AII 14,565 - ‘ [ Edit ‘ ~ I l Save Search ] Total: 14,56

7.1.5 Review Prioritization
To create the Review Prioritization dashboard, group by and pivot on the following fields:

e Cluster Visualization Widget
e Group by Key Term STR
e Group by Custodian
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l 3 l l All Documents - l [ No Related Items - [ Add Widget /' Review Prioriti.. ~ l l [t l

> o Q l dtSearch-All Docs  «

Enter search terms Q Search @ Clear > @

~ Cluster :: Concept Search ~ STR-Key Case Terms

B Tad* 251
B Oilw/?2gas 7
B Skilling T

Fastow 2

~ Custodian =
Giron, Carlos
: e
=
]
2 Baughman, Don
3

Bass, Eric
0 500 1,000 1,500 2,000 2,500

Grand Total

B Grand Total

IAIIM,SGS - I l Edit ‘ i l l Save Search l Total: 14,565

7.1.6 Review Progress/QC
To create the Review Progress/QC dashboard, group by and pivot on the following fields:
e Group by Responsive Designation
e Group by Privilege
e Group by Issues
e Group by Key Term STR
e Group by Custodian

e Group by File Extension
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| All Documents - | | Mo Related ems - (g Add Widget /1 Review Progr...
oo Q diSearch- AllDocs  ~ | Bl | Enter search terms Q Search & Clear
~ STR-Key Case Terms = « Custodian =
Ve el
B Oilw2gas T
GIE
W s 7 [] Custodian Grand Total
Fastow 2
! [[] Bass,Eric 2340
|:| Arnold, Johnmy 1,561
|:| Black, Natasha 1,821
[] Allen, Paul 1,074
~ Responsiveness = ~ File Extension =
Ve el
8 [B[En)
2 [] FileExtension Grand Total
5333% [J RF 9,250
[] msc 2239
] ™ 1867
[0 xs 487
> lssues > Privilege
© List BY kT -1000f14,565 perpage [1[1[(IE =
# D Control Number Family Group Custodian Primary Date/Ti... Record Type Unified Title [Email From Email To
< Fiter | |Vn‘.r:er | |v Filter | | (All) v| | (Al v| |vﬁ'ner | |7F|'Jzer | |Vﬁner
1 [] & @ RELO00OO0D0OT REL0000000001 slinger, Ryan 3/13/2018,8:33AM  Edoc EN446552.MSG

»

b

»

7.1.7 Privilege Review/QC
To create the Privilege Review/QC dashboard, group by and pivot on the following fields:
e Group by Privilege
e Group by Privilege Designation
e Group by Privilege Terms STR
e Group by Custodian
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| All Documents - | | Mo Related ltems - [z Add Widget /1 Privilege Revi..
> ] [} B | Enter search terms Q Search @ Clear B
.~ STR- Privilege Terms = ~ Privilege Type =
Ve e T
‘ - : [ [ ] seomm
= [] Privilege Type Grand Total
s 8 [ (blank) 14565
£ |:| Grand Total 14565
~ Privilege = + Custodian =
E 0 E s
E 0 : E 5 N B s - R :
Prvileged-_ Not Privileg._. Bass, Eric  Amold, Joh_. Black Natas_  Allen Paul Baughman, _Zipper, And_. Zufferi John Germany, C Garon, Carlos
Frivilege Custodian
B GrendToul B Gend Towl
s
v List BVl T -1000f 14,565 per page [1][1GI60) =
# D Control Number Family Group Custodian Primary Date/Ti... Record Type Unified Title [Email From Email To Email CC
¥ Fitter | |VFr‘.rzer | |v Filter | | ) v| | (Al v| |Vﬁner | |VF|‘Jrer | |Vﬁner | |VF|‘Jrer
23 D ¢ @ RELODOODODOZ3 RELODO0000023 Benson, Robert 3/13/2018, 8:33 AM Edoc EM032805.MSG e
24 D ¢ @ RELOO0OODO0O24 RELODO0000024 Benson, Robert 3/13/2018, 8:33 AM Edoc EM032827 MSG
25 [1 »~ @ REL0000000025 RELODO0000025 Benson, Robert 3/13/2018. 8:33 AM Edoc ENO32881.MSG .
|AII14—,565 - | | Edit | - I | Save Search Total: 14,5
7.1.8 Search Term Review
To create the Search Term Review dashboard, group by and pivot on the following fields:
* Group by Responsive Designation
e Group by Key Term STR
e Group by Issue Coding STR
e Group by Issues
e Group by Privilege
e Group by Privilege Terms STR
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| All Documents - | | Mo Related ltems - [ Add Widget /% Search Term ...

» ] Q, diSearch- AllDocs = | Bl | Enter search terms Q Search (® Clear b

« Issues = ~ Privilege =

[ [
12
13 100
2N = .
3 2
- 50 ——
3 H —
el —
2000% 13 N et
Privileged-... Mot Privileg...
Privilege
-@ Grand Totzl
~ STR-Key Case Terms = ~ Responsiveness =
[ [
W Tred 251
B Oilw?2 gas 7 200
B Skling 7 'E
- 100
Fastow 2 E
w
] —_—
Non-Respo.. Responzive Needs Furth...
Responsiveness

B Grand Totzl

« List BVl T -3000f 14,565 perpage HEEE =

& D Control Mumber Family Group Custodian Primary Date/Ti... Record Type Unified Title [Email From Email Te
|v Fitter | |fo.r:er | |v Fitter | | (Al - | | (Al v| |vmer | |7Fmer | |vme
201 [] » @ RELODOODDO163 RELO000000163 Allen, Paul 3/13/2018,8:32AM  Edoc EN000014.MSG rs
2 [] » @ RELOODDDDO164 RELO000000164 Allen, Paul 3/13/2018,8:32AM  Edoc EN000015.MSG .
| All 14,565 - | | Edit | i ] | Save Search | Total: 14,54

7.1.9 Pre-Production QC

Note: The production fields in your environment may not be enabled for group by/pivot on, and you may be unable
to manually enable them if the application is locked.

To create the Pre-Production QC dashboard, group by and pivot on the following fields:

e Group by Custodian

* Group by Responsive Designation
e Group by Privilege

e Group by Key Term STR

e Group by Has Images

e Group by Issues
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| All Documents: - | | Mo Related ltems - [ Add Widget /1 Pre-Productio...
> [ O |diSeach-Alibacs ~ | Bl | Enter search terms Q Search & Clear B
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H
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9
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7.1.10 Email Threading

To create the Email Threading dashboard, group by and pivot on the following fields:

Group by Inclusive Email

Group by Inclusive Reason

Group by Custodian

Group by Date Sent (year)

Note: We recommend using your Email Threading view with this dashboard.
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- I [ Mo Related ltems - [ Add Widget /™ Email Threadi... - E
dtSearch - All Docs - El Enter search terms Q Search ) Clear >
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7.1.11 Language Identification

To create the Language Identification dashboard, group by and pivot on the following fields:
e Group by Primary Language
e Group by Docs_Languages::Language

e Group by Custodian

Note: We recommend using your Language Identification view with this dashboard.

- l [ No Related Items - l {8 Add Widget /% Languages - E
dtSearch - All Docs - El Enter search terms Q Search ) Clear >

~ Primary language

+ Docs_Languages::Language

B English 12,561 B English 12,591

Qther 1057 Other 3,054
B Latin 805 B Latn 805
B Unable to id... 84 B French 56

French 22 Danish 41
W Spanich 7 B Volapuk 24
B Chinese 7 B Comican R

~ Custodian =
I n

— 4000

M

2 2000 e
T

=

& - - I s S e s e e -

Bass, Eric Arnold, Joh... Black, Natas... Allen, Paul Baughman, ... Zipper, And... Zufferdi, John Germany, C... Giron, Carlos Hain, Mary
Custodian

@ Grand Total
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7.1.12 Special considerations

e Create a default Document List dashboard (lowest order number) with only the item/document list, no additional
widgets.

e You can only have one Cluster Visualization widget on a dashboard.
* You can create dashboards on other objects.

e Dashboards can be created in your template, so they carry over to your new workspaces. However, some dash-
boards, such as those with search term report widgets or cluster visualization, will need to be created in the indi-
vidual workspace once you've created your clusters and/or STRs.
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8 Fields

Fields store object information, document metadata, and coding choices within Relativity. You can use fields to display
metadata on views and layouts. You can also use fields to create associations between different objects in Relativity.

8.1 Fields permissions

The following permissions are needed to use fields:

Object Security Tab Visibility Other Settings
¢ Field - View, Edit, e Workspace

Delete, Add Admin
« Relativity Application * Fields

- View

8.2 System fields

All Relativity workspaces contain the following system fields:

 Artifact ID—uniquely identifies all database objects in Relativity.

e Batch, Batch::Assigned to, Batch::Batch Set, Batch::Status—stores values related to any document
batches.

B

Document Compare—displays the Document Compare — icon. Use Document Compare to compare the

extracted text of one document to another.

Note: Document Compare is particularly useful when working with groups of near duplicates or conceptually
similar documents.

¢ Control Number—the workspace identifier. You can rename this field.

o Extracted Text—stores any full text or OCR text loaded into Relativity. It is available for searching and as a
radio button in the Viewer.

» Filelcon—an icon representing the document’s Relativity Native File Type.

¢ Folder Name—the name of the folder where the document resides.

Note: This is just the location folder, not the full folder path.

» Has Images—a single choice field indicating whether a document has images.

e Has Natives—a yes/no field indicating whether a document has natives.

* Has Inline Tags—a yes/no field indicating whether a document has a right-click tag markup.
* Relativity Image Count—the number of non-production images associated with a document.

e Relativity Native Time Zone Offset—a numeric field that offsets how header dates and times appear in the
Viewer for emails. If the value in this field is blank or 0 for a document, the date and time appears as Coordin-
ated Universal Time (UTC) in the Viewer.
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If Relativity was used to process the documents, the Native Time Zone Offset field will be populated with
the UTC offset value of the time zone chosen in the Processing profile. For example, documents pro-
cessed to Central Standard Time (CST), would be populated with a value of "-6" because CST is UTC-6.

You can also manually update this field with a whole number, positive or negative, to offset the time from
UTC to the desired time zone in the viewer.

For example, if you have documents that were processed in UTC and you wish to show the time in the
viewer in Pacific Standard Time (PST), you would enter "-8" in the Native Time Zone Offset field because
PST is UTC-8. Note that you can mass edit this field.

The Native Time Zone Offset field controls how the header dates and times for all email messages
appear in the Viewer. This does not apply to images or extracted text in the Viewer. It does not modify the
actual metadata fields associated with these values.

If Relativity is not used to process the documents, the Native Time Zone field will be calculated based on
the date/time information available from the file. When calculating the value of this field, the following
metadata is parsed, in this order:

o [fthe file has an EmailSentOn metadata field, then the Time Zone Offset is calculated based on
that field.

+ [fthe file has an EmailReceivedOn metadata field, then the Time Zone Offset is calculated based
on that field.

 [fthe above two fields do not exist, the LastModified metadata field becomes the default, and the
Time Zone Offset is calculated based on that field.
If none of the fields above exist, the Relativity Native Time Zone Offset field remains empty.

Note: Relativity does not automatically account for Daylight Savings Time. If you need the Viewer to
account for Daylight Savings Time, deploy the Set Native Timezone Offset with DST script from the
Lists section of the Relativity Community. You must be a Relativity admin to deploy this script.

Relativity Native Type—the type of native file loaded into the system. The system assigns this value.
Supported by Viewer—a yes/no field indicating whether the viewer supports the native document.
System Last Modified On—the date and time at which the document was last modified.

System Last Modified By—identifies the user who last modified the document.

System Created On—the date and time when the document was created.

System Created By—identifies the user who created the document.

<Markup Set Name>—created when a user creates a markup set. Its values are:
» Blank when the document has no highlighting or redactions for the markup set

e Has Redactions when the document has redactions for the markup set.

¢ Has Highlights when the document has highlights for the markup set.

Note: If a highlight or redaction is created using a third-party application or script, this field may not
automatically update.

e <Production Name>—created when a user creates a production. This field stores how the document was

added to a production. It is either blank, contains Images Only, Natives Only, or Images and Natives.

e Production Alerts—a yes/no field to warn of any production execution problems
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Note: You cannot edit the Source value for processing fields that are system mapped. For a list of processing sys-
tem fields, see the Processing User Guide.

8.3 Creating and editing fields

To create a new field or edit an existing one:

1. Navigate to the Fields tab in your workspace.

2. Click New Field. To edit a field, click the Edit next to the field's name.

Note: You can add an Edit link to your field list view if it does not already exist.

3. Input and modify field information on the field details page. If you are creating a new field, the Field Information
section must be completed before the remaining sections will display. See Fields below.

Note: You can not change a field's type after creating the field. See Field types on page 160.

4. Click Save to save the field details.
If a field takes longer than ten seconds to be created, a modal appears with an option to cancel the field cre-
ation. This option can be used to limit performance issues in a very large workspace.

8.4 Fields

The fields object includes the following field sections:

¢ Field information

* Field settings

Advanced settings

List and dashboard settings

¢ Choices

8.4.1 Field information

Each field in the Field Information section must be completed before the fields in the remaining sections will display.
The options you select in this section will determine what fields display in the Field Settings and Advanced Settings
sections.

Field Information

Name*
Object Type* | Document -
Field Type* -

Select an Object Type and Field Type fo see refevant settings
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« Name—the field’s name. This must be between 1-50 characters.

» Object Type—determines which object Relativity uses to classify the field.
* You create object types in the Object Type tab.
 If you are not sure which Object Type to select, ask “What object do | want to add information to?” The

answer is your object type. For example, if you want your new field to store information about a doc-
ument, select Document.

Note: You can create new objects within Relativity. These dynamic objects are securable, non-doc-
ument objects within your workspace. By connecting objects to each other you can create powerful cus-
tom applications within your workspace.

» Field Type—determines the field’s functionality and presentation. For example, a Yes/No field type indicates
that the reviewer must choose a value of either yes or no to edit the field.

» Associative Object Type—an object that the single object or multiple object field type uses to create a rela-
tionship. The objects selected in the Object Type and Field Type options determine the available associative
object types.

8.4.2 Field settings

The fields in this section depend upon which options you selected in the Field Information section. You may see any of
the following options in this section:

Field Settings * Advanced Settings

Maximum Length* | 50
Required
Include in Text Index

Identifier

e Available in Field Tree—places the field and its choices in the Field Tree browser.
 This field defaults to no.

e Thisfield is only editable for Document object type fields. The field type must be one of the
following: single choice, multiple choice, single object, or multiple object.

« Available in Viewer—displays the field in the viewer. The user can then check text against the original doc-
ument or image. This setting is only editable for long text fields with a Document object type. If set to Yes, the
field is available in a drop-down menu on the Extracted Text setting in the viewer.

Note: Copies of reflected fields are not available in this drop-down menu. If you select an empty long text
field in the viewer, the viewer displays a blank page.

« Default Overlay Behavior—defines how Relativity handles multiple choice or multiple object fields when
importing a load file.
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8.4.2

» Merge Values—merges previous values with load file values.

e Replace Values—removes previous values and replaces them with the values in the load file.
This field defaults to Merge Values and is only available for multiple choice and multiple object fields.

Formatting—determines the field’s format and only applies to the following fields:
e Date—displays only the date.

e Date+Time—displays the date and time.

» Use Thousands Separator—if enabled, a comma displays between digits where appropriate for
decimal and whole numbers fields.

e Whole Number—none displays the value as a string of numbers. Integer displays the value with com-
mas separating each group of three digits.

Identifier—indicates if the field is the workspace’s unique identifier with a value of yes or no. You are unable to
edit this field.

Note: Relativity does not enforce uniqueness.

Include in Text Index—adds the field values to the workspace’s SQL text index, making the field searchable
via keyword search.

Maximum Length—the value entered is the maximum number of characters permitted in the field. The value is
set to 50 by default.

"No" Display Value—determines how a "no" value displays in a list. No is the default value but you may edit it
as desired.

Required—determines whether the user must populate the field on a layout with information in order to con-
tinue coding documents. This does not apply when loading workspace data. Fields that are required on a cod-
ing layout display with a star next to them.

Store in Data Grid—This option allows you to store Long Text fields in Relativity Data Grid, but it's only access-
ible if you've configured a valid endpoint URL. Once available, it's enabled by default with the filter type set to
"none".

» Disabled—saves all data imported into this field to the SQL Server.

e Enabled—saves all data imported into this field to the Data Grid.

Caution: If you have existing long text fields stored in SQL, you can use the Data Grid Text Migration
Application to migrate those fields from SQL to Data Grid. For more information, see Data Grid Text
Migration application.

Note: Once you enable a field for Data Grid, you cannot disable it. The option to edit the field is unavail-
able after you save.

"Yes" Display Value—determines how a "yes" value displays in a list. Yes is the default value but you may edit
it as desired.

.1 Storage of long text fields on document
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» Storage—Choose whether to store Long-text fields in Data Grid, or SQL.
e Data Grid is recommended for input/output tasks in large jobs, such as translation, OCR, and search
index builds.

e SQL is recommended when you need to perform bulk operations (such as editing, replacing, tallying,
summing, averaging, and exporting) and apply filtering on the document page.

Note: When storing in Data Grid, users will not be able to use bulk operations, filter on document
pages, pivot and sort, or utilize fields in layouts (including on the document panel). For more inform-
ation about storage in Data Grid, please see Processing to Data Grid

8.4.3 Advanced settings

The fields in this section depend upon which options were selected in the Field Information section. You may see any
of the following options in this section:

Field Settings Advanced Settings
Unicode Relativity Application
Open to Associations Source
Propagation List Column Width
Linked in List I"\"’

Propagate to

Keyboard Shortcut

Wrapping
Keywords

Notes

« Auto Add Choices—adds all choices associated with a single or multiple choice field to an application. This
property only applies to single and multiple choice fields.

Note: If you are changing this property from No to Yes and you did not add the field to applications in your
workspace, the choices are not added until you re-add the field to each application. The Relativity Applic-
ations property in this section lists each application to which this field is currently assigned.

e Enable HTML—indicates whether or not to allow HTML code to execute within the field.
e Enabled—executes the code when the layout displays the field.

e Disabled—displays the field as plain text.

Notes: Using allow HTML, you can configure Relativity to throw an alert when the field appears in a layout.
HTML will always display as plain text in a view. The AllowHTMLVisible instance settings table value controls
whether or not the Allow HTML value displays on the Field page.
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» Field Tree View—determines the values and the order they appear in the field tree. It also determines the
views that appear in the pickers when you set conditions for searches and views. To select a view, the field
must be single object or multiple object.

e When Available in Field Tree is No, this property is disabled. When Available in Field Tree is Yes, this
property reflects the default value of <All ltems>.

¢ When you select a view for Field Tree View, Relativity respects the sort order of that view. If you do not
define a sort order, it sorts by Artifact ID.

 If you choose search terms reports as the associated object type and you are adding the field to the Field
Tree View, only search term report items with a status of Completed appear in the field tree.

Note: For Field Tree View, you can select any view you have rights to see. However, a warning appears
when you attempt to save the field, if the selected view is personal. If you edit the view selected as the Field
Tree View, you receive a warning when you attempt to save it as a personal view.

The Field Tree View property includes two icons:

- &

edits the view by opening Conditions, step 3 of 4, in the view wizard.

C*')creates a new view from Basic Information, step 1 of 4, of the view wizard.

» Field Type—the type of the catalog field to which you are mapping. This must match the type of the field you
are creating or editing.

¢ Keyboard Shortcut—you can define a keyboard shortcut for the document field you are editing or creating with
keyboard shortcuts. You can then use this shortcut to code and edit documents in the Review Interface. This
setting is available only for document fields.
You can use the following key options to define the shortcut trigger. You must use Ctrl, Alt, and/or Shift, and the
workspace cannot have duplicate keyboard shortcuts.

» Modifier Keys—check the desired key option to define the shortcut trigger. You must use Cirl, Alt,
and/or Shift. The workspace cannot have duplicate keyboard shortcuts.

* Main Keys—-click on the drop list and click on the desired key to use in combination with the other spe-
cified keys.
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e Show Keyboard Shortcuts—click to view a list of the current keyboard shortcuts.

Keyboard Shortcut

Modifier Key(s)

Main Key

Show Keyboard Shortcuts

Contral
Alt
Shift

Note: You can modify the key combinations for system keyboard shortcuts if you have the Modify System
Keyboard Shortcuts security permission.

» Keywords—allows you to enter words that describe the field you are creating. There is a 50 character limit.

e Length—the length of a fixed-length text field.

o Defaults to 255 characters.

e Maximum length is 4,999 characters.

e Maximum length is 4,000 if Unicode enabled.

e Linked in List—sets the field as a hyperlink. In the example below, the Date Sent field was set to Linked: Yes.
As aresult, Date Sent appears as a hyperlink in the view. Clicking the date launches the related document in
the viewer. Similarly, clicking any link in the document record also launches the document in the viewer.

HRelativity one

# O Control Number Custodian Created Date
Filter Filter Filter
1 O WEY0000002620 Weyland, Peter 5/11/2009
2 O WEY0000002621 Weyland, Peter 5/11/2009
3 O WEY0000002622 Weyland, Peter 5/11/2009
4 O WEY0000002623 Weyland, Peter 5/11/2009
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Note: When you create a Yes or No field, set the width to 30 pixels for the optimum column size.

e List Column Width—the width, in pixels, of the column in the view. To accept Relativity’s default, leave this
field blank.

* Notes—allows you to enter words that describe the field you are creating. There is not a character limit.

e Open to Associations—determines whether an object field can display its information on an associated object
field. Fields that are open to association are sometimes referred to as reflected fields. Reflected fields can be
re-named and exported via the Export to File mass action.

¢ When you open a field to association, that field’s information is viewable and editable on an associative
list found on the object with which you associate it.

e Forexample, you have two associated objects: Entity and Company. You want to add a field called
Address to hold addresses on the Company object and to display addresses on an Entity. To do this, cre-
ate a new field with an object type of Company and set the Open to Associations field to Yes. This cre-
ates two fields: a Company object field called Address and a Company::Address field on the Entity
object. If the generated reflected field name exceeds the maximum length of 100 characters, it is handled
as follows:

e Each field is allocated 50 characters, anything over that 50 character limit is truncated.
e The field's ArtifactID is appended to the field's name part.

« Additional space is truncated to allow room for the field's ArtifactID to become part of the new
name.

e The two field name parts are joined with "::", for example: "AAAAAAAAA BBBBBBBBB
cccccececceccce bbbbbbDDD EEEEEEE (1000012)::GGGGGGGGG HHHHHHHHH I
JJJJJJJJJ KKKKKKK (1000013)".

e Propagation—forces a coding value to a specified group of related items. This value must be set to Yes before
you can propagate to a related item.

* Propagate To—-<click the Select button to access the propagation options. The available options depend on the

relational fields set for the workspace. Check the desired related items and click to move the selected items

to the right. Click Apply.

* Relational—you can make a fixed-length text field relational. A relational field is used to identify a group of
related documents, such as families, duplicates, or near duplicates. For example, MD5 Hash is commonly used
to identify duplicates. If set to Yes, identifies the field as relational. Once set to Yes, the Friendly Name, Import
Behavior, and Order fields become required in order to save the field.

Note: You can only set relational field properties on fixed-length text fields that don't exceed 450 characters.

» Relational Properties—click the Select button to access the following relational options:

» Friendly Name—a label for the relational field that users can easily understand. For example, you could
change the relational MD5 Hash field to Duplicates, since it is used to group copies of the same doc-
ument. This name displays in the Include Related Documents menu in workspaces and in the Related
Items pane.

e Import Behavior—controls how blank values are handled when importing through the Import/Export.
Depending on how your vendor processes these group identifiers, the relational field on the parent doc-
ument may be blank. Select an option to determine how blank fields are imported:
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e Leave blank values unchanged—Relativity imports the fields with blank values.

* Replace blank values with identifier—Relativity updates the blank relational field with the doc-
ument identifier.

Note: When you append documents through Import/Export, with a relational field’s Import Beha-
vior set to Replace blank values with identifier, blank values are replaced on that relational
field even if itis not mapped to a load file field. The same action occurs when you import blank
values mapped to the relational value using an overlay.

e Pane Icon—select and upload an icon for display in the Related Items pane of the Review Interface.
Users can click on the icon to display a list of items grouped by this relational field. You can download the
Relativity-provided Relational Field Icons.zip, or you can upload a custom icon. Icons shouldn't exceed
16 x 16 pixels.

e Order—controls the pane icon order on the bottom of the Related Items pane. Use the following
guidelines:
 Icons with low order numbers appear to the left.

 Icons with the same order number are sorted alphanumerically.

e The order number can be any positive or negative integer. We recommend using groups of 10,
such as 10, 20, and 30, so you can easily insert a new icon without having to reorder existing ones.
You can use the View Order button to see how icons are currently ordered in the Related Items
pane. The Order Reference window displays the leftmost icon at the top of the list.

* Relational View—controls the view that appears in the Related Items pane. Shared values in this field

determine the documents the view displays. This field contains ﬁ and @ icons you can use to edit the
selected view or create a new view.

Note: You cannot select a view that contains conditions or add/edit conditions to a view referenced by
a relational field. You also cannot make a relational view personal. This view will control the fields dis-
played and sort order.

* Relativity Applications—associates the field with a Relativity application. Click the Select button to select an

b
existing application. Check the desired applications and cIick to move the selected items to the right. Click

Apply.
This option is only available for those who have the Manage Relativity Applications permission.

» Source—the list of fields that you can use when mapping processing fields. Click the Select button to access
the available field sources, which contain the following options:
» Standard Fields—contains a collection of fields from both the Metadata Fields and Other Fields options.

e Metadata Fields—contains fields extracted from the actual file or file system.

e Other Fields—contains static, or system fields such as control number, processing set name, custodian,
and so forth.
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Select ltem - Source

Standard Fields

Standard Fields

Metadata Fields

Other Fields

# Source Field Name
Fifter

1 All Custodians

2 All Paths/Locations

3 Number of

Attachments
4 Author

3 P T S Iy

Field Type

(All) v

Multiple Object

Long Text

Whole Number

Fixed-Length
Text (50)

| nrs Toned

=]

Description

Filter

All custodians (deduped and original) associated with
a file. This is present only when Global or Custodial
Deduplication is enabled and duplicates are present.

All path fields (deduped and original) associated with
a file. This is present only when Global or Custodial
Deduplication is enabled and duplicates are present.
The number of files attached to a parent file.

The name of the original composer of document or
the sender of an email message.

Tl nttonbhincmd fla cnomcn of all abild i aman e

=3 1 -100f 130 10 | per page

Workspace Field Mapping(s)

Filter

All Custodians

All Paths/Locations

Number of Attachments

Author

P T R Y

« Source Field Name—the name of the catalog field to which you are mapping the field you are creating

or editing.

» Field Type—displays the category of each field.

» Description—the description of the catalog field.

e Workspace Field Mapping(s)—the name of the Relativity field to which the catalog field is mapped.

This is blank if the field has not yet been mapped. Note the following about the field catalog:

 If you want to display every field available for mapping, switch to the All Fields view from the Field
Catalog view. All fields are accessible in the All Fields view, but the Field Catalog only provides the
processing-related fields.

e The Source field is disabled if you do not select Document as the Object Type.

e The Source field is disabled for processing fields that are system-mapped, meaning processing
system fields that were automatically mapped when you installed or upgraded the Processing

application.

e For more information on using the field catalog to map processing fields, see the Processing User

Guide.

» Unicode—special characters are permitted. This option must be enabled before you can load any Unicode
data into the field. We recommend keeping this option enabled.

Note: If Unicode data is loaded into a non-Unicode enabled field, then the data becomes unreadable.

fHRelativityone
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* Wrapping—toggles text wrapping for the field.
e Enabled—wraps all of a field’s text, displaying the contents on multiple lines.

» Disabled—the field extends as far right as necessary within the screen to display the text.

8.4.4 List and Dashboard Settings

List and Dashboard Settings

Filter Type TextBox -

Enable Sort/Tally ()
Enable Group By

Enable Pivot

 Filter Type—determines type of filter available for the field.

Note: When using the new Ul framework, Filter Type is not used except for the following scenarios: disabling
filtering on the field by selecting None, selecting List filters for Fixed Length fields, or selecting a custom pop-
up picker view for a multiple and single object fields.

* None—disables filtering on the field.

e List—displays a drop-down list of all the field’s values in the workspace. Users can select only one of the
values.

Notes:

» Fields that contain a large number of items may also cause the List filter to take longer to pop-
ulate. We recommend you only select the List filter type for Single Choice and Yes/No fields. For
fields that may contain a large number of choices, you can designate a pop-up filter instead.

e Fixed Length Text fields—if the field contains more than 255 items, the List filter type you spe-
cify for the field will revert to the text box filter type and an error will be written to the Error Log
when you visit a Document list view containing the field.

« Single Choice / Single Object fields—if the field contains more than 255 items, the List filter
type you specify for the field will revert to None (disabled) and an error will be written to the Error
Log when you visit a Document list view containing the field.

* TextBox—displays a text box that a user can query for text. You can use search operators in the filter
box. See Filters in the Searching guide.

e Multi-list—displays a list for a user to select one or more fields to filter.
» Boolean—displays Boolean choices for the field. Users can select one option.

e CustomOnly (Advanced)—searches with multiple search terms and operators. When you use this filter
in a view, the operators that display are dependent upon the field type. The CustomOnly filter type is avail-
able for the following field types:
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e Fixed Length
e Long Text
e Decimal
e Whole Number
e Currency
e Date
e For more information on how the CustomOnly filter works, see Filters in the Searching guide.

e Popup—displays a pop-up picker where you can select values to use while filtering a list, or modifying cri-
teria in a saved search or view.

e You can access these pop-up pickers from layouts, field filters through a Select... button, view con-
ditions, advanced search conditions, and the mass edit window. You can access this picker via the check
and uncheck buttons next to the field name. For more information, see Mass edit on page 322.

 Inthe pop-up picker view drop-down field, you can select any view you have rights to see. However, a
warning appears when you attempt to save the field, if the selected view is personal. If you edit the view
selected as the Field Tree View, you receive a warning when you attempt to save it as a personal view.

Depending on the type of field you're creating, only certain filters are available.

Filter Field types
List Fixed-length text, single choice, single object, user
TextBox Fixed-length text, long text, date, whole number, decimal, currency, object
Multi-list Single choice, multiple choice, multiple object
Boolean Yes/No
Custom Only | Fixed-length text, date, whole number, decimal, and currency
Popup Single object, multiple object, single choice, and multiple choice

e Enable Sort/Tally—if enabled, sorts document lists based on the field.

» Enable Group By—if enabled, makes the field available to group by when using Pivot. Relativity does not sup-
port Pivot On for Long Text fields due to the performance impact.

e Enable Pivot—if enabled, makes the field available to pivot on. Relativity does not support Pivot On for Long
Text fields due to the performance impact.

8.4.5 Choices

The Choices section contains the Choice editor, which you can use to add and edit choices for a single or multiple
choice field.
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Choices | Add Choice + Add List of Choices Reorder A-Z % 1 -60f6 | | 10 | perpage 2

Choice Name

Filter
# [ ] Non-Responsive | Crl+N 52 Details  [i] Delete
Responsive | Crl+R
Responsive - Privileged Redacted
Privileged
Needs Further Review | CtrlsL
Technical Issue | Ctrl+Shift+P

=+ Add Choice

All - Copy Changes saved automatically

8.5 Field types

Relativity supports the following field types:

e Fixed-length text
e Long text

» Date

e Whole number
e Decimal

e Currency

* Yes/No
 Single choice
e Multiple choice
e User

* File

» Single object
e Multiple object

8.5.1 Fixed-length text

The fixed-length text field type is a text field with a limited length. You can use up to 4,999 characters. Unicode-
enabled fixed-length text fields cannot exceed 4,000 characters.

e The sum of all fixed-length text fields for any individual object should be no larger than 8,060 bytes. To see how
many of your 8,060 bytes remain, go to object you are checking. The control panel section displays remaining
bytes in the usage field.
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e Examples: Email from, Email subject, Conversation, Document extension, File Name, Parent Document ID,
Subject.

8.5.2 Long text

You can add more than 4,999 characters in a long text field.

« The technical limitation of a long text field is 2 GB. Relativity usually defaults to streaming only files smaller than
50 MB.

e Examples: Full text, Conversation ID, Email BCC, Email To, Source File, Title

8.5.3 Date

The date field type stores the date or date and time. Dates must be in a valid format. For example, 01/00/2000 is not
valid. Attempting to load an invalid date produces an error.

» Relativity accepts many formats, including SQL-accepted formats that match your SQL Server’s regional set-
tings. However, the date displays as mm/dd/yyyy for the US or dd/mm/yyyy for the UK. When entering a date
field, you can use the picker to choose from a calendar or enter a date directly in the field.

e Example: Email sent date, Date Created, Date Last Modified, Date Received, Date Sent.

Note: When you search on a user-created date field using a relative date, Last 7 Days for example, you may see
different results between a saved search and a search from the search panel if you are not in the same timezone as
your Relativity instance.

8.5.4 Whole number
The whole number field type stores any natural numbers or their negatives.
e This value cannot exceed 2,147,483,647. In other words, 2,147,483,648 and higher is invalid.

e Example: Page count, Number of Attachments.

8.5.5 Decimal
The decimal field type stores numeric values that may include decimals.
« With this field you can have a maximum of 15 digits before the decimal and two digits after the decimal.

e Example: Percentage, File Size.

8.5.6 Currency

The currency field type stores numeric values in a currency format. Ten digits is the maximum for this field.

e Your currency symbol is set based on Windows regional currency settings in the server hosting Relativity. The
formatting, such as decimal, commas, negative number sign, the position of currency symbol, are based on the
browser's language. When using RelativityOne, the settings of the regional server cannot be changed. They are
set to the US currency symbol.

e Example: Amount sold.

8.5.7 Yes/No

The Yes/No field type accepts one of two values. The default values are Yes and No.

Admin Guide



* You can edit the display values in the Yes/No display values section. See Fields on page 149.

e Example: Reviewed.

Note:
» Use Single Choice fields rather than Yes/No fields when possible - creating Single Choice fields will not
impact reviews and may improve search performance. Before doing so however, check to confirm whether
your workflow can support Single Choice fields.

« If you are exporting a Yes/No field type with Import/Export or Integration Points, the values will display as
True/False in the exported files.

Yes/No fields are useful, but consider the following caveat:

Searching for yes/no fields can be difficult, especially if the field displays as a checkbox. The check box only displays
as checked or unchecked; however, a yes/no field has three potential values. These values include yes, no, or null.
Because of the searching difficulties, you may want to display yes/no fields as drop-down menus.

8.5.8 Single choice
The single choice field type provides a predetermined set of values called choices.

¢ You can choose only one value.

» Example: Responsiveness, Custodian
8.5.9 Multiple choice
The multiple choice field type provides a predetermined set of values called choices.

* You can choose multiple choices. You can also nest the choices in a hierarchy structure.

e Example: Issues, Deponent

Note: If Overlay Behavior is set to Replace Values on this field, a warning message appears stating that on import
that the current values for this field will be deleted and replaced with the values included in the load file. The Overlay
Behavior setting must be set to Merge Values in order to merge the values from the load file with the field's current
values.

8.5.10 User

The user field type contains users with rights to the current workspace. Depending on the function of the field,
Relativity filters the list of users to display only members of certain groups.

Note: A user field with a [removed] tag signifies that the user wasn't assigned to any of the workspace groups.

8.5.11 File

With the file field you can upload files for a non-document object. You can click on the Select button to choose a file to
upload or drag-and-drop the file onto this field to upload it. When you add a file field, Relativity automatically creates
file size, file icon, and text fields for the object. Once you upload a file, you can click on Pop Out icon to open the file in
the Viewer.

The text field contains the extracted text of all files uploaded to the file field. The Text Extraction Manager agent must
be running in the Relativity environment to populate the text field.
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Note: Relativity prohibits users from uploading certain file types to file fields. The RestrictedNativeFileTypes
instance setting value defines the prohibited file types. To receive assistance with this instance setting, contact our
Support team through the Support page.

8.5.12 Single object

The single object field type defines a one-to-many relationship between two objects. You add a single object field on
the selected object under the Object Type option. You can then create a one-to-many relationship with the selected
object using the Associative Object Type option.

For example, you could use a single object field called Sender Domain to create a relationship between email
messages and the domains of their senders. You add the Sender Domain field to a Document object and associate it
with a Domain object. By doing so, you used a single object field to create a one-to-many relationship, since each
email message can originate from only one domain, but many different domain options are available.

8.5.13 Multiple object

The multiple object field type defines a many-to-many relationship between two objects. You add the Multiple Object
field on the selected object under the Object Type option. You can then create a many-to-many relationship with the
object selected in the Associative Object Type option.

For example, you could use a multiple object field called Recipient Domains to create a relationship between available
domains and the email recipient domains from email messages.

Note: If Overlay Behavior is set to Replace Values on this field, you will be prompted with a warning message on
import that the current values for this field will be deleted and replaced with the values included in the load file. The
Overlay Behavior setting must be set to Merge Values in order to merge the values from the load file with the field's
current values.

You add the Recipient Domains field on a Document object and associate it with a Domain object. By doing so:

¢ You used a multiple object field to create a many-to-many relationship, since you can have multiple domains,
and each recipient of an email message can have a different domain.

» Relativity automatically creates two fields when you define Multiple Object field type. The first Recipient
Domains field has a Document object type. The second Recipient Domains field represents the relationship
between the Recipient Domains object type and the Domain associative object type.

Note: The Assigned to field displays user information in the format "last name, first name." You must use
the user's email address when loading this field in Relativity. For example, you would load a user named John
Smith as johnsmith@example.com.

8.5.14 Fields and performance

Field configuration can dramatically impact database performance. Use the following guidelines to improve field
efficiency:

» Set fixed-length text fields to the minimum size needed and to no more than 400 characters.
 Store choice data in single or multiple choice fields if possible.
e Use separate objects to store repetitive content when possible.

e Set up fields as Unicode in advance because the system will have to re-index a field if you make the change fol-
lowing data load.

e Only include fields in the text index when it is truly necessary to do so.

Admin Guide


https://www.relativity.com/support/

8.5.15 Linking Fields to Field Categories

Once afield has been created, you can link it to a field category to help you efficiently find that field and apply it when
adding conditions in the search panel. To learn more about linking a field to a field category, visit Field categories.

8.6 Applying propagation to documents

The propagation function can help enhance your document review workflow to save time spent coding documents.
For example, you can tag a document as Responsive and have the value propagate to that document’s family

members.

To enable propagation, toggle Propagation on.

Workepsce Detale  Search ndexes  ObjectType _Fielde

Click the

icon in the Propagate To row.

The available options depend on the relational fields set for the workspace.

Select ltems - Propagate to

SV e I FARTA N T 3
1 -6of 6 10 | perpage 0 -00of 0
# Name # Name

Filte Filte

1 Document Duplicates
2 Family Group
3 Email Duplicates
4 Mear Dup Groups
5 Thread Group
6 Unitization

10

~ | per page

No data.

When you code a document in a field on which propagation is enabled, the propagation function automatically codes
related documents with the same value. Click Save or Save & Next in the layout to apply the field propagation rules.

Note: Propagation works on all document object field types. Associative Object Lists do not work with propagation.
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Propagation doesn't cascade or cause chain reactions, meaning that only the documents in the saved document’s
groups receive the propagated values. For example, if you create a responsiveness field to propagate both family and
duplicates, and you code a parent email as Responsive, these actions occur:

» Family propagation - codes child email attachments as responsive
» Duplicate propagation - codes duplicate emails of the parent as responsive

Duplicates of the child attachments aren't coded as responsive. This action would be a duplicate propagation triggered
by family propagation.

8.6.1 Propagating to documents in multiple groups

When you code a document that's a member of multiple related groups — for example, Duplicates and Email Families
—it's important to understand how coding decisions propagate in specific scenarios.

The following scenarios illustrate how propagation applies to a set of documents. Assume that propagation is active
for both email families and duplicates.

There are two email families:
* AS000001 —AS000005
e TS000007 — TS000011

Within these families, two documents are duplicates:

* AS000003
e TS000009
'/- Family Group -\ '/_ Family Group 1\‘
ASDO0001 TSO00C007
ASDO0003 TS0O00C08
[-Dupliuate Group AS000003 T5000009 l
ASDO00D04 TSO00C10

C
\_ ASD0000E J N TS000011 J

Coding AS000001 as Responsivetags only the family, shown in blue.

I/_Ea_m_dﬂ_r_q_uﬂq\ I/rFamiI:,[GrnuE-\

AS000001 TS000007
AS000002 TS000008

| Duplicate Group AS000003 TS000009 |
AS000004 TS000010

l\ A5000005 . k T5000011 _./

Coding AS000003 as Responsive tags the family, and the duplicate, shown in blue.
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(/ Family Group N (/- Family Group N
AS000001 TS000007
AS000002 TS000003
[ Duplicate Group AS000003 TS000009
AS000004 TS000010
K_ A5000005 __/ l\h TS000011 87,

Mass editing AS0000001 and AS000002 as Responsive tags only the family, shown in blue.

(/_ Family Group ) (_ Family Group )
AS000001 TS000007
AS000002 TS000008
| Duplicate Group ASD00003 TS000009
AS000004 TS000010
TS000011

Mass editing AS000002 and AS000003 as Responsive tags the family and the duplicate, shown in blue.

K A5000005 J

%

"

( Family Group h ( Family Group N
AS000001 TS000007
AS000002 TS000008
[ Duplicate Group AS000003 TS000009
AS000004 TS000010
K AS000005 ) KL TS000011 I

Mass editing AS000003 and TS000009 as Responsive tags all of the listed documents.

(' Family Group ) (r Family Group N
AS000001 TS000007
AS000002 TS000008
| Duplicate Group AS000003 TS000009
AS000004 TS000010
\_ | AS000005 ) \_ | Ts000011 )
Admin Guide 166

fHRelativityone



9 Field categories

Field categories allow you to quickly and accurately apply field conditions to the document list, a saved search, or a
view. Once a field category has been created, it can be linked to as many fields as desired. The field category can then
be selected when adding fields or conditions in the search panel, a view, or a saved search to conveniently access
and apply the linked fields.

All Fields is a system default field category that displays every non-secured field in your workspace. It cannot be
edited or secured from other users and it will always display at the bottom of the Field Categories drop-list. All Fields
allows you to conveniently switch between viewing all of the fields and the fields included in a particular field category.

Field categories have object permissions so that they can be created and limited to a specific group or workflow within
in Relativity. Securing a field category only determines whether it is visible in the drop-list of field categories that can
be selected when adding conditions in the search panel.

Note: Field categories that you create are carried over during workspace upgrades and when those cases are used
as templates. The All Fields field category will also carry over after an upgrade, though it is currently a system
default that cannot be configured by users.

9.1 Creating a field category

To create a new field category, do the following:

1. Navigate to the Field Categories tab.

Note: All Fields is a field category that is always present in Relativity but it does not display on the Field Cat-
egories tab since it cannot be edited.

2. Click New Field Category.

3. Enter the desired information for the following fields:
¢ Name - the title of the field category
e Order - determines where the field category appears within the view drop-down list. Items that share the
same value are sorted in alphanumeric order.

« Order can be any integer (positive or negative). No decimals are allowed. You can use the View
Order button to see how items are currently ordered.

Note: Ordering by 10's, starting with 10, then 20, then 30, etc. is recommended because you
can insert an item into any position later in the workspace, without the need to reorder all items.

4. Click Save to create the new field category.

9.2 Viewing fields associated with a field category

Before linking and unlinking fields to a field category, it can be helpful to see what fields are associated with each field
category. To do this, add the Fields field to the desired field category view and select that view on the Field Categories
tab.
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oY o T 1 -30f3 |25 w|perpage W =

# Name Order Fields
Filter = v || Fitter Filter
1 ¢ '™ Review Fields 10 Batch

Batch::Assigned To
Batch::Batch Set
Batch:: Status
Control Number

Has Images
Has Native

2 ¢ '3 Family Fields 20 Family Group
MDS5 Hash

3 ¢ ' Native and Image Field Category 30 Control Number

Extracted Text
File Extension
Has Images
Has Native

9.3 Link a field or fields to a field category

To link a field or fields to a field category, do the following:

1. Navigate to the Field Categories tab.
2. Click on the desired field category in the list.
3. Click Link.

Select ltems - Fields

Ay, [ X 1 -10 of 365 10~ | perpage WY [ X 0 -0of0 10 | perpage
# Name Field Type Notes Ke # Name Field Type Notes Keyw
Filter (All) v Filter | Filter (Ally v Filter Filf
1 Control Mumber Fixed-Length Text Unique identifier for Sy . No data.
native files using a Te B

document level
numbering scheme
or first page of a
document using a
page level numbering

scheme
2 Extracted Text Long Text Complete text Sy
extracted from Te

content of electronic

files or OCR data
4 » 4 »

4. Filter the field list as needed and check any desired fields.

5. Once the desired fields have been selected, click the Move selected left to right icon.
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6. Click Apply.
The selected fields are linked to the field category and display in the Fields section.

9.4 Unlink a field or fields from a field category

To unlink a field or fields from a field category, do the following:

1. Navigate to the Field Categories tab.
2. Click on the desired field category in the list.

3. Click the checkbox on the left side of the row for any fields you wish to unlink.

Fields [z o] 1 -70f7
Object Type Name Field Type Include in Text Index  |s Relational Keywords
(all) « | Fitter (al) - Filter
] ¢ 9 Document Batch Multiple Object System
¢ 9 Document Batch::Assigned To  User System
¢ 9 Document Batch::Batch Set single Object System
¢ 9 Document Batch::Status single Choice System
¢ 9 Document Control Number Fixed-Length Text System; Relativity
Template
¢ 5 Document Has Images Single Choice System; Relativity
Template
¢ 9 Document Has Native Yes/No System

10 | perpage

Unique identifier for native files
using a document level numbering
scheme or first page of a document
using a page level numbering
scheme.

4. Click Unlink.

5. Click Unlink again in the pop-up.
The selected fields are no longer linked to the field category.
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10 Filters

Filtering provides a fast and easy way to search for items in a list in Relativity. You can use filters to search for values
in the fields on the active view, and across all records available in the searchable set. Filters are also available for item
lists on tabs and pop-up windows.

The field type associated with each column determines the available filter types, such as text boxes, pop-up pickers,
and drop-down lists. You do not need any specific security permissions to use filtering.

10.1 Showing and hiding filters in the item list

You enable filters by clicking an icon located at the top of the document list. You can:

* Show/Hide filters (?)—to display the field filters at the top of each column. This icon turns orange when you
activate a filter. Click the icon again to hide the filters. Your filter settings remain unchanged.

* Clearall (?@)—to remove the current filter settings. This option is only available after you set a filter.

The filter type determines the steps required to set the filtering criteria that it uses. See Filter types for details on filter
types and their use.

Note: When you create or edit a field, you can select its Filter Type. See Fields in the Admin guide.

After enabling filters, you are ready to enter criteria for the fields in your list.

Note: Before defining a new search filter, click the Clear All ( ) icon or the Clear All Conditions link in the
Search Conditions panel to remove any filter settings. For example, say you create a filter on the Privileged field, but
now want to search only by the Custodian field. If you do not clear the filter, Relativity filters your documents by both
the Privileged and Custodian fields, and your results may include fewer documents than you expect.

To use afilter:

%

1. Iffiltering is not enabled, do so by clicking the filter * icon to display the filtering fields below the column head-

ings. The icon will change to orange.

2. Enter your filter criteria. The filter type determines how you enter the criteria and how to use operators to further
define the filter. See Filter types for details on filter types and their use.

O
= O Control Number  Custodians Issue
Filter Weyland, Peter (1) = (Al v
1 O WEY0000002620  Weyland, Peter Fossil Fuels
2 O WEY0000002623 Wevyland, Peter Fossil Fugls
3 O WEY0000002626 Weyland, Peter
4 O WEY0000002628 Weyland, Peter Power
5 O WEY0000002631 Wevyland, Peter Fossil Fugls

3. Press Enter to display the filter results.
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The field column header displays the filter icon, letting you know which fields have filters applied. This persists whether
you have the filters shown or hidden.

(e |@7 ez
# O Control Number  Custodians Primary Date/Time Record Type 7
Filter (All) v (All) v Email (1)~
1 0o~ WEYD000002620  Weyland, Peter 02/16/2001 5:24 PM Email
2 |:| ? WEY0000002621 Arnold, Johnny 02/16/2001 5:24 PM Email
3 0o~ WEYD000002622  Zipper, Andy 02/16/2001 5:24 PM Email
4 0o~ WEYD000002623  Weyland, Peter 02/16/2001 5:24 PM Email
5 |:| ? WEYD000002624 Arnold, Johnny 02/16/2001 5:24 PM Email

The Search Conditions panel also shows the filtering conditions.

‘ @ Condition V‘

List Conditions Y/

1. Record Type
any of these: Email

Clear All Conditions

Run Search Auto-run

You cannot edit the Search Conditions cards by clicking on them. However, you can clear all the conditions by clicking
the link at the bottom of the panel.

10.2 Filter types

Relativity contains the following filter types:

» Boolean—Yes/No fields.
e Numeric—decimal, whole number, and currency fields.
 List—single choice, single object, user, and fixed-length text fields.

o Date—date fields.
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e Multi-list—multiple choice, multiple object, and single choice fields.

e Text box—fixed-length text, long text, date, whole number, decimal, currency, and object fields.

10.2.1 Using Boolean filters

Boolean filters are available for Yes/No field types. To use a Boolean filter, click the drop-down menu and select Yes,
No, or (Not Set) from the list. Click Apply to set the conditions. Click Select all to select all the options. Click Clear to
remove the filter settings.

Has Native

(Al

1

Select all - Clear

(Not Set)
Yes
No

oo

Apply Cancel

10.2.2 Using numeric filters for numbers
The numeric filter is available for the following field types:
e Decimal
e Whole Number
e Currency

To use a numeric filter, click the drop-down menu and select an operator. Operators include:

e Equalto (=)

» Notequal to (!=)

e Greater than (>)

e Lessthan (<)

e Lessthan or equal to (<=)

e Greater than or equal to (>=)

Enter a numerical value in the filter text box. After you enter the value in the text box, press Enter to apply the filter. For
example, you might search for documents having a file size greater than 500000 bytes.
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File Size Y

> |/ 500000.00

4.00

| 1= |

< [0.00

<= 1.00
4.00

When you click inside a filter text box, the Advanced link appears. Clicking this link opens the advanced filters screen
for the filter type.

File Size

j = ‘ Fifter

(7' Advanced

Here, you can adjust the operator and add conditions to further define the filter. Click Apply to set the conditions.

Filter: File Size

Is v

Operator

‘ Enter a number

OR

Operator | Is v

‘ Enter a number ‘

-+ Add condition Apply

10.2.3 Using List filters
The List filter is available for the following field types:
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e Single Choice

e Single Object

» User

» Fixed Length Text

List filters are often associated with fields used for coding documents. The options displayed in the drop-down menu
vary by the type and purpose of the associated field. For example, a field called Responsiveness might have the filter
conditions of Responsive, Not Responsive, or Needs Further Review. Select the options that you want to filter for, and
click Apply. Alternatively, you can click Select all to select all filters in the list. Click Clear to remove all selections.
Click (Not Set) to show items where the field is empty (null).

Responsiveness Issues
(All) v (All) M

Select all - Clear Ik

Search ltems Q

(Not Set)
Non-Responsive
Responsive

Privileged

Needs Further Review

Technical Issue

Apply ‘ Cancel

If there is a single filter choice you want to apply immediately, hover over the item's row and click Only when it appears
on the right side.
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Record Type

I [

(All) -
Select all - Clear )
‘ Search ltems Q |
"] (Not Set)

| Attach Only
| Edoc

| Email

Click the Advanced filters (

Apply to set the conditions.

) icon to the right of the Select all - Clear options to launch the advanced filters
dialog. This dialog has more operators and you can add or remove list items to the field's drop-down menu. Click

Filter: Responsiveness

Operator | any of these ~

any of these

none of these

is set

%

7V %6 el 3

F| is not set

| | Needs Translation
| | Non-Responsive
| | Password Protected

| | Responsive

| | Technical Issue/Corrupt File

o

10.2.4 Using date filters

The date filter is available for Date field types to filter on dates and date ranges.
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The following operators are available:
e (All)
e (Not Set)
o Is
* |s before
* |s before oron
o |s after
 |s after oron

* Between

For example, if you only want to view items sent before or on January 21, 2024 7 AM, do the following:

1. Select the is before or on operator.

Primary Date/Time

(All -

is v

rl
— (Not Set) .
D is >

|'_ (All) _“

S| is before 3a

1| is before or on =

g is after 11

1118 after or on o1

between
2k 23

29 30 31

Apply Cancel

(4] Advanced

2. Use the calendar interface to select the date, January 21, 2024. You can enter the date directly into the text
boxes, or use the forward and back arrows to scroll through the calendar months.

Note: When you select the Between operator, two calendars display in the drop-down date filter, allowing you
to pick the starting and ending dates and times.
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3. Enter the time of 7:00 AM.

Note: Filtering on fields using the date and time format does not support using @ Today. If you do not enter a
specific time, Relativity enters the default time of 12:00 AM.

|' is before or on v]
\ 1/21/2024 | \ 7:00 AM \
Jan v 2024 ~ < 2

Su Mo Tu We Th Fr Sa

1 2 3 4 5 6

7 8 9 10 11 12 13

14 15 16 17 18 19 20

€@ 22 23 24 25 26 27
28 29 30 31

Apply Cancel

(] Advanced

4. Click Apply to set the conditions. Only items sent on or before 7 AM on January 21, 2024 appear in your doc-
ument list.

A
Click the Advanced ( - ) link at the bottom of the calendar interface to launch the advanced filters screen. This
screen has more operators where you can add additional date and time conditions. Click Apply to set the conditions.

Filter: Primary Date/Time

‘Is v

| mm/dd/yyyy || ntmm e | | vy hhmm

{- Add condition Apply

10.2.5 Using multi-list filters

The multi-list filter is available for the following field types:
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e Multiple Choice
e Multiple Object
e Single Choice

Using multi-list filters, you can select multiple conditions from a drop-down menu. These filters are often associated
with fields used for coding documents.

To apply a multi-list filter, click the drop-down menu to display the conditions list. Select the conditions that you want to
filter on. Click Select all to select all filters in the list. Click Clear to remove all selections. Select (Not Set) to show
items where the field is empty (null). Click Apply to set the conditions.

If there is a single filter choice you want to apply immediately, hover over the item's row and click Only when it appears
on the right side.

Record Type Unified TIL
(Al v Filter
Select all - Clear [
Search Items Q
(Mot Set)
Attach Only,
Edoc
Email
=

To find a specific list item in a large list, use the search box to enter a term. The list filters automatically as you type.
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Record Type Unified Title

(All) v | | Filter

&

Select all - Clear

Search Items Q

(Not Set)
Attach
Edoc

Email

Apply ‘ Cancel

A
Click the Advanced filters ( ) icon to the right of the Select all - Clear options to launch the advanced filters
screen. This screen has more operators where you can add or remove list items to the field's drop-down menu. Click
Apply to set the conditions.
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Filter: Record Type

Operator | any of these ~

any of these
A ] ¥ A PN T

- | none of these SV e e 3 - 7Y o] 3
L] S8 is set [ | Full Path

o ! ) ;

‘ Fi is not set ‘ ‘ Filter
(| Attach No data.
(] Edoc

[ | Email E'

o

10.2.6 Using text box filters
The text box filter is available for the following field types:
e Fixed-length Text
e Long Text
» Date
e Whole Number
* Decimal
e Currency
e Object

You can use text box filters to search on specific terms, numbers, and dates. Enter one or more terms in the filter text
box. Connect multiple terms using the following operators:

e AND

* OR

* ISSET

* ISNOTSET
e BETWEEN
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e =(equal)

» >=(greater than or equal to)

e <=(lessthan or equal to)

When entering terms and operators directly into a text box filter, you must use the proper syntax. See Text box filter
search examples for more information.

You can also use the advanced text box filter feature to build more advanced filter queries on the selected text field.
See Using advanced text box filtering.

10.2.7 Text box filter search examples

Using operators, you can perform text searches by entering search strings directly into the filter text box. Additionally,
you can use the advanced filtering feature to build more detailed queries. See Using advanced text box filtering for

more information.

10.2.7.1 Search operators
The following table lists examples of valid search strings using search operators.

Valid search strings

Description of search results

cubs OR sox Matches either cubs or sox or both.
cubs AND sox Matches both cubs and sox. Both terms must appear for a successful match.
cubs OR sox AND kcura | Matches either cubs or sox or both, and kcura.

percent sign ( %)

Acts similar to a wildcard, or the is like operator in a query.
%chard matches Richard, Pritchard.

underscore (_)

Acts as a wildcard for a missing character. Do not use the underscore to
check a field's value. Itis slower and more resource-intensive than using the
percent sign (%).

= with term Matches an exact phrase.

cubs sox Matches an exact phrase, cubs(space)sox.

ISSET Returns only items where the field has a value.

ISNOT SET Returns only items where the field does not have a value (null).

The following table shows

examples of invalid search strings.

Invalid search strings

Description of search results

cubs AND The AND operator requires a right search term.
cubs OR The OR operator requires a right search term.
AND cubs The AND operator requires a left search term.
OR cubs The OR operator requires a left search term.

10.2.7.2 Alphabetical filtering
The following table lists examples of valid search strings you can use to filter text alphabetically.

Alphabetical filtering

Description of search results

>=C

Matches any term or phrase where the first letter is c or later in the alphabet.

HRelativity one

Admin Guide

181


#Textbox
#Textbox

Alphabetical filtering

Description of search results

<=c Matches any term or phrase where the first letter is c or earlier in the alphabet.
= cubs sox Matches the exact phrase cubs(space)sox.
cubs BETWEEN sox Matches terms or phrases where the first letter of the phrase falls between ¢

and s in the alphabet.

10.2.7.3 Dates and numbers
The following table lists examples of valid date and number searches, and the expected result set. When entering

dates, do not place a zero (0) in front of single-digit values. For example, use 7/24/2024 and not 07/24/2024.

Valid search strings

Description of search results

>=7/24/2024

Matches 7/24/2024 and later dates.

<=7/24/2024

Matches 7/24/2024 and earlier dates.

=7124/2024

Matches the exact date of 7/24/2024.

>=7/24/2024 1:23 PM

Matches 7/24/2024 1:23 PM and later dates and times.

<=7/24/2024 1:23 PM

Matches 7/24/2024 1:23 PM and earlier dates and times.

=7/24/2024 1:23 PM

Matches the exact date and time of 7/24/2024 1:23 PM.

7/24/2024 BETWEEN Matches dates that include and fall between 7/24/2024 and 8/24/2024.
8/24/2024

7124/2024 1:23 PM Matches dates and times that include and fall between 7/24/2024 1:23 PM
BETWEEN 8/24/2024 and 8/24/ 2024 3:45 PM.

3:45 PM

7/24/2024 Matches the exact date of 7/24/2024.

>=100 Matches numbers that are greater than or equal to 700.

<=100 Matches numbers that are less than or equal to 700.

=100 Matches 700 exactly.

The following table includes examples of invalid data and number search strings.

Invalid search strings

Description of search results

> 7/24/2024

You must use the equal sign with the greater than operator (>=).

<7/24/2024

You must use the equal sign with the less than operator (<=).

>=0/24/2024

The search string starts with 0 for the month. Instead of 01/24/2024, use
1/24/2024.

=0/24/2024 The search string starts with 0 for the month. Instead of 01/24/2024, use
1/24/2024.

07/24/2024 BETWEEN | The search string starts with O for the month in the starting date. Instead of

8/24/2024 01/24/2024, use 1/24/2024.

7/124/2024 BETWEEN The search string starts with 0 for the month in the ending date. Instead of

08/24/2024 01/24/2024, use 1/24/2024.
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10.2.8 Using advanced text box filtering
You can use the following operators with advanced filtering:

e Is

e Isnot

e Isset

e Isnotset

e Islessthan

e Is greater than

e Islike

e Isnotlike

e Contains

* Does not contain

To use advanced text box filtering:
1. Click inside the filter text box for a column. The Advanced link appears.

2. Click the Advanced link.

3. Choose an operator (such as is greater than.) See Fixed-length, long, or extracted text operators in the Search-
ing guide for a list of definitions of the available operators.

Filter: Email From

Enter text query

4. Enter a value into the query text box(such as 100.) The filter returns items where the value of the field is greater
than 100.

5. (Optional) Click Add condition to add a new filter condition. For example, you may want to also return items
where the text field contains the word privilege.

Note: Multiple conditions are automatically connected with an OR operator.
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6. Click Apply to set the conditions.

10.3 Changing item sets per page

You can use the set selector menu to change the number of items that appear per page. The set selector menu is at
the top of the document list. The option you select remains the default setting during your session until you select

another option.

1 |- 25 of 15937 25 v [l perpage 1)
10
. . 15 .
Unified Title Wa" From
. 50 .
v Filter 100 [ler
200
Trade Counts by Coul 500 stin Rostant [Justin
Commodity, Category 1ggg  dstant/HOU/ECT@ECT]
January 09, 2001

10.4 Saving filters as a search

To save your filtered item set as a saved search:

1. Click the Save Search button located at the bottom of the screen.

2. Select or enter the following required information:
 Name—enter a title for the search. The title appears in the saved searches browser.

e Owner—select Public to make the search available to all users or choose a specific user from the list.
Click Me to select your name from the list, making the search private. (You must have the appropriate
privileges to view searches.) See Controlling the visibility of saved searches in the Searching guide.

e Search Folder—-<click the Selectbutton to launch a pop-up window where you can save the new search
to a specific folder on the saved searches browser. Highlight the folder where you want to save the
search, and click OK to select it.

3. Add to or change the search criteria as needed. See Create and edit a saved search.

4. Click Save.
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11 Groups

With groups you can organize users in Relativity. A user can be a member of one or more groups. You can grant
groups permission to view admin tabs from Home. You can also add groups to workspaces and set permissions per
group on a workspace-by-workspace basis.

11.1 System groups

Relativity workspaces include the following default system groups:

e Everyone - All users are members of the Everyone group. System admins can manage the permissions all
users have on system level views and scripts. You are unable to revoke certain permissions for the Everyone
group.

» System Administrators - Relativity system admins have rights to see every item in a Relativity environment.
System admins have full access to all admin tabs. System admins can then create and edit new clients, mat-
ters, users, groups and views, among other capabilities. System admins also have the following script and
applications-related permissions: view, run, preview, create/write, edit (unlocked scripts only), link, and import
applications.

Note: Regardless of permissions, system admins can't edit locked scripts.

Note: Relativity Lockbox is enabled for all RelativityOne customers. When the Relativity Lockbox feature is
enabled, Relativity system admins must also belong to a group within a workspace in addition to the System Admin-
istrators group to access and administer security within that workspace. Refer to Support if you need more inform-
ation on this feature.

Note: As of February 2025, the new Feature Permissions redefines Relativity's security management by shifting the
focus from Object Types and Tab Visibility to feature-based permissions. This new method is simply another option;
any feature-specific permissions information already in this topic is still applicable. This new interface enables
administrators to manage permissions at the feature level, offering a more intuitive experience. By viewing granular
permissions associated with each feature, administrators can ensure comprehensive control, ultimately reducing
complexity and minimizing errors. For details see Instance-level permissions and Workspace-level permissions.

The following table shows script permissions for each group.

Edit Edit

(locked scripts) | (unlocked scripts) AU | i o EhS

View Run

System Admin | / J J J J

Standard User J

11.2 Creating and editing groups

To create a new group or edit an existing group:

1. Click your name in the upper right corner of Relativity, and then click Home.

2. Click the Groups tab.
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3. Click New Group. To edit group information, click the Edit link next to an existing group name.

Note: If your groups list doesn't show Edit links, edit the All Groups view to display the Edit link.

4. Add or edit the fields on the group details page. See Fields for details.

5. Click Save to save the group information.

The group details page displays a list of users added to the group as well as group-accessible workspaces. For more
information, see Managing security in the Admin guide.

11.3 Fields

The groups object contains the following fields:

Group Information

* Name - the group’s name, which is a required field for creating a group.

Note: As your Relativity environment grows, arbitrary group names like "Group 1" can produce a confusing
administrative workflow. Name each group according to their purpose and permission level, such as "ACME
Co. Reviewer" and "ABC Corp. Administrators."

« Client - arequired field that makes the group a child object of the chosen client.

e Group Type - an uneditable field that displays one of the following categories:

System Admin
System Group
Personal
Everyone

Workspace Admin

» Keywords - an optional field where extra group information may be recorded.

* Notes - an optional field where extra group information may be recorded.

11.4 Adding users to groups

You can add and/or remove users from groups from either the group details page or the user details page. The
procedure is the same for both.

Note: A job is executed when you add users to a group or when you remove them from one.

To add or remove users:

1. Click your name in the upper right corner of Relativity, and click Home.

2. Click the User and Group Management tab. You can complete the following steps from either the Users or
Groups tabs:

From the Users tab, click the name of a user and scroll down to the Groups section on the form.

From the Groups tab, click the name of a group and scroll down to the Users section on the form.

3. Toadd a user to the group, click Add in the Users or Groups section depending on the tab.
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4. Choose an item on the selection dialog, and click OK.

5. Click Close on the message indicating that you have submitted a job.

! Relativity - Google Chrome — O by

You have submitted a j[:_:nb for execution. Relativity will
send an email notification when it completes the job.

If you don't have SMTP set up, track your status by opening the workspacs.
Go to Workspace Admin = Workspace Details » Manage Workspace Permissions.
View the group to verify whether the user has been added to or removed from it.

Note: Relativity sends an email message notifying you when the job is completed. If an error occurs, the
email message contains a link that you can use to retry the job. You must be logged into Relativity before you
click the retry link. The Errors tab also displays the retry link.

Note: In 2025, Relativity is deprecating the (Admin) Errors tab in RelativityOne. This change is part of our effort to
transform the error-handling experience by making it easier to address job-specific errors as they occur at their
source within your workspaces. Starting in April 2025, we'll hide the Errors tab from all production instances in a
phased rollout. In July 2025, we'll permanently remove it from RelativityOne and disable the ability to read errors
through the API. For more details, see Errors tab deprecation.

6. Toremove a user from a group, click Remove. Click OK on the confirmation message, and then click Close.

Note: You can preview the security of a group to determine whether or not the appropriate permissions are
granted to that group over particular workspaces. For more information about previewing group security see

Preview security.

11.5 Adding external users through groups

1. Atthe instance-level, navigate to the Clients tab.

2. Click the New Client button.

Users v Goups _cllnts  watters

3. Create a new client to associate the external group to and click Save.

Note: The 'client number' field can either be the 'client name' value again, or a unique identifier.
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10.

Once the new client has been created, navigate to the Group tab and select New Group.

Restvy

Enter a Group name to associate the external users to and connect it to the newly created client.

Add any users to this group who will need access to the workspace.

Next, navigate to the workspace you want to give them access to and click on Workspace Details on the right
side of the screen.

Select Add/Remove Groups and filter to the newly created group. Select Add, then Save.

Click on the newly created group and select the Copy option. After copying permissions, you can select the Pre-
view option to confirm what level of access they will have within the workspace.

[

e e

Select the template group from which you want to assign permissions.

Note: Choices can vary depending on the workspace's template. Reviewer groups usually start with a Level
1, which grants the least permissions. More permissions are offered as the level increases. In contrast,
Admin Groups often have most or all permissions within a workspace. If you are unsure, it is recommended to
select the group with the lowest level of permissions. You can always copy a group with higher permissions
later if you need to grant more capabilities.

11.6 Adding or removing groups from a client domain

You can add or remove objects from client domains if you activate the client domains feature.

Note: Moving a group into a client domains may cause the group to lose previously configured permissions.
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Note: Relativity displays a warning message when a sys admin attempts to edit or copy permissions for any group
in a client domain. This warning makes the sys admin aware that modifying permissions may have significant
consequences. For example, changing permissions may allow client domain users to modify items outside their
tenancy. The sys admin can click Manage Permissions to proceed with the update or Cancel to exit the pop-up
window.

Use the following steps to add a group to a client domain:

-_—

Navigate to the Groups tab.

Select the group you want to add to the client domain from the list.
Click Edit.

Click Select next to the Client field in Group Information section.

Select the client with client domains enabled from the list.

S

A warning message requires you to confirm your decision by clicking Save.
7. Click Save.

Use the following steps to remove a group from a client domain:

-

Navigate to the Groups tab.

Select the group you want to remove from the client domains from the list.
Click Edit.

Click Select next to the Client field in Group Information section.
Select a client not associated with a client domain from the list.

Click Save.

S
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12 Imaging

You can use imaging to convert a group of documents to images using imaging profiles and sets. You can fine-tune
how your images generate by creating reusable profiles that use specific image settings.

With imaging sets, you can image a group of documents by selecting a saved search and a specific imaging profile.
Imaging sets also provide error-handling functionality you can use to view error messages and rerun imaging on

specific documents or jobs.

12.1 Required security permissions for imaging

The following security permissions are required to image documents in Relativity. These apply to all imaging options,
including image-on-the-fly, mass image, and imaging sets, unless otherwise noted.

Other settings

you don't have the Edit permission on the Imaging Set object.

Object security Tab visibility
¢ Document - Add, View e Documents
¢ Imaging Profile - View, Edit, Add e Imaging Pro-
« Imaging Set - View, Edit, Add files
e Imaging
Note: You can still use mass imaging and image-on-the-fly even if Sets

Native Type - View

Note: View permission for the Native Type object is needed to cre-
ate a new Basic and/or Native Imaging Profile.

Mass
Operations

¢ Image

System Field
requirements

e Has
Images
field

Note: When you run imaging on a specific saved search used in an imaging set, documents that don’t have the

"Add Image" permission will be skipped.

Note: As of February 2025, the new Feature Permissions redefines Relativity's security management by shifting the
focus from Object Types and Tab Visibility to feature-based permissions. This new method is simply another option;
any feature-specific permissions information already in this topic is still applicable. This new interface enables
administrators to manage permissions at the feature level, offering a more intuitive experience. By viewing granular
permissions associated with each feature, administrators can ensure comprehensive control, ultimately reducing
complexity and minimizing errors. For details see Instance-level permissions and Workspace-level permissions.

12.2 Troubleshooting imaging

In the event a user reports missing Image commands (in the Viewer or mass operations menu), or the Imaging Sets
Run button is disabled, address the following potential causes:

e The Imaging application was uninstalled from Relativity Applications

e The useris a member of a group that doesn't have one or both of the following security permissions granted:

* Mass Images (Mass Actions permissions)

¢ Add Image (Document security permissions)
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12.3 Image on the fly

By using the Imaging option in the Viewer, you can image a single document on the fly with any imaging profile you
have permissions to. For more information, see Imaging on the fly on page 674.

12.4 Mass image

You can image multiple documents at the same time by using the Mass Image operation in the document list. Select
an Imaging Profile to use when imaging a group of documents. For more information on mass imaging, see Mass
image on page 330.

12.5 Imaging profiles

An imaging profile controls the settings used to image a group of documents. You can convert documents to black and
white TIFF files or colored JPEG files. After you create a profile, you can use it in multiple imaging sets, update the
profile settings, and set permissions on it. Imaging profiles, as well as any updates to the default profile, are included in
workspace templates.

Relativity includes a default imaging profile that has the recommended default settings preset. It's best practice to
make a copy of this default profile and make changes as appropriate when creating additional profiles. The mass
image and the image-on-the-fly functionality defaults to this profile, but you can select any other profile when
converting documents to images.

Note: Imaging profiles are to be used solely on the needs of your case, such as on document type or on the format
needed for production. Imaging profiles don’t correspond directly to Relativity user types, in which case there is no
single imaging profile type that is better suited for a case/project manager, reviewer, or lit support specialist than any
other.

There are two main options for creating an imaging profile:

e Basic Imaging Engine Options—provides a select number of simple settings for creating the profile.

¢ Native Imaging Engine Options—provides an expanded range of settings for creating a profile with Relativ-
ity’s worker manager server.

12.5.1 Creating and editing an imaging profile

To create or edit an imaging profile:

-_—

. Navigate to the Imaging Profiles tab in a workspace.

. Click New Imaging Profile to launch the Imaging Profile form.

2
3. Complete all required fields. See Fieldsfor details.
4

. Click Save.

Note: When you create a new profile from scratch, no default values exist for any profile fields. If you'd like to create
a new profile with default values already in place, you can copy the Default profile provided by Relativity, give it a
unique name, and use it as a base for an imaging job.

Note: Relativity propagates native file types to imaging profiles only when the profile is created.
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12.5.2 Fields

Expand the below drop-downs to view the fields and their descriptions associated with each section of the imaging
profile.

Note: * indicates fields that are set automatically with default settings. You can change these settings as needed.

Imaging Profile Options
 Name—the name of the imaging profile.

Note: You can not rename the default profile.

¢ Imaging Method—sets the type of imaging for the profile. The imaging engine options appear for the selected
imaging method.
e Basic—uses a select number of user-specific settings to image documents using Oracle.

» Native—uses an expanded range of user-specific settings to image documents using the worker man-
ager server.

Note: A warning appears if you cannot perform native imaging.

Basic Imaging Engine Options
» Basic Image Output Quality (DPI)*—controls the resolution and density of an image in dots per inch. The
higher the DPI, the more detail is shown in the image. A typical range for DPI is 200-600.The default for this field
is set to 300; this is the value found in the Default profile.

e Basic Image Format*—sets the image format for files sent to the basic imaging engine for the profile, the
default for this field is set to TIFF. The options are:

e JPEG—renders the image as a color JPEG file. Selecting this can possibly decrease imaging per-
formance because JPEGs have larger file sizes than TIFFs and therefore require more disk space.

e TIFF—renders the image as a black and white TIFF file. This is recommended; this is the value in the
Default profile.

e Basic Image Size*—sets the image size for all images rendered with the basic imaging engine profile, the
default for this field is set to Original setting. The options are:
e Original setting—renders the image with the original document settings.

e Letter (8.5 in x 11 in)—renders the image in standard letter size.
e A4 (8.27 in x 11.69 in)—renders the image in A4 size.

e Legal (8.5 in x 14 in)—renders the image in legal paper size.

e Custom—sizes the image by using either or both values in the Maximum Image Width and Maximum
Image Height fields. When you enter a value in either or both of these fields, Relativity converts the doc-
ument to an image size that fits within these parameters, while maintaining the aspect ratio. If both of
these fields are empty, Relativity displays an error message indicating that you must enter a value in one
of them.

¢ Maximum Image Height (Inches) and Maximum Image Width (Inches) specify the largest allowable size for
the generation of custom images. Relativity converts the document to an image size that fits within these para-
meters, while maintaining the aspect ratio. Only the Custom option references these fields, requiring you to
enter a value in at least one of them.

RSMF Options
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Select the Include cover sheet toggle to include or exclude a cover sheet.

Vv RSMF Options

Include cover sheet @D

Native Imaging Engine Options

Native Image Output Quality (DPI)*—controls the resolution and density of an image in dots per inch. The
higher the DPI, the more detail in the image. A typical range for DPI is 200-600.The default for this field is set to
300; this is the value found in the Default profile.

Native Image Format*—sets the image format for files sent to the native imaging engine for the profile, the
default for this field is set to TIFF. The options are:

» JPEG—renders the image as a color JPEG file. Selecting this can possibly decrease imaging per-
formance because JPEGs have larger file sizes than TIFFs and therefore require more disk space.

e TIFF—renders the image as a black and white TIFF file. This is recommended and is the value in the
Default profile.

Automatically detect and render color pages to JPEG*—(Overrides ‘Native Image Format’ selection of
TIFF) auto-detects and images color pages as JPEG files even if you selected TIFF as the Native Image
Format. If you select Yes, Relativity overrides the TIFF Native Image Format for color pages only. If you select
No, color pages remain as TIFFs. The default for this field is set to No.

Maximum pages imaged per file—a native global setting for all document types that sets the maximum num-
ber of document pages that are imaged. For example, if you set this value to 50 and have a 100-page doc-
ument, Relativity only images the first 50 pages of the document. Use this option to image only the number of
pages entered in this box.

Dithering Algorithm*—the procedure the native imaging engine uses to convert images from color to black
and white TIFFs. This setting is only used if Native Image Format is set to TIFF, the default for this field is set to
Floyd Steinberg. The algorithm options are:

e Clustered 6x6—groups pixels into clusters of 6x6.

e Clustered 8x8—groups pixels into clusters of 8x8.

e Clustered 16x16—groups pixels into clusters of 16x16.
e Dispersed 4x4—disperses pixels in a 4x4 matrix.

e Dispersed 8x8—disperses pixels in an 8x8 matrix.

» Dispersed 16x16—dispersed pixels in a 16x16 matrix.

e Floyd & Steinberg—diffuses the difference between the actual analog value and quantized digital value
of a pixel to its neighboring pixels.

» Threshold—compares each pixel value against a fixed threshold. During this process, individual pixels
in an image are marked as object pixels if their value is greater than the threshold value. If their value is
less, they're marked as background pixels. If you select this, you must provide a value between 0-255 in
the Dithering Threshold field.

Dithering Threshold—sets the threshold against which all pixels are compared. This is required if you chose
Threshold for the Dithering Algorithm field above. You can provide any value between 0 - 255. The recom-
mended default threshold is 128. When the pixel RGB color model in an image is greater than the threshold, it's
converted to black. When less, it's converted to white.
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» See Native imaging - dithering algorithm options on page 232 for details on the various dithering
algorithms available within Relativity native imaging, as well as use cases for each algorithm, including
the size and clarity of images you create.

* Native Image Time Zone—determines what time zone is used to display dates/times in a document image.
While this field updates the date sent when native imaging an email, the native document and metadata stays
unchanged.

Notes:

e For Native Image Time Zone to apply, you must select Date Sent for the Native Image Date field. If you
don't make a selection, Native Image Time Zone will not apply and defaults to the current date.

* Native Image Time Zone field only supports MSG and EML files for email.

To set the time zone value on documents in Relativity, click the drop down next to the Native Image Time Zone
field and then select a time zone field from the picker. If you don't select an option here, the time zone defaults
to Coordinated Universal Time (UTC).

To add an option to the Native Image Time Zone picker list:

1. From the Fields tab, click New Field.
2. Setthese fields:

Field Information

Name Time Zone Field

Object Type* Document Clear

Field Type Single Object ~

Associative Object Type* Relativity Time Zone Clear

* Name—type the name of the Native Image Time Zone option that you are creating.

Object Type—select Document.

* Field Type—select Single Object.

» Associative Object Type—select Relativity Time Zone.
3. Click Save.

» Native Image Date - select any document-level date field available in the pop-up picker as the current date
used when rendering date-related document field codes. If no selection is made here, the Native Image Date
defaults to the current date (today’s date). Microsoft Visio documents are incompatible with Native Image Date.
If this field is set set for an imaging profile with linked time and date Application Field Codes, the linked Applic-
ation Field Codes override the Native Image Date setting on the profile.

Spreadsheet Options (Native)
« Paper size/orientation*—specify a paper size and orientation for your spreadsheet, the default for this field is
set to Original setting. The options are:

e Original setting
e Letter (8.5in x 11 in)
e Letter (11 in x 8.5 in)
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e Tabloid (11 in x 17 in)
e Ledger (17 in x 11 in)

Page Order*—determines the order used to render spreadsheets when data exceeds one page, the default for
this field is set to Original setting. Options include:

e Original setting—renders a spreadsheet based on the spreadsheet's original page setting.

e Down, then over—renders a spreadsheet first from the top of the page to the bottom and then from the
left to the right.

e Over, then down—renders a spreadsheet first from the left of the page to the right and then from the top
to the bottom.

Print Area*—override any pre-defined print area in an Excel file. When you select Ignore Print Area, Relativity
images the entire document, the default for this field is set to Ignore print area. The options are:

e Original setting—uses the original print area settings of the document.
 Ignore print area—ignores the original print area settings of the document.

Hide and page break after _ consecutive blank rows and columns*—sets a maximum value for con-
secutive blank rows or columns. By default, the native imaging engine checks for a run of 10 blank rows or
columns and compresses them to limit the number of pages rendered for a spreadsheet. The default for this
field is setto 10.

Show track changes in spreadsheet*—displays any modifications made to the document through the Track
Changes option in Excel, the default for this field is set to Yes. The options are:

¢ Yes—shows track changes.
e No—doesn't show track changes.

Include row and column headings*—renders row and column headings (the number assigned to rows and
the letters assigned to columns). The options are:

e Original setting - uses the original row and column headings of the document.
e Yes - renders the row and column headings.
* No -doesn't render row and column headings.

Include comments*—determines whether Relativity renders comments found in the spreadsheet, the default
for this field is set to Yes. The options are:

e Yes—renders comment found in the spreadsheet. This is the value used in the Default profile.
e No—doesn't render comments found in the spreadsheet.

Include headers and footers*—renders headers and footers in the spreadsheet. The printing of these items
interferes with the ability of the native imaging engine to detect blank pages — for this reason, it's recommended
that you leave this set to No, the default for this field is set to Yes. The options are:

» Original setting—uses the original header and footer settings of the document.
¢ Yes—renders the headers and footers of the document.
¢ No—doesn't render the headers or footers of the document.

Include gridlines*—renders the gridlines between rows and columns in the spreadsheet, the default for this
field is set to Yes. The options are:
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e Original setting—uses the original gridline settings of the document.
* Yes—renders the gridlines between rows and columns in the spreadsheet.
¢ No—doesn't render the gridlines between rows and columns in the spreadsheet.

Include borders*—renders the borders of the spreadsheet, the default for this field is set to Yes. The options
are:

e Yes—renders the borders of the spreadsheet.
e No—doesn't render the borders of the spreadsheet.
Unhide hidden worksheets*—displays hidden worksheets, the default for this field is set to Yes.

Limit spreadsheet rendering to _ pages—images only the whole number value of pages entered in this
field’s textbox. This value must be less than or equal to the maximum pages imaged per file value entered in the
Native Imaging Options section above.

Zoom Level % resets the zoom level for a spreadsheet. This value overrides the default settings internally
stored in the file. The zoom level range is 10% - 400%.

Fit to _ pages wide—resets the page width for a spreadsheet. This value overrides the default settings intern-
ally stored in the file.

Fit to _ pages tall—reset the page height for a spreadsheet. This value overrides the default settings internally
stored in the file.

Formatting—determines the formatting of the spreadsheet with the following options:
» Auto-fit rows—expands the dimensions of rows to accommodate their content. When you select these
options, Relativity displays any hidden rows. This option is selected by default.

e Auto-fit columns—expands the dimensions of columns to accommodate their content. When this
option is selected, any hidden columns display. This option is selected by default.

e Clear formatting in empty rows—clears the formatting from entire rows that do not have contentin any
of their cells and whose adjacent rows are both empty. This option does not remove the formatting from
an empty cell that is a part of a row that has cells with content. With this option, the number of pages
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rendered is reduced.

A B C D E F G H J K L
1
2 || Formatting removed from these rows
3
4 SCS OPTION DATA
5
6 |TICKER STRIKE STR BID STR ASK B VOL A VOL M STD/Di WHEN
7
8 CLF2 18.5 215 225 65.7 68.8 0.78 11/26/2001 14:24
9 CLG2 19 340 350 60.4 62.2 0.73 11/26/2001 14:24
10 |cL H2 19 400 420 57 599 0.7 11/26/2001 14:24
11/cL 12 19 440 460 53.9 56.4  0.66 11/26/2001 14:24
12 |CL K2 19.5 485 505 51 53.1 0.64 11/26/2001 14:24
13 |CL M2 19.5 505 525 48.5 50.5 0.61 11/26/2001 14:24
14 |CL N2 19.5 515 535 45.7 47.5 0.57 11/26/2001 14:24
15 |CL Q2 20 530 350 42.9 44.5 0.55 11/26/2001 14:24
16 |[CL U2 20 540 548 41.3 42 0.52 11/26/2001 14:24
17 |[CL V2 20 540 560 39.2 40.7 0.5 11/26/2001 14:24
18 CL X2 20 542 562 37.6 39 0.48 11/26/2001 14:24
19 cLZ2 20 545 555  36.4 37 0.46 11/26/2001 14:24
20 |cL M3 20.5 550 595  29.9 324 0.4 11/26/2001 14:24
21 CLZ3 20.5 250 595 26.5 28.7 0.36 11/26/2001 14:24
22 |CL M4 21 555 600 23.9 25.9 0.33 11/26/2001 14:24
23
5‘; Formatting removed from these rows
26
27
28
29
30
3

Sheet! | sheetz | Sheets | (@ ]

e Clear formatting in empty columns—clears the formatting from entire columns that do not have con-
tentin any of their cells and whose adjacent columns are both empty. This option does not remove the
formatting from an empty cell that is a part of a column that has cells with content. With this option, the
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number of pages rendered is reduced.

A B C D E F G H J K L |
1 -
2 -
3 | .
4 SCS OPTION DATA Formatting
5| removed from
6 |TICKER STRIKE STRBID STRASK BVOL AVOL M STD/DiWHEN these columns
7
8 [CLF2 18.5 215 225 65.7 68.8  0.78 11/26/2001 14:24
9 cL62 19 340 350 60.4 62.2  0.73 11/26/2001 14:24
10 |CL H2 19 400 420 57 59.9 0.7 11/26/2001 14:24
1|cL12 19 440 460 53.9 56.4  0.66 11/26/2001 14:24
12 |cLK2 19.5 485 505 51 53.1 0.64 11/26/2001 14:24
13 cL M2 19.5 505 525 48.5 50.5 0.61 11/26/2001 14:24
14 |cL M2 19.5 515 535 457 475 0.57 11/26/2001 14:24
15 CL Q2 20 530 550  42.9 44.5 0.55 11/26/2001 14:24
16 CL U2 20 540 548 413 42 0.52 11/26/2001 14:24
17 cLv2 20 540 560 302 407 0.5 11/26/2001 14:24
18 CL X2 20 542 562 37.6 39 0.48 11/26/2001 14:24
19 |cLZ2 20 545 555 36.4 37 0.46 11/26/2001 14:24
20|cL M3 20.5 550 595 29.9 32.4 0.4 11/26/2001 14:24
21|cLz3 20.5 550 595 26.5 28.7  0.36 11/26/2001 14:24
22 |cL M4 21 555 600 23.9 25.9 0.33 11/26/2001 14:24
23|
24
25
26
27
28 |
29|
30
3

Sheet! | sheetz | Sheets | (@ ]

e Text Visibility—determines the visibility of the text in a spreadsheet through the following options:
* Remove background fill colors—removes background color and ensures that any hidden text or rows
formatted to match the background color appear.

» Set text color to black—displays the font color of text as black and ensures that any hidden text
appears, such as text with a white font on a white background.

Note: If an Excel spreadsheet contains comments, those comments appear on a separate page after Relativity
renders the spreadsheet. Also, native imaging clears any filters set in a spreadsheet.

Email Options (Native)

* Orientation*—determines the orientation of the email when it's rendered, the default for this field is set to Por-
trait. The options are:

» Portrait—selects a standard portrait display in which the height is greater than the width.
e Landscape—selects a standard landscape display in which the width is greater than the height.

¢ Resize images to fit page*—modifies the image sizes to make them compatible with the page size. Select
Yes for resizing. Select No to prevent resizing. The default for this field is set to Yes.

* Resize tables to fit page*—modifies the table sizes to make them compatible with the page size. Select Yes
for resizing. Select No to prevent resizing. The default for this field is set to Yes.

» Split tables to fit page*—wide tables are split and re-printed on a new line when they are imaged, so no con-
tentis lost. Select Yes to split tables. Select No to prevent table splitting. The default for this field is set to Yes.

Admin Guide



e Download images from Internet*—download images from the Internet. This option also applies for Word
files. The default for this field is set to Yes.

e Clear indentations*—removes the tabs from e-mail threads to improve their display. Select Yes to prevent the
entries in the thread from aligning too far to the right. Select No to keep tabs in email threads. The default for this
field is set to No.

» Detect character encoding*—analyzes text in the email body to determine the best language encoding to use
during imaging. Select Yes for the native imaging engine to determine the language encoding to use during ima-
ging. Select No for the character encoding specified in the email header metadata to set the language encoding
used during imaging. The default value is set to Yes.

» Display SMTP addresses*—renders SMTP addresses for To, Cc, and Bcc fields instead of Microsoft
Exchange information. Select Yes for rendering. Select No to prevent rendering. The default for this field is set
to No.

* Show message type in header*—adds text in the header identifying the image as a message, appointment,
distribution list, etc. Select Yes for the addition of text. Select No to prevent the addition of text. The default for
this field is set to No.

Note: Imaging email settings do not affect emails with a native file type of MHT within Processing application.

Word Processing Options (Native)

e Show track changes*—renders any markups added to the document through the Track Changes feature in
Word, the default for this field is set to Yes. The options are:

¢ Yes—renders the document’s markups.
¢ No—doesn't render the document’s markups. No is the default.

» Page Orientation*—determines the rendered page orientation of Word files, the default for this field is set to
Original setting.
« Original setting—retains the original page orientation.

e Portrait—renders the imaged Word file in portrait mode.
* Landscape—renders the imaged Word file in landscape mode.

e Show—determines which additional document attributes to render. The options are:
e Comments—renders any comments added to the document through the Review feature in Word.

e Field codes—renders the field that Microsoft Word used as a placeholder for potentially changing data
rather than the actual data in the document. Selecting Show Field Codes shows all field codes when ima-
ging Word documents with the native imaging profile. If any Word field codes associate with a rendering
option other than Show Field Codes or Document Default are linked to the native imaging profile, that
behavior overrides this setting. See Microsoft Word field code considerations.

e Hidden text—renders any comments or directions added to the text of a document through the Hidden
text feature in Microsoft Word. Selecting this makes the hidden text specified in the Microsoft Word file
visible in the same manner as the normally-entered text.

Microsoft Word Options (Basic)
¢ Show Comments—renders any comments added to the document through the Review feature in Word.

e Show track changes—renders any markups added to the document through the Track Changes feature in
Word, the default for this field is set to No. The options are:
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* Yes—renders the document’s markups.
¢ No—doesn't render the document’s markups.

Presentation Options (Native)

» Show speaker notes*—renders the slide at the top of the page and the speaker’s notes at the bottom. If you
select Yes, the orientation of the presentation is portrait. If you select No, the orientation is landscape with the
slide only. The default for this field is set to Yes.

o Slide Orientation*—determines the rendered page orientation of slide files. If you have "show speaker notes"
selected, the image orientation is in portrait mode to accommodate the notes. The default for this field is set to
Original setting.

e Original setting—retains the original page orientation.
e Portrait—renders the imaged PowerPoint file in portrait mode.

e Landscape—renders the imaged PowerPoint file in landscape mode.

Note: Native imaging unhides any hidden slides in a presentation.

PowerPoint Options (Basic)

» Show speaker notes*—renders the slide at the top of the page and the speaker’s notes at the bottom. If you
select Yes, the orientation of the presentation is portrait. If you select No, the orientation is landscape with the
slide only. The default for this field is set to Yes.

e« Comments—renders any comments added to the document through the Review feature in PowerPoint.

« Comments—renders any comments added to the document through the Review feature in PowerPoint.
HTML Options (Native)

 Remove non-breaking space (NBSP) codes*—removes long rows of non-breaking spaces (NBSP) codes.
These prevent the text from wrapping properly. Native imaging automatically formats page breaks without cut-
ting text or margins when rendering HTML as PDF. The default for this field is set to No.

12.5.3 Native file imaging profile validation

Native imaging profiles must follow specific validation guidelines. Imaging profile validation reviews the following rules
for all Native Imaging Engine Options:

e Valid numerical values—numerical values fit within a designated range based on individual numerical field
requirements

e Configuration specific to format type—option selections and requirements vary based on the Native Image
Format selection

» Field dependencies—specific fields require additional field configurations to satisfy groups of settings avail-
able for native imaging, and specific fields are ignored based on the configuration of a related field

Native File Imaging profile validation only runs when using the default Native Imaging Profile Layout for new
imaging profiles.

12.5.3.1 Numerical Field Values

The following table provides valid numerical value ranges and recommended values for select numerical configuration
fields. Valid value ranges include the minimum and maximum values provided.
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Field Minimum Value | Maximum Value | Recommended Value

Native Image Output Quality (DPI) | 0 2400 300
Dithering Threshold 0 255 128

12.5.3.2 Format Specific Requirements
The following table states whether a field is set required or ignored based on the selected Native Image Format. If
applicable, select the required field value.

Native Imaging . Field Required Field Value (if applic-
Field .
Format Required/Ignore able)
JPEG Images/Dithering Ignored
Algorithm
JPEG Dithering Threshold Ignored
JPEG Render color pages to Ignored
JPEG
TIFF Images/Dithering Required
Algorithm
TIFF Render color pages to Required Yes
JPEG

12.5.3.3 Field Dependencies

The following table lists field dependencies and required field values if applicable. The Field 1 and Field 1 Value
columns list fields and values that require you to configure the fields and values listed in the Required Field 2 and
Required Field 2 Value columns.

For example, if Images/Dithering Algorithm is set to Threshold, you must configure a value for the Dithering Threshold
field.

Field 1 Field 1 Value Required Field 2 Required Field 2 Value
Images/Dithering Algorithm | Threshold Dithering Threshold <any>
Dithering Threshold <any> Images/Dithering Algorithm | Threshold
Fitto__ pages wide <any> Fitto__ pagestall <any>
Fitto__ pagestall <any> Fitto___ pages wide <any>

When fields in the Field Set column are configured, values set for fields listed in the Field Ignored column are ignored:

Field Set Field Ignored
Zoom Level % Fittopages  wide
Zoom Level % Fitto pages ___tall

Fitto__ pages wide | Zoom Level %

Fitto__ pagestall |Zoom Level %

Note: With validation rules you can only configure Zoom Level % or the setof Fitto _ pages fields. Don't set
values for all three fields.
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12.5.4 Viewing imaging profile details

On the Imaging Profile Details page, Relativity displays profile settings and a list of restricted native type files.

Native Type (Restricted Native Types) Link Y blel X 1 ‘ -100f 138 10 v | perpage

__| Name Category (Basic)

] Smart DataBase Database

_| DBaselll Database

] DBaselVorv Database
"] Framework Ill Database
_| Microso ft Works DB Database
_| DataEase 4.x Database
] Paradox2or3 Database

Paradox 3.5 Database

_| QaA Database Database

_| Reflex Database

12.5.4.1 Restricted native types

The Restricted Native Types section lists the file formats that Relativity won't convert into images. It also includes
features that you can use to modify this list. You see the following columns and options displayed in the Restricted
Native Types section:

 Name—lists file formats.

e Category (Basic)—indicates a grouping of related file types or formats. For example, Word Processor is the
category for common word processing formats such as Word, WordStar, WordPerfect, and others. (Additional
super types are Database, Spreadsheet, Graphic, Multimedia, and Other.)

e Link—adds existing native types to the restricted list through the Select Items pop-up.
Select one or more file types in the Available Items list, click Add to include them in the Select Items list, and
then click Set to link them to the profile.

Note: You can't add new native file types to Relativity. For a list of native types that Relativity supports, see the
Native Types tab or Viewer-supported file types on page 692. Contact Support if you have additional questions
about supported native types.

* Unlink—removes restricted native types from the list. When you use this profile, Relativity images these doc-
uments.
Select one or more file types, and click Unlink.

. — Y
Resize, export, filter— ® —resize columns, export, and filter the list of restricted native types.

These features function similarly to those available on views.

* Export the list 3 —creates a list of restricted native types in Excel.

12.5.4.2 Application field codes

Application Field Codes is how Relativity refers to fields that Microsoft documents use to store document data. For
example, [Date] is a field code in Microsoft that shows the date of document creation. Excel and PowerPoint refer to
these fields as header and footer, Word refers to them as field codes, and Visio refers to them as fields. But for
simplicity, Relativity refers to them as field codes, regardless of which Microsoft application document you’re viewing.

When imaging Microsoft application documents in Relativity, field codes embedded within a document can contain
incorrect or irrelevant information. The imaged field code functions as it should, but instead of using the original Date,
for example, the field code captures the date the document was imaged within Relativity instead of the date the
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document was actually created. By creating Application Field Codes in Relativity, however, you can determine how
various field codes appear on imaged documents.

Relativity comes with 17 of the most commonly-used field codes automatically linked to the default native imaging
profile with the most common rendering options supported. You can edit these linked field codes or remove them from
the default native imaging profile based on your rendering preferences. You can also add additional field codes to
Relativity beyond the 17 we include.

Note: Application Field Codes are only configurable with native imaging.

For more information on Application Field Codes and how to link them to native imaging profiles, see Application Field

Codes.

12.6 Imaging sets

An imaging set consists of an imaging profile and a saved search containing the documents you want to image. You
run the imaging job from the imaging set console. In addition, on the Imaging Set Details page, you can view
document-level error messages and rerun an imaging job if it failed.

Note: In 2025, Relativity is deprecating the (Admin) Errors tab in RelativityOne. This change is part of our effort to
transform the error-handling experience by making it easier to address job-specific errors as they occur at their
source within your workspaces. Starting in April 2025, we'll hide the Errors tab from all production instances in a
phased rollout. In July 2025, we'll permanently remove it from RelativityOne and disable the ability to read errors
through the API. For more details, see Errors tab deprecation.

12.6.1 Using imaging sets

You need to provide reviewers in England with a group of 500 TIFFs so that they can redact and apply markups to
them in the Viewer1 without having to firstimage them individually. You've already created an imaging profile
specifically tailored to their needs.

Now you just need to create a saved search containing the 500 documents you want to provide as TIFFs to your
reviewers. This is required because you need to select it as a data source when you go to create the imaging set.

Next you create an imaging set that references both the profile and the saved search you created. Once you save the
set, you select to image the documents through the set's console. When this imaging job is complete, your reviewers
can redact and apply markups to the images you created.

12.6.2 Creating and editing an imaging set

Note: You need to install the Imaging Request and Imaging Response agents in order to perform image on the fly,
run an imaging set, or execute a mass imaging operation. The maximum recommend amount of Imaging Response
agents is 8, any more can cause database issues. The standard configuration is 4, for details on installation and
activation of these agents, see Imaging.

To create or edit an imaging set:

1. Navigate to the Imaging tab, and then click Imaging Sets in a workspace.

2. Click New Imaging Set.
The Imaging Set Form appears.

1The Viewer is the area of the core reviewer interface in which document review takes place. It displays loaded forms
of documents from the workspace and provides options for controlling the mode in which those documents display.
Reviewers can apply markups, redactions, and persistent highlights to documents in the viewer.
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3. Complete all required fields. See Fields for details.

4. Click Save. The saved set layout provides the set details and the imaging set console, from which you run the

imaging job.
12.6.3 Fields
The imaging set form contains the following fields:
Imaging Set Layout - & ml Save and New H Save and Back H Cancel l

Imaging Set Information

Name

Data Source
Imaging Profile

Email Notification Recipients

Imaging Status

Status

Image Completion
Completion Rate

Image QC Review Status

Last Run Error

Imaging Set Information

¢ Name - the designation for the imaging set.

o Data Source - a saved search, which includes a group of documents to image. Only documents in the saved
search are imaged.

¢ Imaging Profile - a pre-determined set of parameters that control how the images generate. The list you
encounter when clicking the ellipsis contains both Native and Basic profiles.

« Email Notification Recipients - adds email addresses of those who require notification of the completion of
processes within the imaging job. Separate multiple email addresses with a semi-colon delimiter. Those pro-
cesses are:

e Imaging Set completed successfully
* Imaging Set completed with errors
Imaging Status
« Start Time - this field will appear with the following conditions are met:
e Theimaging set is in the Submitting status.
e Theimaging set is in the Imaging status and the job has commenced.

e Status - the current state of the imaging job. This value depends on issues encountered during the job and will
automatically refresh to show progress. The possible values for this field are:
e Staging - you've started the job, but no documents from the imaging set have been sent to the worker
manager server yet.

e Preparing files - Relativity is preparing files to be submitted by splitting them into batches, creating data
tables and getting the files ready for the imaging job. A percentage tracker reflects the progress of this
status.
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e Submitting - Documents are being submitted to the queue and getting ready to be picked up forima-
ging. A percentage tracker reflects the progress of this status.

e Imaging - the job is currently being performed in the worker manager server. A percentage tracker
reflects the progress of this status.

e Completed - the last document in the set has come back from the worker manager server and there is no
longer a job in the ImagingJob database table.

e Completed with Errors - the last document in the set has come back from the worker manager server,
there were errors in the job that are now visible in the Errors tab, and there is no longer a job in the Ima-
gingJob database table.

» Stopped - the imaging set was stopped by Relativity.

» Stopped by User - the imaging set was manually stopped by the user through the Stop Imaging button
on the console.
« Image Completion - refreshes automatically to show progress and lists the following information:
e # documents pending submission - the number of documents from the imaging set that have yet to be
submitted to the worker manager server to be imaged.

e # documents submitted - the number of documents that have already been submitted to the worker
manager server.

e # documents remaining - the number of documents remaining that do not have a status of Imaged,
Errored, or Skipped. This number starts at a maximum number of documents and decreases as the ima-
ging job progresses.

« # documents successfully imaged - the number of documents that were imaged by the worker man-
ager server without any errors.

e # documents with errors - the number of documents that were submitted to the worker manager server
and that received an error during imaging.

e # documents skipped - the number of documents from the imaging set that were never submitted to the
worker manager server to be imaged.

e Completion Rate - lists the following information:

e # documents submitted per hour - during the submission phase, this is the average number of doc-
uments submitted to the worker manager server per hour. It is calculated by normalizing the number of
documents submitted over a 10 minute interval, and then scaling up to an hour.

¢ Image QC Review Status - the number of documents set to be hidden from QC review, per your selection for
the Hide Images for QC Review option right after clicking Image Documents on the console. This also lists the
number of documents that currently have viewable images.

o Last Run Error - the date and time of the last error.

12.7 Image upload

Use Relativity's image upload feature to open a file in the viewer and upload a single image for that record.

You can manage review and productions more efficiently by reducing the number of steps involved and avoiding some
of the errors that were previously common when importing an image.

With this feature, you're able to upload the following file types:
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« GrouplV TIFF
. JPEG
- PDF

12.7.1 Required security permissions

To use the image upload feature, you must have the following permissions enabled in the Object Security console:
e Upload Image
e Add Image

e Delete Image

Security Object Security

ot ) cse |

Note: You need to install the Imaging Request and Imaging Response agents in order to perform image on the fly,
run an imaging set, or execute a mass imaging operation. The maximum recommend amount of Imaging Response
agents is 8, any more can cause database issues. The standard configuration is 4, for details on installation and
activation of these agents, see Imaging.

12.7.2 Uploading an image

To upload an image for a file in the viewer, click the file name and select Upload images for this document. In the
menu, select the imaging profile you want to upload the image with. For more information see, Imaging profiles on

page 191.

& REL0000000055 ~

&, Download document native

[0) Copy document link
arch 1 default v | &
7 Email document
[® Replace document native
=) Image on the fly

Upload images for this document » Basic Default

) Reconvert

If an image already exists for a document, you can replace it by clicking the document name and selecting Replace
images fore this document. In the menu, select the imaging profile you want to upload the new image with.
Replacing the image with a supported image type replaces the entire image not just a single page of an image. For
example, if you have a 5 page document, but you upload a JPG or TIFF file, you will have 1 image. If you upload a 5
page PDF file, then 5 images will upload.
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& REL0000000029 ~
&, Download document native
[0) Copy document link
efault v &
(7 Email document
[® Replace document native
i Delete allimages for this document
|2 Replace images for this document » : Basic Default

O Reconvert

Once you choose an image profile after selecting Upload images for this document or Replace images for this
document, the upload/replace image window will appear. Select click to select a file to open the folder containing the
image you want to upload. You can also drag a single file from your local machine and drop it into the upload window.

(e

Drop your file here or click to select a file.

Once you select the file in the folder, Relativity automatically begins to upload it. When the upload is successful, the
image is visible in the viewer.

If you've redacted or added highlights to an image in the viewer and then you attempt to upload a new image, you'll
receive a message informing you that you're about to remove those redactions or highlights when you replace the
image. Note that replacing an image with redactions will update the Has Redactions field for that file to No and
remove all existing redactions and markup.

Replace Image

Please note that this image contains redactions and
proceeding will replace the entire image and remove any
highlights or redactions.

>

Drop your file here or click to select a file.

If you attempt to upload an unsupported file type, you'll receive an error message.

Replace Image

o Error: Loaded file is not a supported format. Please
select TIFF, JPEG or PDF File.

Upload New Image Close

From here, you can click Upload New Image to select a new image to upload.
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12.7.3 Audits for image upload

The following actions are available in Relativity to assist in identifying how the logged-in user has been using image
upload.

* Images - Created - indicates that the logged in user generated an image in the viewer.

» Images - Deleted - indicates that the logged-in user deleted an image from the viewer.

12.8 Application Field Codes

Application Field Codes is how Relativity refers to fields that Microsoft documents use to store document data. For
example, [Date] is a field code in Microsoft that shows the date of document creation. Excel and PowerPoint refer to
these fields as header and footer, Word refers to them as field codes, and Visio refers to them as fields. But for
simplicity, Relativity refers to them as field codes, regardless of which Microsoft application document you’re viewing.

When imaging Microsoft application documents in Relativity, field codes embedded within a document can contain
incorrect or irrelevant information. The imaged field code functions as it should, but instead of using the original Date,
for example, the field code captures the date the document was imaged within Relativity instead of the date the
document was actually created. By creating Application Field Codes in Relativity, however, you can determine how
various field codes appear on imaged documents.

Relativity comes with 17 of the most commonly-used field codes automatically linked to the default native imaging
profile with the most common rendering options supported. You can edit these linked field codes or remove them from
the default native imaging profile based on your rendering preferences. You can also add additional field codes to
Relativity beyond the 17 we include.

Note: Application Field Codes are only configurable with native imaging.

12.8.1 Application Field Codes in Relativity

Use the following table to view the 17 Application Field Codes that come with Relativity. An asterisk denotes the
default rendering behavior.

Field Code Supported Rendering Options
Show Field Code | Show Nothing | Document Default | Replace with Relativity Field

Microsoft Word
Date Ve v v v
FileName v v e v
NumPages |o v Ve v
Pages v v Ve v
Time Ve v v v
Microsoft Excel
Date Ve v v v
File Ve v v v
Page v v e v
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Field Code Supported Rendering Options
Show Field Code | Show Nothing | Document Default | Replace with Relativity Field

Pages v v Ve v
Path e v v v
Time e v v v
Microsoft Powerpoint
DateTime Ve v v v
Footer v v e v
Slide Number | 4 Ve v
Microsoft Visio
Directory Ve v v v
FileName Ve v v v
Now v v va v

Note: For PowerPoint, Relativity only supports field codes for headers and footers. Field codes for speaker notes

and text boxes

are not supported.

If you need to add field codes beyond the 17 that come pre-loaded, Relativity provides additional field codes you can
select via a pop-up picker or enter manually. Those field codes are:

fHRelativityone

Field Code Supported Rendering Options Relativity Availability
Show Field | Show Noth-| Document Replace with Relativ- Popup Manual
Code ing Default ity Field Picker Entry
Microsoft Word
Author v v v v v v
Citation v v v
CreateDate v v v v v v
Embed v v
Link v v
PrintDate v v v v v v
SaveDate v v v v v v
Microsoft Excel
Picture v v v v v v
Tab v v v v v v
Microsoft Visio
DocCreation |/ v v v v v
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Field Code Supported Rendering Options Relativity Availability
Show Field | Show Noth-| Document Replace with Relativ- Popup Manual
Code ing Default ity Field Picker Entry
DoclastEdit |/ v v v v v
DocLastPrint |/ v v v v v
PageCount v v v v v v
PageNumber |/ v v v v v

Please note that Relativity currently does not support the following Microsoft Word field codes:

e AutoNum

e AutoNumLgl Time
e AutoNumOut

e Custom

e GoToButton
 IncludePicture

e MacroButton

e PageRef

e Seq

12.8.2 Application Field Code formats

If you want to add field codes beyond the 17 that come with Relativity or the field codes available in the pop-up picker,
you can manually enter the field code for each Microsoft application. Code means any string of non-special
characters, for example, DateTime.

Microsoft Word format
Acceptable formats are {Code}, [Code], and Code.

Microsoft Excel format
Acceptable formats are [Code], Code, &Code, &[Code].

Microsoft PowerPoint format
Acceptable formats are [Code] and Code.

Microsoft Visio format
Acceptable formats are [Code] and Code.

12.8.3 Creating or editing an Application Field Code

You can create a field that's available in the pop-up picker, create a field code thatisn't available already in Relativity,
or edit one of the pre-loaded 17 field codes or a field code you've already created. To create a new Application Field
Code:

Note: When creating Application Field Code RDOs, when the option is Relativity Field, you cannot use the following
system fields: System Modified By, System Created By, or Folder Name.
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1. In aworkspace, navigate to the Job Admin tab and select the Application Field Code tab.

2. Click New Application Field Code, or click the Edit link of an existing Application Field Code. The Application
Field Code Information layout opens.

3. Complete all required fields. See Fields below for details.

4. Click Save.

12.8.4 Fields

The Application Field Code Information fields are:

m S el Wl

application Feeld Code Information

Appdication * =
Fledd Code*

Dptisn Shaw Field Code
Shaw Ngtheng

Descuamsent Delaull

& Replace with Relaiiiy Freld

Field Code - The field code that appears on your document set. Click
codes. See Application Field Codes on page 208 for details.

to see a full list of available field

Note: You can add a field code to your imaging profile even if the field code isn't a part of the default or avail-
able lists. See Application Field Code formats on the previous page for details.

« Application - The application used to create the documents. This field automatically populates once a field
code is selected.

e Option - The way field codes render on the imaged document set.
e Select from the following options:
» Show Field Code - This option displays the field code in the imaged document.

e Show Nothing - This option hides the selected field code in the imaged document.

e Document Default - This option applies the default setting of the document to the field code in the
imaged document.

* Replace with Relativity Field - This option replaces the selected field code text with a Relativity
date, fixed-length, or whole number field value that you choose in the imaged document.

e Relativity Field - The Relativity field value to replace the selected field code text. This option is required when
Replace with Relativity Field is selected.
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12.8.5 Linking an Application Field Code to a native imaging profile

Note: View permission needs to be selected on Application Field Code for the Application Field Code layout to
display in the imaging profile page.

Once you create your Application Field Code, link the field code to the appropriate native imaging profile. This is only
required if you create a new Application Field Code that isn't linked to a native imaging profile by default. The Imaging
Profile (Field Codes) section lists the available native imaging profiles in a workspace.

To link an Application Field Code to an existing native imaging profile:

1. Click Link. The Select Items - Imaging Profile (Field Codes) popup picker opens.

2. Select the imaging profile where you want to link the Application Field Code.
3. Click Add.
4. Click Set.
Imaging Profile (Field Codes) Med Link o b E 1 0n o
Narre System Created By Sywiem Created On

12.9 Running an imaging set

To run an imaging set, click Image Documents on the imaging set console. This kicks off the conversion of
documents to images. While the job is running, this button toggles to Stop Imaging. Use the Stop Imaging button to
stop the imaging job. With the Image Documents Options prompt you can Hide Images for QC Review. See QC
Review on page 227 for more information.

12.9.1 Special considerations
Keep in mind the following special considerations:
* You can't delete an imaging set while it is running.
» Imaging Sets will not re-image documents that already have an image.

e Frequent worker updates can result in minor inconsistencies if files are imaged days apart using Native Ima-
ging.
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12.9.2 Imaging Set console

Imaging Set Layout - & m[ Delete H Back H Edit Permissions H View Audit 3 of 3 WG

Imaging Set Information

Imaging Status

Email Notification Recipients

Image Documents

Name 20200507_Imaging001
QC Review
Data Source  All Documents
Imaging Profile  Basic Default Hide Images

Errors and Warnings

Status Completed Refresh Page

Image Completion 3546 documents successfully imaged.
0 documents with errors.

icon g

Depending on the progress of the job, the following options are available on the console:

Image Documents - begins the imaging job.
Release Images - allows users to see the images after the QC review process is complete.
Hide Images - prevents users from viewing the images until the QC review process is complete.

Retry Errors - reruns documents with imaging errors. This is only enabled if errors have occurred during the
imaging job.

Note: Retry Errors will use the same imaging profile the documents with imaging errors were created with,
even if the imaging profile is changed.

View Document Errors - redirects you to the Imaging Document Error tab, where the results are filtered by all
imaging errors associated with the documents in the imaging set. You can expand the results by modifying the
filters.

View Document Warnings - redirects you to the Imaging Warnings tab, where the results are filtered by all
Imaging Warnings associated with the documents in the imaging set. You can expand the results by modifying
the filters.

Show Errors - provides the option to view document-level errors for an imaging set run prior to September
2018. When you click this button, a pop-up displays a filterable list of documents and fields. The fields include:

¢ Control Number - the control number of the item in error.
o Artifact ID - the artifact ID of the item in error.

» File Type Identification (Native) - the file type of the item in error as identified by the native imaging
engine. This is only populated if the native imaging engine runs the imaging set.

 File Type Identification (Basic) - the file type of the item in error as identified by the basic imaging
engine. This value is populated when the basic engine identified the document when you import the doc-
ument into Relativity.

* Imaging Method - the method selected in the Native Types table for the identified file type in error —
Basic or Native.
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e Actual Imaging Method - the method that was used to image the item in error — Basic or Native.
e Message - the description of the cause of the error.
e Full Text - the complete error text string the system provides, including stack trace.

* Refresh Page - refreshes the page and see the current state of the imaging job.

Note: When you mass image, image on the fly, run an imaging set, and retry an imaging set, the list of passwords
specified in the password bank accompanies the imaging job so that password-protected files are imaged in that
job. For more information see Password Bank in the Processing User Guide.

12.9.3 Imaging profile caching

Relativity caches all imaging profile settings until the imaging job you kick off through the imaging set console
completes. The only exceptions to this are the following scenarios:

* Inthe case of fatal errors, the imaging profile information remains cached until you delete the set or you delete
the job record associated with that set from the ProcessingQueue table.

 In the case of non-fatal errors, Relativity no longer caches all profile information except for the Time Zone and
Last Modified Date information.

12.9.4 Password Bank

The Password Bank stores passwords used to protect certain files. When you process or image files protected by the
passwords in this bank, Relativity sends the passwords to the respective engine, which then uses them to unlock the

corresponding file.

Notes:
e The Password Bank tab appears under both the Imaging and the Processing applications and is updated in
each to reflect the most current entries are added, deleted, or edited.

e Save as PDF does not integrate with the Password bank. If you select Save as PDF when imaging a native
document that is password protected, an error occurs.

For more information see Password Bank in the Processing User Guide.

12.10 Monitoring imaging status

In the imaging status section, you can monitor the progress of the imaging job by referring to the Status field after
clicking the Refresh Page link on the console. The Imaging Set status information is also available in the default

Imaging Set view.

The Imaging Status section provides the following fields:
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Imaging Status

Image QC Review Status

Image Completion

Completion Rate

Start Time 12/12/2024, 1:50:43 PM GMT+1
Status Preparing files 100%
Submitting 100%
Imaging 32.4%

22 documents successfully imaged.
2 documents with errors.

0 documents skipped.

70 documents viewable.

Last Run Error

50 documents remaining.

0 decuments imaged per hour.

0 decuments set to hidden.

« Start time - displays the start time and date of the imaging set. Only available when the imaging set is in Sub-
mitting or Imaging states.

» Status - provides any of the following values, depending on the imaging job in the imaging status section and in
the default Imaging Set view:

Status
Value What Happened What It Means

Staging User clicked Image Docu- Job is in queue table and the Imaging Set is awaiting execution.
ments.

Preparing | The Imaging Request Agentis | Relativity is preparing files to be submitted by splitting them into

files preparing files to be submitted. |batches, creating data tables and getting the files ready for the ima-

ging job. A percentage tracker reflects the progress of this status.

Submitting | The Imaging Request Agentis | The Imaging Request is creating the imaging job and doing neces-
submitting documents to the sary work to submit documents.
Processing and Imaging Documents are being submitted to the queue and getting ready to be
Queue. picked up for imaging. A percentage tracker reflects the progress of

this status.

Imaging All documents have been sub- | Invariant workers are creating images of the documents.
mitted to Processing and Ima- | The job is currently being performed in the worker manager server. A
ging Queue. percentage tracker reflects the progress of this status.

Completed |Job has completed. All documents imaged successfully.

Completed |Job has completed with ima- One or more documents encountered an error during imaging job.

with errors | ging errors.

Error-Job | Job manager encountered an | Manager terminated imaging job due to exception.

Failed exception.

Stopping User clicked Stop. Processing and Imaging Queue is stopping worker jobs, and Docu-

fHRelativityone
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Status
Value What Happened What It Means
ments are being updated to Has Images = No
Stopped by | Job has stopped. All worker agents have stopped imaging documents; job manager
user has stopped the job.

» Image completion - displays the number of remaining documents, successfully imaged documents, doc-
uments with errors, and skipped documents.

o Completion Rate - displays the rate at which documents are submitted. For example, X documents submitted
per hour or X documents imaged per hour.

e Last Run Error - displays the most recently run job that completed with errors.

Note the following:

» During the conversion process, Relativity skips documents that already have images, documents with restricted
native types, and documents with images in a pending state (that's with the Has Images field set to Yes). It
includes these items in the skipped documents count.

« If you need to delete an Imaging Set, you should only delete those with the following statuses:
e Stopped by User

e Error- Job Failed
e Completed with Errors

e Completed

12.11 Imaging errors

Document level imaging errors are common when you run an imaging set, and you may encounter several of them
when you go to check the progress of your set.

12.11.1 Viewing imaging errors

To view document level imaging errors, go to the Imaging Document Error tab. The Imaging Document Error tab
contains all imaging error history, including errors that are resolved. The error name provides succinct descriptions for
easy understanding and resolution, these include:

¢ Document Type is not supported.

e Ol EXOpenExport failed - 11: file is password protected or encrypted.
e Ol EXOpenExport failed - 4: no filter available for this file type.

e Ol EXOpenExport failed - 9: file is corrupt.

Ol EXOpenExport failed - 10: file is empty.
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# O Relativity Document I... Name Status Job Type Imaging Set Imaging Method Native Type
Filter Filter (All) v (Al Filter (All) Filter
1 O ¢/ Presentation - Test1234! Document Type is nots.. Resolved Imaging Set Imaging Set FIVE Native Password Protected
Microsoft PowerPoint
2010-2016
2 O 7 PasswordProtectedExce Document Type is nots.. Resolved Imaging Set Imaging Set FIVE Native Password Protected
12007preSP1 - Microsoft Excel
Test1234! 2007/2008
3 O ¢/ Word Sheet - Test1234!  Document Type is nots.. Resolved Imaging Set Imaging Set FIVE Native Password Protected
Microsoft Word 2010~
2016
4 0  PWPre2007MultiPageLo  Error occurred when at..  Resolved Imaging Set Imaging Set FIVE Native Microsoft Excel 2000
ngTextHeaderFooter -
Test1234!
5 O 7 PDF Sheet - Test1234! Error occurred when at..  Resolved Imaging Set Imaging Set FIVE Native Adobe Acrobat (PDF)

Note: Legacy errors in the system before upgrading to 9.7.229.5 stay in the Show Errors pop-up dialogue and do
not migrate to the Imaging Document Errors tab.

To learn more about an imaging error, click the Name field for a document on the Imaging Document Error tab. The
Imaging Document Error Layout will open. Layout fields include:

» Relativity Document Identifier - the document identifier of the document.

 Status - the status of the imaging error - Ready to retry, Retried, or Resolved.

* Imaging Method - the method that was used to image the document — Basic or Native.

» Native Type - the file type of the item in error as identified by the native imaging engine.

e Job Type - the method used to image the document - Imaging Set, Mass Imaging, or Image on the fly.

* Imaging Set - the imaging set that the document belongs to if the Job Type is Imaging Set. If you click on the
Imaging Set, you will be taken to the Imaging Set Layout.

* Notes - space to record any notes that you have about the imaging error.

Imaging Document Error &

- I Back H Edit Permissions H View Audit ‘ 1
Layout

Default Category

of 120 WEEH

Relativity Document Identifier Presentation - Test1234!
Name Document Type is not supported.
Status  Resolved
Imaging Method Native
Native Type Password Protected Microsoft PowerPoint 2010-2016

Job Type Imaging Set

Imaging Set Imaging Set FIVE

Notes

You can also navigate to the Imaging Document Error Layout from the

e Imaging Sets tab on the next page.

e Documents tab on the next page.

e Review Interface on page 219.
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12.11.1.1 Imaging Sets tab
To see imaging errors via the Imaging Sets tab:

1. Gotothe Imaging Sets tab.
2. Click on an Imaging Set. The Imaging Set Layout will open.

3. Click View Document Errors on the Imaging Set console. This brings up the Imaging Document Error tab with
a list of the errors that occurred during the job. By default, this action will add a filter to the Imaging Document
Error tab to show only errors with a status of Ready to retry.

Image Documents

Image Documents

QC Review

Errors and Warnings

View Document ErfOrs g

Refresh Page

4. Click on the Name field for a document to obtain more information about the error. The Imaging Document Error
Layout will open.

12.11.1.2 Documents tab
To see documents with imaging errors via the Documents tab:

1. Gotothe Documents tab.

2. Create a new view.

Fields Conditions Sort
¢ Originating Imaging Docu- ¢ HasImages, any of ¢ NA
ment Error these: Error

3. Select the view you just created from the View bar.

4. Inthe Documentlist, click on the Originating Imaging Document Error link for a document. The Imaging
Document Error layout will open.
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12.11.1.3 Review Interface
To see imaging errors on the Review Interface layout:

A w0 DN

Click ﬁ,on the Layout.
Add the Originating Imaging Document Error field to the Layout.
Click Save and Close.

In the layout, click on the Originating Imaging Document Error link for a document that has an imaging error.
The Imaging Document Error layout will open.

12.11.2 Imaging error scenarios
Errors will occur in your imaging job in any of the following scenarios:

The Native Imaging engine attempts to render a corrupted native file.

The Native Imaging engine attempts to render a password-protected native file that doesn't have a valid cor-
responding entry listed in the password bank tab. For more information, see Password Bank in imaging work-
flow on the next page.

The Native Imaging engine attempts to render a document when the native file for that document is deleted
from the repository.

The Native Imaging engine attempts to render a native file when the FileShare repository is unavailable (access
is denied).

The Native Imaging queue service is stopped when the user attempts to run an imaging job.
The Native Imaging queue service becomes disabled in the middle of an imaging job.

The Native Imaging engine attempts to render a native file when there is no hard drive space in the file share
repository.

The Native Imaging engine is installed but the imaging job is not pointing to a valid server because the Native
Imaging URL in the instance setting table is incorrect or invalid.

The conversion request failed.

The imaging request is no longer tracked. Something occurred on the server that resulted in a request key get-
ting wiped out. This error is only visible in the population table and not in the Errors tab. This is usually the result
of an IIS reset. This applies to running an imaging set, mass image, and image-on-the-fly jobs.

The request key has become invalid because Invariant was attempting to report on a conversion or imaging job
that Relativity isn't tracking anymore because Invariant failed to recognize that the job timed out. This could be
caused by an IS reset. This applies to running an imaging set, mass image, and image-on-the-fly jobs.

When Relativity Native Imaging encounters an error, it retries the imaging job one time. Relativity logs additional
errors in the error report.

12.11.3 Error email notification

When errors occur in an imaging set, an email is sent to all users included in the Email Notification Recipients field for
that imaging set. The email notification summarizes the errors and directs you to the Imaging Document Errors tab in
Relativity.

12.11.4 Retrying imaging errors

To retry errors that occurred during the completion of your imaging set, click View Document Errors on the console.
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Image Documents
Image Documents

QC Review

Errors and Warnings

View Document ErfOrs g

Refresh Page

When you retry imaging errors, you are simply imaging those documents again. Thus, the retry errors button changes
to Stop Imaging once the retry job begins and reaches a status of Initializing. Click Stop Imaging to stop the error retry

job.

12.11.5 Password Bank in imaging workflow
The following steps depict how the Password Bank typically fits into the imaging cycle.

1.

You create a password bank that includes a list of passwords that correspond with the files you intend to image.

. You create an imaging set with the data source that contains the encrypted documents.

2
3.
4

You startimaging the documents in the imaging set by clicking Image Documents in the Imaging Set console.

. All passwords you supplied to the password bank become synced via an agent and accompany the job as it

goes to the imaging engine.

The imaging engine images the files in the imaging set and refers to the passwords provided in the password
bank. It then sends the imaged files back to Relativity.

Once the imaging status changes to Completed, you review and release images from QC review.

The imaged documents become available for review in the workspace, along with all the other previously-
encrypted documents whose passwords you provided.

Note: The Password Bank works with both Native and Basic imaging.

To view and resolve password-protection errors:

1.
2.

Click View Document Errors in the Imaging Set console after you run an imaging set.

Outside of Relativity, locate the passwords designated to unlock those files.
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3. Return to Relativity, go to the Password Bank, and create entries for every password that corresponds with the
errored files.

4. Click Retry Errors in the Imaging Set console to retry imaging the files that previously resulted in password-pro-
tection errors.

For more information, see Password bank in the Processing User Guide.

12.12 Imaging Warnings

The Imaging Warnings object identifies possible cut-off content on imaged MSG or EML files and stores that
information.

Note: Though MSG, P7M, P7S, ICS, VCF, EML, EMLX, and TNEF email file types are supported for imaging only
EML and MSG file types are supported for imaging warnings.

To view a list of documents that have Imaging Warnings, go to the Imaging Warnings tab. You can also add Imaging
Warning fields to a Core Reviewer layout or Document view.

12.12.1 Special considerations
Keep in mind the following special considerations when working with Imaging Warnings:
» If you delete an image, the Imaging Warnings associated with the deleted image will still exist.

« If you delete a document that has associated Imaging Warnings, the warnings will no longer be visible and can-
not be searched for later.

» Relativity will not perform the warning detection process on images uploaded using the image replacement fea-
ture in the Document viewer.

 Relativity will not perform the warning detection process on images longer than 25 pages. Documents longer
than 25 pages will be marked as Cut-off Detection Not Performed in the Warning Type field.

12.12.2 Imaging Warnings tab

The Imaging Warnings tab displays information related to current Imaging Warnings.

# ] Relativity Document |... Imaging Warning Warning Type Warning Details Imaging Method Native Type Job Type
Filter Filter (All) v Filter (All) v Filter (All) v
1 ] WithAttachedimage Possible invalid charac.. Character Encoding Text in this document Native Outlook Express Mail Imaging Set
Mismatch could be encoded ina Message

way that may produce
invalid / unreadable
characters when imaged
: email metadata
indicates message body
is encoded in utf-8
format, but part of the
body text was detected
to also be encoded in us-
ascii format

29350 Possible invalid charac..  Character Encoding Text in this document Native Outlook Email Imaging Set
Mismatch could be encoded in a
way that may produce
invalid / unreadable
characters when imaged
smail metadata

[N]

Historic imaging warning information is not preserved. If a document with an Imaging Warning is re-imaged, the
previous Imaging Warning is deleted.

12.12.2.1 Imaging Warning layout
When you click on the Imaging Warning field for a particular document, the Imaging Warning layout opens.
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Imaging Warning Layout ~ ~ & Save and Next H Save and Back H Cancel I 1 of 12 ([

Default Category

Relativity Document Identifier WithAttachedimage
Imaging Warning Possible invalid character encoding detected
Warning Type Character Encoding Mismatch

Warning Details  Text in this document could be encoded in a way that may produce invalid / unreadable characters when imaged : email metadata indicates message body is encoded in utf-8
format, but part of the body text was detected to also be encoded in us-ascii format.

Imaging Method  Native
Native Type  Outlook Express Mail Message
Job Type Imaging Set

Imaging Set Imaging Set FIVE

Notes

Note: The Imaging Warning layout cannot be accessed from the Documents tab. Access the Imaging Warning
layout from the Imaging Warnings tab or from the Core Reviewer layout by clicking on the Imaging Warning field for
a particular document.

The Imaging Warning layout has the following fields:

e Relativity Document Identifier - the control number of the document imaged along with a link to that doc-
ument in the Viewer.

* Imaging Warning - a description of the problem detected. Description options are:
e Possible cut-off embedded image detected.

» Possible cut-off text detected.

e Cut-off detection not performed.

» Split performed on table larger than page width.

e Possible missing or invalid Rich Text Format content detected in the email body.
e Possible invalid character coding detected.

For more information, see All imaging warnings on the next page.

e Warning Type - a predefined list of options that facilitates searching when trying to group warnings. This field
has better searching performance than a text-based field, such as Imaging Warning. Warning Types include:

o Cut-Off Text.

e Cut-Off Embedded Image.

o Cut-Off Detection Not Performed.

e Table Split.

e Missing or Invalid Rich Text Format Content.
e Character Encoding Mismatch.

e Warning Details - additional information related to the problem found, such as the page range where problems
are detected.

e Imaging Method - Basic or Native.
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* Native Type - the Relativity supported file type of the document before it was imaged.

e Job Type - the method used to create the image. Job Types are:
e On-the-fly.

e Mass imaging.
e Imaging Set.

« Imaging Set - links to the Imaging Set that the image was produced through if the image was created via an
Imaging Set.

* Notes - a space for you to enter notes.

Note: Except for the Notes field, you cannot modify the Imaging Warning fields, and you cannot link or unlink
Imaging Warnings to documents.

12.12.2.2 Warning Type pivot table

In the Imaging Warnings tab, you can create a pivot table based on the Warning Type field and then export the pivot or
dashboard. See the Admin Guide.

w Count of Warning Type =
B5 T === === m e e oo osoasooeoos

Count of Grand Total

Cut-Off Test Table Split Cut-0ff Embedded Cut-Off Detection Mot
Imags Performad

Warning Type

Note: You can only create the Warning Type pivot in the Imaging Warnings tab. The Warning Type field is not
available for widgets on the Documents tab.

12.12.3 All imaging warnings

The following table lists the all the imaging warnings:

Imaging
Warning Why the warning occurred Next step
Type
Character | Textin this document could be encoded in a way that may produce invalid | Create a saved search
Encoding or unreadable characters when imaged. Specifically, email metadata with this warning type as a
Mismatch indicates that the message body is encoded in <format>, but part of the search condition and
body text was also encoded in <another format>. Example formats manually QC the returned
include: documents.
o utf-8

¢ Windows-1252
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Imaging
Warning Why the warning occurred Next step
Type
e us-ascii

Cut-Off Email that is greater than 25 pages cannot have cut-off detection per- Create a saved search

Detection |formed onit. with this warning type as a

Not Per- search condition and manu-

formed ally QC the returned doc-
uments.

Cut-Off Embedded images within a table go beyond the boundaries of the page. | Use different imaging pro-

Embedded file options, such as land-

Image scape, auto-fit tables, split
tables and auto-fit images.

Cut-Off Text | Text within a table goes beyond the boundaries of the page. Use different imaging pro-
file options, such as land-
scape, auto-fit tables, and
split tables.

Missing or | Rich Text Data within the email is possibly missing or incorrect. As a Create a saved search

Invalid Rich | result, text in the email body may be missing from the image generated. | ith this warning type as a

Text Format search condition and manu-

Content. ally QC the returned files.

Table Split | Tables that go beyond the boundaries of the page have been split and re- | Create a saved search

printed on a new line. with this warning type as a

search condition and
manually QC the returned
files.

Table Split | Tables that are beyond boundaries of the page could not be split. Use different Imaging

Not Com- | Reasons for this include an abnormally wide first column, when there are | Profile options, such as

pleted rows that span across multiple columns, or a table within a table. The landscape, auto-fit tables,

exact page where the table begins will be reported. and split tables.

12.12.4 Core Reviewer layouts
To facilitate the QC of documents, you can link the Imaging Warnings layout to a Review layout. See the Admin Guide.

You can also add Imaging Warnings fields to a Core Reviewer layout. The Core Reviewer layout can be configured to
show Imaging Warning details or create pop-ups with that information. See the Admin Guide.

Imaging Warnings fields that you can add to a layout include:

« Imaging Warning - a description of the problem detected. Description options are:

Possible cut-off embedded image detected.
Possible cut-off text detected.
Cut-off detection not performed.

Split performed on table larger than page width.

Possible missing or invalid Rich Text Format content detected in the email body.

Possible invalid character coding detected.
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e Warning Type - a predefined list of options that facilitates searching when trying to group warnings. This field
has better searching performance than a text-based field, such as Imaging Warning. Warning Types are:

o Cut-Off Text.

e Cut-Off Embedded Image.

» Cut-Off Detection Not Performed.

e Table Split.

e Missing or Invalid Rich Text Format Content.
e Character Encoding Mismatch.

» Warning Details - additional information related to the problem found, such as the page range where problems
are detected.

12.12.5 Re-imaging emails with tables

You can image large tables in emails without the table being cut-off in the resulting image by setting the Spilit tables to
fit page width field in the Native imaging profile to Yes. When this field is set to Yes, wide tables are split and re-printed
on a new line when they are imaged with no content lost.

The following screen shot shows an imaged email where the Split tables to fit page width field was set to No on the
imaging profile.

< Extwener | Documents @ email with table ~
o e xvacted T NoPracucion Noror

This screen shot shows an imaged email where the Split tables to fit page width field was set to Yes on the imaging
profile.

© email with table v

Selecting the Split tables to fit page width field will slow down your imaging time. As a result, you may want to image
documents without the field set to Yes first and then re-image all of the documents that acquire an Imaging Warning.

To re-image documents that have an imaging warning:

1. Create a saved search that brings back documents with Imaging Warnings.
e Select Imaging Warning from the Add Condition drop-down menu. A pop-up window will open.

e Select these conditions from the Operator.
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» Click Add Condition and select Imaging Warning::Warning Type.
e Select any of these from the Operator drop down.

e Move Cut-Off Embedded Image and Cut-Off Text from Available to Selected and click Apply.

Filter: Imaging Warning::Warning Type

anyofthese =

Available Selected
Filter Filter
Character Encoding Mismatch Cut-Off Embedded Image
Cut-Off Detection Not Performed Cut-Off Text
Missing or Invalid Rich Text Format Content
Table Split
Table Split Not Completed
(]

Apply Cancel ‘

e Click Apply.

For more information, see the Admin Guide.
2. Delete the images in documents that have Imaging Warnings.

 Filter on the saved search you just created.

e Select Delete from Mass Operations.

e Select Delete only images from selected documents.
e Click Delete.

3. Create a Native Imaging Profile, and in the Email Options tab, set the Split tables to fit page width field to Yes.
For more information, see the Admin Guide.
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Vv Email Options

Orientation* (@ Portrait Detect character encoding (@D

Landscape

Resize images to fit page Clear indentations

Resize tables to fit page Display SMTP addresses

Split tables to fit page width Show message type in header @D

gla88

Download images from
Internet

4. Create an Imaging Set.
e Select the saved search you just created for Data Source.

» Select the native imaging profile you just created for Imaging Profile.
e Click Save.

For more information, see the Admin Guide.
5. Open the Imaging Set.

6. Click Image Documents from the Imaging Sets console.

12.13 QC Review

Using QC Review you can prevent users from viewing or editing images in an Imaging Set until a QC reviewer has a
chance to review the images. The QC reviewer has access to the images, but the images are hidden from other
groups until you release them. A permission setting in the Admin Operations section of the Workspace Details tab
determines whether or not members of a particular group are able to view images held for QC Review. If a user
without sufficient permissions views a document in an Imaging Set that is held for QC Review, the Image radio button
is unavailable in the Viewer until you release the Imaging Set.

Sometimes it's necessary to have one team of professionals perform a preliminary review of the images in a particular
data set before releasing the images to a larger group of reviewers. With QC Review you can restrict access to a
collection of images from one group, while another group performs quality checks. When the QC review process is
complete, you can release the images to other groups to view.

Note: QC Review of Imaging Sets that contain large volumes of documents can be optimized with Random
Sampling. See Sampling on page 540

12.13.1 Hiding images for QC

The suggested workflow for the QC Review feature is as follows:
1. Click the Imaging Set tab.
2. Selectan Imaging Set.

3. Click Image Documents.

Admin Guide



4. Anoption to Hide Images appears. Selecting this checkbox prevents all users without sufficient permissions
from viewing the document images in that particular Imaging Set.

Image Documents Options

[ Hide Images for QC Review - Prevent users from viewing images until the QC review process is complete.

‘ Ok H Cancel ‘

5. Click OK.

Note: The ImageQCOnByDefault instance setting value makes this checkbox default to checked. See the
Instance setting guide.

Allimages in that Imaging Set are only viewable by users whose groups have the permission to View Images Hidden
for QC Review. Apply this permission to any group from the Workspace Details tab.

12.13.2 Releasing images

When the QC review process is complete use the following steps to grant other groups to access the images of all
documents associated with that Imaging Set.

1. Click the Imaging Set tab.
2. Select the Imaging Set.
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3. Click the Release Images button. A Release Images Confirmation window prompts you to confirm your inten-
tion to release all images in this Imaging Set.

Image Documents

Image Documents

OC Review

Hide Images

Errors and Warnings

Retry Errors

View Document Errors

Refresh Page

4. Click OK.

If the documents in the Imaging Set you want held for QC Review already have images:

1. Click the Imaging Set tab.

2. Selectan Imaging Set.
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3. Click the Hide Images button in the QC Review section of the Imaging Set.

Image Documents

Image Documents

QC Review

Hide Images

Errors and Warnings

Retry Errors

View Document Errors

Refresh Page

12.13.2.1 QC Review fields

If you image a document in more than one Imaging Set, the Imaging Set system field lists the most recent Imaging Set.
The following two fields are relevant to QC Review:

» Image QC Status - this choice field defines whether or not the image for the document is Hidden for QC. The
value is null if it is not hidden.

* Imaging Set - this field displays the most recent Imaging Set associated with that document. If the document's
image originates from outside of Relativity or with Image on the fly functionality, this field is null.

12.13.2.2 Image QC Review Status
e Documents set to hidden - displays the number of images hidden during the imaging process.

« Documents viewable - displays the number of documents with viewable images.

12.14 Imaging jobs in the Processing and Imaging Queue

The Imaging Queue displays all current imaging jobs running in your environment. You can view the queue if you have
system admin rights to see the tab. Select the Queue Management tab, and click Processing and Imaging Queue.

Y - [ 1 -10f1 1000~ | per page
# (] Workspace Set Name Data Source Job Type Status Documents Remai...  Priority JobPa.. Time Paused Failed Attel
Filter Filter Filter (All v | A v | = v Filter = v Al v (Al v = «|Fil

1 [ SASTesting Set1 Custodian 1 - Processing Discovering 0 100 No
Workspace 1190630

The Imaging Queue view displays the following fields:
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* Workspace- indicates the workspace associated with the imaging set, Mass Image, or Image-on-the-fly job.

* Imaging Set Name- indicates the imaging set, Mass Image, or Image-on-the-fly operation used for the job.
Mass Image and Image-on-the-fly jobs are named and auto-incremented when they are added to the queue.

o Set Name- indicates the imaging set, Mass Image, or Image-on-the-fly operation used for the job. Mass Image
and Image-on-the-fly jobs are named and auto-incremented when they are added to the queue.

» Data Source - only populated for processing jobs.
» Job Type- indicates the job being run, will say "Imaging" for all types of Imaging jobs.

« Imaging Set Artifact ID- is unique identifier for the imaging set. The artifact ID will be set to blank for Image-on-
the-fly or Mass Image jobs because these operations do not have imaging sets.

* Imaging Profile - lists the name of profile used to create the document images.

¢ Documents Remaining- lists the number of documents waiting to be imaged. the "Submitting" status indicates
the number of Documents remaining for submission to the Worker Manager Server. The status "Imaging" indic-
ates the number of Documents remaining for the Worker Manager Server to image.

o Status- displays the current stage of the imaging job. Image-on-the-fly or Mass Image operations have only
Waiting and Processing statuses. When it is "Submitting,” the Imaging Request Agent is submitting Documents
to the Worker Manager Server. When it is "Imaging," all Documents have been received by the Worker Man-
ager Server and are waiting to be imaged.

e Priority- indicates the order in which the imaging job will be run. Jobs initiated through image sets or Mass
Image operations have default values of 100, while jobs initiated by Image-on-the-fly have default values of 1
(which means they will be worked on before mass image operations).

« Submitted Date- indicates the date and time when an imaging job was submitted, or an attempt was made to
resolve errors in a job through the Imaging Set Console.

e Submitted By- lists the name of the user who initiated the imaging job.

Relativity sends jobs to the imaging engine by priority, and then orders them by submitted date. To change the priority
of a job, click Change Priorityat the bottom of the view. Enter a new integer value in the Priority field, and then click
Update. Jobs assigned a lower value have a higher priority.

Change Priority

Prioritj,rzl

« (Changing an inventory jolb’s priority updates the priorities of other inventory jobs from the same
processing set. This ensures that filtering files is available for the processing set.

+ (Changing a publish or republish job's priority updates the priorities of other publish or republish
jobs from the same processing set. This ensures the set's de-duplication order is respected.

To cancel imaging jobs, select one or more jobs, and click Cancel Imaging Job. You can only cancel jobs that are in
a Status of 'Imaging.' Requests to cancel during 'Submitting' will be ignored.
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Note: If you cancel an imaging job or delete an imaging set during an imaging job, all images from imaged
documents within that set remain in the database.

Note: To change the priority of a job where Customer lockbox is enabled, you must be in a permission group
having access to the workspace where the job originated, along with the System Administrator's group. For more
information, see Customer lockbox.

12.15 Native imaging - dithering algorithm options
Relativity native imaging offers multiple dithering algorithms you can apply towards imaging your documents.

This topic provides details on the various dithering algorithms available within Relativity native imaging, as well as use
cases for each algorithm, including the size and clarity of images you create.

12.15.1 Dithering algorithm details

System admins can select from one of eight different dithering algorithms when they choose to image with native
imaging:

» Clustered 6x6

» Clustered 8x8

e Clustered 16x16
e Dispersed 4x4

e Dispersed 8x8

* Dispersed 16x16
e Floyd & Steinberg
» Threshold

Native Imaging options @ Advanced options

Image output quality (DPI) 300

Image format JPEG
® TIFF

Automatically detect and
render color pages to JPEG
Overrides 'Native image format'
selection of TIFF for color

Dithering algorithm Floyd & Steinberg -

. Clustered 6x6
Spreadsheet gptions

Clustered 8x8

Paper sizliforientation Clustered 16x16 Include gridlines Original setting

Dispersed 4x4 ® Yes

Dispersed 8x8 No

Page order* | Dispersed 16x16 Show track changesin (@D
spreadsheet
Floyd & Steinberg
Threshold
Print area Original setting Include comments - )

12.15.1.1 Dithering results for text-rich documents
Below are the testing results with the different algorithms for text-rich documents. All results are 300DPI B&W only.
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Image Dithering Type

Size

Image Sample Magnified (150% scale)

Clustered 6x6

27 KB

Transwestern's average deliveries to California were 1074 MMBuu/d (99%), with San Juan lateral through
390 MMBtu/d

El Paso's average deliveries to California were 2310 MMBiw/d (78%) :

- PG&ETop, capacity of 1140 MMBtw/d, deliveries of 670 MMBw/d (59%)
- SoCalEhr, capacity 1299 MMBWd, deliveries of 1147 MMBuid (88%)

- SoCalTop, capacity 540 MMBtwd, deliveries of 502 MMBiu'd (93%)

Friday's posted Gas Daily prices
SoCal gas, large pkgs 6,54
PO&E, lugepkgs 448
TW San fuan 3
TW Permian

495

[T

Clustered 8x8

25KB

“Transwestern's average delivenies to California were 1074 MMBuw/d (99%), with San Juan lateral throug]
390 MMBtu/d

El Paso's average deliveries to California were 2319 MMBuwd (78%) -
- PG&ETop, capacity of 1140 MMBtu/d, deliveries of 670 MMBru/d (5
- SoCalEhr, capacity 1299 MMBtwd, delveries of 1147 MMBrwd (88%)
- SoCalTop, capacity 540 MMBtwd, deliveries of 502 MMBuu/d (93%)

Friday's posted Gas Daily prices:
SoCal gas. large pkgs 6,54
PG&E, largepkgs 448
TW San Juan 238

TW Permian

Clustered 16x16

23 KB

Transwestemn's average deliveries to Califorma were 1074 MMBtu/d (99%), with San Juan lateral through
390 MMBtu/d

El Pase's average deliveries to California were 2319 MMBtw/d (78%)

- PG&ETop, capacity of 1140 MMBtu/d, delveries of 670 MMBtw/d (59%)
- SoCalEhr, capacity 1299 MMBUwdL deliveries of 1147 MMBIu/d (88%)

- SoCalTop, capacity 540 MMBtw/d, deliveries of 502 MMBtwd (93%)

Friday's posted Gas Daily prices
SoCal gas, large pkgs 6,54
PG&E, large pkgs 448
TW San Juan 233

3

Floyd & Steinberg

24 KB

“Transwestern's average deliveries to California were 1074 MMBtu/d (99%), with San Juan lateral througl
390 MMBtu/d

El Paso's average deliveries to Califorma were 2319 MMBtwd (78%)

- PG&ETop, capacity of 1140 MMBtwd, deliveries of 670 MMBtw/d (59%)
- SoCalEhr, capseity 1299 MMBUW/d, deliveries of 1147 MMBud (88%)

- SoCalTop, capacity 540 MMBuw/d, deliveries of 502 MMBu/d (93%)

Friday's posted Gas Daily prices:
SoCal gas, large pkgs 654
PG&E, largepkgs 448
TW San Juan 235

Dispersed 4x4

24 KB

Transwestem's average deliveries to California were 1074 MMBtu/d (99%), with San Juan lateral throug]
390 MMBtw/d

El Paso's average deliveries to Califorma were 2319 MMBwd (78%)

- PG&ETop, capacity of 1140 MMBtu/d, deliveries of 670 MMBtw/d (59%)
- SoCalEhr, capacity 1299 MMBtw/d, deliveries of 1147 MMBru/d (88%)

- SoCalTop, capacity 540 MMBtu/d, delrveries of 502 MMBuw/d (93%)

Friday's posted Gas Daily prices:
SoCal gas, large pkgs  6.54
PG&E, large pkgs 448
TW San Juan 235
TW Permian 3495

Dispersed 8x8

24 KB

Transwestem's average delivenes to California were 1074 MMBtu/d (99%), with San Juan lateral through|
390 MMBtw/d

El Paso's average deliveries to California were 2319 MMBuw/d (78%)

- PG&ETop, capacity of 1140 MMBtw/d, deliveries of 670 MMBtw/d (59%6)
- SoCalEhr, capacity 1299 MMBI/d. deliveries of 1147 MMBu/d (88%)

- SoCalTop, capacity 540 MMBwd, deliveries of 502 MMBiu/d (93%)

Friday's posted Gas Daily prices:
SoCal gas, large pkgs  6.54
PG&E, lugepkgs 448
TW San Juan 235

Dispersed 16x16

24 KB

Transwestern's average deliveries to California were 1074 MMBiu/d (99%), with San Juan lateral throughy
390 MMBtu/d

El Paso's average deliveries to Califorma were 2319 MMBuw/d (78%)

- PG&ETop, capacity of 1140 MMBtu/d, deliveries of 670 MMBtw/d (59%)
- SoCalEhr, capacity 1200 MMBw/d, delivesies of 1147 MMBru/d (88%)

- SoCalTop, capacity 540 MMBtw/d, deliveries of 502 MMBuwd (93%)

Friday's posted Gas Daily prices:
SoCal gas, large pkgs  6.54
PG&E, large pkgs 4.48
TW San Juan 235
TW Permian 3
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Image Dithering Type

Size

Image Sample Magnified (150% scale)

Threshold O

2KB

Threshold 127

22 KB

Transwestern's average deliveries to California were 1074 MMBtu/d
390 MMBtu/d

El Paso's average deliveries to Califormia were 2319 MMBtw/d (78%)
- PG&ETop, capacity of 1140 MMBtu/d, deliveries of 670 MMBtu/d
- SoCalEhr, capacity 1299 MMBtw/d, deliveries of 1147 MMBtu/d (84
- SoCalTop, capacity 540 MMBtw/d, deliveries of 502 MMBtw/d (93¢

Friday's posted Gas Daily prices:
SoCal gas, large pkgs  6.54
PG&E, large pkgs 4.48
TW San Juan 2.35
TW Permian 3495

Threshold 215

22KB

Transwestemn's average deliveries to California were 1074 MMBu/d
390 MMBtu/d

El Paso's average deliveries to Califormia were 2319 MMBtw/d (78%)
- PG&ETop, capacity of 1140 MMBtu/d, deliveries of 670 MMBtw/d
- SoCalEht, capacity 1299 MMBtuw/d, delivenies of 1147 MMBu/d (8§
- SoCalTop, capacity 540 MMBtu/d, deliveries of 502 MMBiu/d (939

Friday's posted Gas Daily prices:
SolCal gas, large pkgs  6.54
PG&E, large pkgs 4.48
TW San Juan 2.35
TW Permian 3495

Threshold 255

22 KB

Transwestern's average deliveries to California were 1074 MMBiu/d
390 MMBtu/d

El Paso's average deliveries to Califorma were 2319 MMBtu/d (78%)
- PG&ETop, capacity of 1140 MMBtu/d, deliveries of 670 MMBtw/d
- SoCalEhr, capacity 1299 MMBtu/d. deliveries of 1147 MMB/d (8
- SoCalTop, capacity 540 MMBtu/d, deliveries of 502 MMBtu/d (939

Friday's posted Gas Daily prices:
SoCal gas, large pkgs  6.54
PG&E, large pkgs 4.48
TW San Juan 235
TW Permian 3495

12.15.1.2 Dithering results for image-rich documents
Below are the testing results with the different algorithms for image-rich documents. All results 300DPI B&W only.
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Image Dithering Type

Size

Image Sample Magnified (150% scale)

Clustered 6x6

45 KB
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Image Dithering Type

Size

Image Sample Magnified (150% scale)

Clustered 8x8

39KB
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Image Dithering Type | Size

Image Sample Magnified (150% scale)

Clustered 16x16 33 KB

fHRelativityone

e : :-

; [

= E‘::
ki ¥
g
BT
SR :
o ¥

Admin Guide 237



Image Dithering Type

Size

Image Sample Magnified (150% scale)

Floyd & Steinberg 70 KB

rmarmay
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Image Dithering Type | Size

Image Sample Magnified (150% scale)

Dispersed 4x4 64 KB
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Image Dithering Type | Size

Image Sample Magnified (150% scale)

Dispersed 8x8 52 KB
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Image Dithering Type

Size

Image Sample Magnified (150% scale)

Dispersed 16x16

69 KB
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Image Dithering Type

Size

Image Sample Magnified (150% scale)

Threshold O

2KB
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Image Dithering Type | Size | Image Sample Magnified (150% scale)

Threshold 127 79 KB
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Image Dithering Type | Size | Image Sample Magnified (150% scale)
Threshold 215 27 KB
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Image Dithering Type | Size | Image Sample Magnified (150% scale)

Threshold 255 20 KB

12.16 Imaging native types

On the Native Types tab, you see a list of file types that Relativity supports. Refer to this list when selecting file types
that you want to restrict from imaging. Import/Export also supports the same list of file types.
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# O Name Imaging Method Category (Basic) Restricted From Imagi...  Prevent Native Download
Filter (All) v (Al v (All) v | (Al v

1 ] Word for DOS 4.x Basic Word Processor No No N
2 ] Word for DOS 5.x Basic Word Processor No No

3 O Wordstar 5.0 Basic Word Processor No No

4 O Wordstar 4.0 Basic Word Processor No No

5 ] Wordstar 2000 Basic Word Processor No No

6 O WordPerfect 5.0 Basic Word Processor No No

7 ] MultiMate 3.6 Basic Word Processor No No

8 O g MultiMate Advantage 2  Basic Word Processor No No -

To locate specific file types, use the Show Filters option or create a new view to customize the content that appears
on the tab. Default restricted file types propagate to new imaging profiles. You can edit the default value for the option
that restricts the imaging of a file type and also edit the option that prevents native download for specific file types by
clicking the Edit link.

If you restrict a particular file type, Relativity doesn't apply the restriction you choose to previously-existing Imaging
Profiles. Restricted file type settings only affect Imaging Profiles that you create after you edit the setting.

12.16.1 Editing a native type
1. Click the Edit link for a file type. You can also click the Edit button on the details page.

2. Onthe edit form, select the Yes or No radio button for the Restricted From Imaging By Default option. This
value is set to No by default.

3. Select the Yes or No radio button for the Prevent Native Download option. This value is set to No by default. If
the Prevent Native Download option is set to Yes, all users of that workspace will not see the Native button in
the Viewer for files of that particular type.

4. Click Save.

12.16.2 Generating a complete list of native types and their respective imaging
engines

Use the following steps to generate a .CSV file that lists all native types and their imaging methods, categories,
restriction status, and native download prevention status:

1. Navigate to the Native Types tab.

2. Select All in the mass action drop-down menu in the lower left.
3. Select Export to File in the mass action drop-down menu.
4

. Click Go.

Note: Relativity doesn't support Framesets in MHT files.
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12.17 Supported file types for imaging

Relativity Imaging supports many different file types. The table below lists supported and unsupported file types for
Native and Basic imaging.

« +-indicates that the file type is supported.

o Ifthe cell is empty, the file type is not supported.

fHRelativityone

. . Native |Basic Ima-
File type Extensions . .
Imaging ging
Adobe files PDF, FM, PS, EPS N \
AppleDouble AppleDouble-encoded attachments in e-mails \
CAD files DXF, DWG, SLDDRW, SLDPRT, 3DXML, SLDASM, PRTDOT, \
ASMDOT, DRWDOT, STL, EPRT, EASM, EDRW, EPRTX, EDRWX,
EASMX
Compressedfiles |7Z,ZIP, TAR, GZ, BZ2, RAR, Z, CAB, ALZIP \
Database files DBF
Email MSG, P7M, P7S, ICS, VCF, EML, EMLX, TNEF \ \
Email containers | PST, OST, DBX, MBOX, NSF, and Bloomberg XML \
EnCase EO1, ExO01, LO1, LX01
Excel XLSX, XLSM, XLSB, XLAM, XLTX, XLTM, XLS, XLT, XLA, XLM, \ \
XLW, UXDC
Hangul Word Pro- | HWP N
cessor
HTML HTML, MHT, HTM, MHTML, XHTM, XHTML \ \
Image files JPG, JPEG, ICO, BMP, GIF, TIFF, TIF, JNG, KOALA, LBM, PBM, IFF, | \
PCD, PCX, PGM, PPM, RAS, TARGA, TGA, WBMP, PSD, CUT,
XBM, DDS, FAX, SGI, PNG, EXF, EXIF, WDP
Image files WEBP N
Note: This extension can be imaged using the native imaging
method on Server 2022, Server 2023, Server 2024 and
RelativityOne. It cannot be imaged on Server 2021.
JungUm Global | GUL \ \
Microsoft Project | MPP N
2013
Note: Microsoft
Project 2016 is
not supported
OneNote ONE v N
OpenOffice ODC, ODS, ODT, ODP, XPS \ \
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. . Native Basic Ima-
File type Extensions . .
Imaging ging

PowerPoint PPTX, PPTM, PPSX, PPSM, POTX, POTM, PPT, PPS, POT v N
Publisher PUB \ \
Relativity Col- RCC
lection Container
Short message RSMF v
Text files TXT, CSV, and others v N
Vector files SVG, SVGZ, WMF, PLT, EMF, SNP, HPGL, HPG, PLO, PRN, EMZ, |+ N

WMZ
Visio VSD, VDX, VSS, VSX, VST, VSW, VSDX, VSDM \ \
Word DOCX, DOCM, DOTX, DOTM, DOC, DOT, RTF \ \
WordPerfect WPD, WPS \ \
Note:

Supported file types differ slightly in processing, imaging, and the viewer. See Supported file types for imaging and
Viewer-supported file types for details specific to those features.
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13 Instance Details tab

The Instance Details tab provides basic information for managing instance security and any messages you want users
to see after they log into the environment.

Relativity Admin Instance Info Instance Details v¥ | Q Search (CTRL+/) ﬁ . @
Instance Info - Environment Info ~ Authentication -~ Data Grid Settings ~ Resource Files More ~.
Security

Manage Permissions

Group Permissions Report

Message of the Day m

Will Display: No
Allow Users to Dismiss: Yes
Message:

#* Maintenance Scheduled ***

Infrastructure maintenance will be performed. The RelativityOne system will be unavailable during this time.

Start Time: Sat, September 14, 2024 10:55 AM BST
End Time: Sat, September 14, 2024 12:55 PM BST

13.1 Security

In the Security section, you can manage group permissions and generate a group permissions report.

Security

Manage Permissions

Group Permissions Report
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13.1.1 Manage Permissions

Click Manage Permissions to open the Admin Security console. See Instance security for more information on how
to manage group permissions.

13.1.2 Group Permissions Report

Click Group Permissions Report to open the Script: Admin Group Permissions console. See Instance security for
more information on how to run a group permissions report.

13.2 Message of the Day

The Message of the Day is a message that appears to all users when they log in to Relativity. This is most commonly
used to inform users of planned system maintenance, but you can use this feature to display any content you want.
Only System Administrators can modify the Message of the Day.

Message of the Day m

Will Display: No
Allow Users to Dismiss: Yes
Message:

*#** Maintenance Scheduled #+*

Infrastructure maintenance will be performed. The RelativityOne system will be unavailable during this time.

Start Time: Sat, September 14, 2024 10:55 AM BST
End Time: Sat, September 14, 2024 12:55 PM BST

To activate or edit the Message of the Day:

1. Click Edit in the Message of the Day section. The button is in the upper right corner of the section.
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2. Enter a new message or edit an existing message. Use the text editor controls to customize the look and feel of
your message.

Message of the Day

Will Display:

Allow Users to Dismiss: W

Message:

12~ sansserif~ B | U & & X' X, A~ = =2 =~ H~- T~ e [

** Maintenance Scheduled ***
Infrastructure maintenance will be performed. The RelativityOne system will be unavailable during this time.

Start Time: Sat, September 14, 2024 10:55 AM BST
End Time: Sat, September 14, 2024 12:55 PM BST

3. Select the Will Display checkbox to activate the message for users when they log into Relativity.

4. Selectthe Allow Users to Dismiss checkbox to allow users to hide the message.

 If you enable this setting, users will see a checkbox in the message stating Do not show me this mes-
sage next time. Users will not see the message again, including when they log back in to Relativity,
unless itis changed to a new one.

 If you disable this setting, users will see the message after 8 hours of inactivity.

5. Click Save.
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14 Keyboard shortcuts

With keyboard shortcuts you can edit and navigate in the Review Interface. Using keyboard shortcuts, you can change
Viewers, populate choices, save edits, cancel edits, and move between and within documents. Keyboard shortcuts
are enabled by default. To disable shortcuts while using the Review Interface, click on the Viewer Settings menu in the
upper-right and select the Disable Keyboard Shortcuts option.

Users with permissions to edit fields and choices can create additional shortcuts using the Keyboard Shortcuts
property on the choice.

You can modify the key combinations for system keyboard shortcuts if you have security permission for the Admin
Operation called Modify System Keyboard Shortcuts. For more information about this permission see workspace
security in the Admin guide.

14.1 Keyboard shortcuts legend

By default, standard user actions use system keyboard shortcuts. Keyboard shortcuts are listed in the Keyboard
Shortcut Legend along with those used by the browser. You can access the legend by clicking on the Viewer Settings
menu in the upper-right of the Review Interface and selecting the Keyboard Shortcut Legend option.

1 |53 B | %

Keyboard Shortcut Legend
Disable Keyboard Shortcuts
Show Tab Strip

Pop Out Viewer

Swap Layout

Within the legend, you can sort, filter, Export to Excel, and print. You can print by right-clicking and choosing the
browser's print option.

The Keyboard Shortcuts Legend includes the following sortable columns:

« Keyboard Shortcut - the key combination used to execute the shortcut during document review.
* Action - the action that results from using the keyboard shortcut.

» Viewer Mode - the type of Viewer for which each shortcut is available. You can use most of the system cat-
egory shortcuts in all viewer modes.

o Category - the shortcut type. Below, the legend displays only those shortcuts designated by the System and
the browser. This column also lists all field and choice shortcuts that your system admin configured via field and
choice properties.
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Keyboard Shortcuts Legend

Keyboard Shortcuts Tips: * Shortcuts only execute in the Core Reviewer Interface.
+» Shortcuts only execute in the Viewer Modes listed in the following legend.

* |f the Document Viewer is undocked, shortcuts that move the cursor focus to a textbox only
execute if the browser has a single tab open.

= For Mac users: Keyboard Shortcuts marked with Ctrl will map over to the Command key.

* You cannot overwrite browser-specific shortcut keys.

Keyboard Shortcut Action Viewer Mode Category .
(All) (All) (All) v || (A v
Alt=Down Arrow Next Highlight Long Text, Viewer System

All+E Switch to Long Text Mode All System

Ali+End Last Document All System

Alt+Enter Save and Next All System

Ali=Home First Document All System

Al Switch to Image Mode All System

Alt=Left Arrow Fage Up/Previous Image All System

Alt=M Togale Modes Long Text, Viewer System

(Draft/Normal/Preview)

Ali=P Switch to Productions Mode All System
Alt=Page Down Next Document All System
Alt=Page Up Previous Document All System
Alt+Right Arrow Page Down/Next Image All System =

14.2 Special considerations for keyboard shortcuts

Keep in mind the following when working with Relativity’s keyboard shortcuts feature:

e For Mac users, keyboard shortcuts marked with Ctrl map over to the Command key.

e Keyboard shortcuts are active when:
e Keyboard shortcuts are enabled.

* Focus is in the Review Interface.
e The Viewer is either docked or undocked while the browser only has one tab open.

« If the shortcut overlaps with a Windows shortcut, both shortcuts are triggered. For example, if a program
installed on a user’'s computer uses the Ctrl + Alt + R shortcut, clicking Ctrl + Alt + R triggers that action
regardless of whether a user is in any of Relativity's supported browsers.

e Keyboard shortcuts aren't triggered when:
e Keyboard shortcuts are disabled.

e Focus is not in the Review Interface.
e The Viewer is undocked or in standalone mode, and the browser has more than one tab open.

* When the numbers 0-9 are used as shortcuts, they only fire when you press these digits in the main section of
the keyboard. The shortcut doesn't fire if you press those digits found in the keypad.

» Keyboard shortcuts only execute in the Review Interface.

e Keyboard shortcuts only execute in the Viewer Modes listed in the legend.
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 If the document viewer is undocked, shortcuts that move the cursor focus to a text box only execute if the
browser has a single tab open.

14.3 Document field type shortcuts

The following table outlines what document field types users can define shortcuts for and what behavior the shortcuts
trigger. You can also define keyboard shortcuts on individual choices for single & multiple choice fields, rather than the
field itself. See the Document choice shortcuts table below for information on setting keyboard shortcuts for individual
choices.

Field Type Can define shortcut? | Layout Display Type Behavior

Fixed Length Text | Yes Text Focus jumps to textbox

Long Text Yes Text Only Focus jumps to textbox
Rich Text NO ACTION

Date Yes Date Focus jumps to textbox

Whole Number Yes Integer Focus jumps to textbox

Decimal Yes Decimal

Currency Yes Currency

User Yes Drop-down menu Drop-down menu choices are toggled
Picker NO ACTION

Boolean Yes Checkbox Checkbox state is toggled
Drop-down menu Drop-down menu choices are toggled
Radiobutton Radio button selected

Single Choice No

Multiple Choice No

Single Object No

Multiple Object No

File No

14.4 Document choice shortcuts

The following table outlines what document individual choices users can define shortcuts for and what behavior the
shortcuts trigger:

el T Can define short- | Layout Display Behavior
cut? Type

Choice associated with Document Single Yes Radio button Choice is selec-
Choice Field ted/deselected

Drop-down menu | Choice is selec-
ted/deselected

Choice associated with Document Multiple Yes Checkbox Choice is selec-
Choice Field ted/deselected
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el T Can define short- | Layout Display Behavior
cut? Type
Popup Picker NO ACTION

14.5 Creating keyboard shortcuts

Any user with permissions to create or edit a choice can create keyboard shortcuts.

The action that a shortcut triggers depends on the layout display type selected for the fields and choices. See
Document field type shortcuts on the previous page and Document choice shortcuts on the previous page.

You can't define shortcuts for system actions or browser-defined shortcuts. See Keyboard shortcuts on page 252 and
Keyboard shortcuts on page 252 for details.

You can configure user defined keyboard shortcuts on the Choices tab. These properties are identical to each other.
To configure a choice shortcut, perform the following steps:

1. Navigate to the Choices tab.

Note: You can also edit an existing Document field in this manner. See Fields on page 147.

Click the Edit icon in the row of the choice you would like to edit.
Click the Select button next to the Keyboard Shortcut field.
Select the desired key for the Modifier Key(s) field.

Choose the desired key from the Main Key drop-down menu.

Click Apply.
If this shortcut is valid, you receive a message saying <Valid Keyboard Shortcut>

Click Save.

I

N

8. Navigate to the Documents tab and open a document.
9. Cli